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By Charles A. Menke, J.D.

California Governor Jerry Brown signed legislation establishing comprehensive privacy protections that
gives California residents, including minors, significantly more control over their personal information and an
enforcement mechanism to protect their rights. Enacted in response to high profile security breaches such
as Equifax and Target, as well as a looming and more expansive ballot initiative, the California Consumer
Privacy Act of 2018 (A.B. 375), aims to ensure that consumers enjoy choice and transparency in the treatment
of their personal information when accessing the Internet, according to state AssemblyMember Ed Chau, who
sponsored and co-authored the legislation.

Legislative solution. Chau noted that the Act was the result of an agreement reached with the initiative
proponents to move forward with a legislative solution and is a significant step in providing California consumers
more control over their data. In Chau’s view, a legislative solution, unlike the initiative process, provided the
opportunity to strike the appropriate balance between protecting privacy rights and the ability for the technology
industry to innovate and provide reliable services now and in the future.

Best privacy law in the country. Many of the rights afforded by the Act are contained in Europe’s General
Data Protection Regulation that recently took effect. The Act gives consumers the right to know what personal
information is collected by businesses and whether that information is being sold or disclosed. The Act
also allows consumers to access and delete their personal information that businesses collect, and to stop
businesses from selling their information. In addition, the Act gives consumers the right to equal service and
price when exercising their privacy rights. "[I]t will be the best privacy law in the country," said State Sen. Bob
Hertzberg, another co-author. "It integrates many of the elements of the initiative and provides Californians with
significantly more control over personal information alongside an explicit protection of those rights."

Scope. A "consumer" afforded the protections of the Act includes all California residents. In addition, the Act
provides a fairly expansive definition of "personal information" that encompasses not only the more obvious
pieces of information such as name, address, and social security number, but also physical characteristics,
biometric information, online identifiers, and Internet activity, including browsing and search histories and
consumer interactions with websites, applications, and advertisements.

Right to access. Consumers will have the right, up to twice a year, to seek disclosure of any of their personal
information collected by a business. At the time of or before the collection of the information, businesses must
inform consumers as to the categories of information collected and the purposes for which it will be used.
Upon request, businesses must deliver the specific pieces of personal information the business has collected
promptly and free of charge, including the categories of personal information sold for each third party to whom
the personal information was sold.

Right to delete. Consumers may request the deletion of any personal information that a business has collected.
This right is not limited to businesses with which the consumer has a direct relationship. Businesses that collect
personal information must disclose this right to delete to consumers.

Right to know. Consumers may request information about what types of information are being collected by
a business, including: the categories of information; the categories of third parties the information is shared
with; and the specific pieces of information it has collected on that consumer. The definition of "collect" includes
information that a business receives passively, as well as actively, and even information that is obtained through
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simply observing a consumer’s behavior. Businesses that sell or disclose a consumer’s personal information
must disclose certain information to that consumer, upon request, including the categories of information being
sold and disclosed and the third parties to whom it is being sold or disclosed.

Right to opt out. Consumers have the right to opt out of the sale of their personal information. A business must
abide by a consumer’s request to opt out and respect that request for 12 months before being permitted to
request that the consumer authorize the sale of the consumer’s personal information.

Equal service, price. The Act prohibits businesses from discriminating against a consumer based on the fact
that the consumer exercised the rights granted under the Act. Prohibited discrimination includes:

• denying goods or services to the consumer;
• charging different prices or rates for goods or services, including through the use of discounts or other

benefits or imposing penalties;
• providing a different level or quality of goods or services to the consumer, if the consumer exercises the

consumer’s rights under this title; and
• suggesting that the consumer will receive a different price or rate for goods or services or a different level

or quality of goods or services.

However, a business may charge a consumer a different price or rate, or provide a different level or quality of
goods or services to the consumer, if that difference is reasonably related to the value provided to the consumer
by the consumer’s data. In addition, a business may offer financial incentives, including payments to consumers
as compensation, for the collection of personal information, the sale of personal information, or the deletion of
personal information. A business may also offer a different price, rate, level, or quality of goods or services to the
consumer if that price or difference is directly related to the value provided to the consumer by the consumer’s
data. A business may also charge a reasonable fee or refuse to act on a request if it is manifestly unfounded or
excessive.

Minors. Minors—individuals under the age of 16—must consent to the sale of their personal information before
a business can sell it. The Act prohibits a business from selling the personal information of a consumer if the
business has actual knowledge that the consumer is less than 16 years of age, unless the consumer, in the case
of consumers between 13 and 16 years of age, or the consumer’s parent or guardian, in the case of consumers
who are less than 13 years of age, has affirmatively authorized the sale. A business that willfully disregards a
consumer’s age is deemed to have had actual knowledge of the consumer’s age.

Enforcement. A business that violates the Act’s requirements must be given a 30-day right to cure. A business,
service provider, or other person failing to cure a violation is liable for civil penalties as provide in the California
Business and Professions Code in an action brought by the Attorney General. In addition, if a violation is
intentional, the liable party would is subject to civil penalties of up to $7,500 for each violation. An action may
be brought by a consumer only if certain requirements are met, including providing 30-days prior notice to the
business specifying the alleged violations. The Act further mandates that the Attorney General adopt regulations
to carry out various provisions of the Act.

Ballot initiative. Days before enactment of the Act, a privacy initiative spearheaded by Alastair Mactaggart, a
San Francisco real estate developer and Campaign Chair of Californians for Consumer Privacy, qualified for
the November ballot. The initiative "establishes new, groundbreaking consumer privacy rights and empowers
consumers to take back control over their personal information [and] will give consumers a real choice about
whether they want their private information bought and sold by companies they’ve never heard of, will help shine
a light onto the business of data brokerage, and will empower California consumers to protect their sensitive
personal information," the organization said.

Effective date. The Act provides that it is operative contingent on the privacy initiative being withdrawn. Upon
the Act’s passage and approval by Governor Brown, the California Secretary of State Alex Padilla announced
that the initiative was withdrawn by its proponents, thereby paving the way for the Act to take effect. The law (Ch.
55) accordingly takes effect Jan. 1, 2020.
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Companies: Californians for Consumer Privacy; Equifax; Target

LegislativeActivity: CaliforniaNews ConsumerCredit CyberPrivacyFeed IdentityTheft Privacy
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