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BACKGROUND

The Electronic Fund Transfer Act (EFTA) (15 USC 1693 et seq.) was enacted on
November 10, 1978, and is implemented by the Federal Reserve Board’s Regulation E (12 CFR
205). The EFTA provides a basic framework establishing the rights, liabilities, and
responsibilities of customers who use electronic fund transfer (EFT) services and financial
institutions that offer these services Examples of EFTs are:

e Automated teller machine (ATM) transfers;
e Telephone bill-payment transfers;
e Point-of-sale transfers;

e Preauthorized transfers from or to a customer's account (i.e., direct deposits or
withdrawals of funds); and

e Transfers resulting from debit card transactions, whether or not initiated through an
electronic terminal.

As defined in the EFTA and Section 205.3(b) of Reg. E, the term “electronic fund
transfer,” refers to a transaction initiated through an electronic terminal, telephone, computer, or
magnetic tape that orders, instructs, or authorizes a financial institution to either credit or debit a
customer's asset account. The term electronic terminal includes point-of-sale terminals, ATMs,
and cash dispensing machines. The customer generally is issued a card or a code (known as an
access device), or both, to initiate transfers.
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GENERAL REQUIREMENTS — HIGH POINTS

EXEMPTIONS (12 CFR 205.3(c))

The following types of electronic fund transfers are not covered by the EFTA:

Transfers originated by check;

Check guarantee or authorization services that do not directly result in a debit or credit
to a customer's account;

Any transfer of funds for a customer within a system that is used primarily to transfer
funds between financial institutions or businesses. An example is a wire transfer of
funds for a customer through the Fedwire;

Any transfer of funds that has as its primary purpose the purchase or sale of securities
or commodities regulated by the Securities and Exchange Commission (SEC) or the
Commodity Futures Trading Commission (CFTC), purchased or sold through a broker-
dealer regulated by the SEC or through a futures commission merchant regulated by the
CFTC, or held in book-entry form by a Federal Reserve Bank or federal agency.

Intra-institutional automatic transfers under an agreement between a customer and a
financial institution:

Between the customer’s account and the institution itself (except that Section 205.10(e)
on compulsory use and Sections 915 and 916 of the EFTA on civil and criminal
liability are applicable);

=  Between two accounts of the customer within the institution; or

* From the customer's account to a family member's account within the institution.

Transfers initiated by telephone between a customer and a financial institution that are
not executed under a written plan contemplating periodic or recurring transfers.

Preauthorized transfers to or from an account held at a financial institution with assets
of $100 million or less on the preceding December 31 (except that Section 205.10(e)
and Sections 915 and 916 of the EFTA are applicable).

SPECIAL REQUIREMENTS (12 CFR 205.4)

Section 205.4(a) requires that disclosures be clear and readily understandable, in writing,
and in a form the customer may keep.

Section 205.4(b) permits, at the institution's option, the disclosure of additional information
and allows disclosures required by other laws, e.g., Truth in Lending Act disclosures, to be
combined with Reg. E disclosures.

Section 205.4(d)(1) permits the institution holding an account to combine required
disclosures into a single statement if a customer holds two or more accounts at an institution. A
single periodic statement or error resolution notice is sufficient for multiple accounts. In order to
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comply with Section 205.4(d)(2), an institution need provide only one set of disclosures for a
joint account.

Section 205.4(e) permits two or more institutions that jointly provide EFT services to
contract among themselves to fulfill the requirements that the regulation imposes on any or all of
them. When making disclosures under Section 205.7 (Initial Disclosures) and Section 205.8
(Change in Terms; Error Resolution Notice), an institution in a shared system need only make
those required disclosures that are within its knowledge and the purview of its relationship with
the customer for whom it holds an account.

ISSUANCE OF ACCESS DEVICES (12 CFR 205.5)

Section 205.5 governs the issuance of access devices. For access devices that also
constitute credit cards, the issuance rules of Reg. E apply if the only credit feature is a
preexisting credit line attached to the asset account to cover overdrafts (or to maintain a specified
minimum balance). Regulation Z rules apply if there is another type of credit feature, e.g., one
permitting direct extensions of credit that do not involve the asset account. In general, an
institution may issue an access device to a customer only if the access device is:

e Requested (in writing or orally) or applied for; or

e Renewal of, or in substitution for, an accepted access device (as defined in Section
205.2(a)).

An institution may issue an access device to each accountholder of a joint account for
which the requesting holder specifically requests an access device.

An institution may issue an unsolicited access device only if the access device is:
e Not validated, i.e., it cannot be used to initiate an EFT;

e Accompanied by a statement explaining that the device is not validated and how it may
be disposed of if the customer does not wish to validate it;

e Accompanied by a complete disclosure, in accordance with Section 205.7, of the
customer's rights and liabilities that will apply if the device is validated; and

e Validated only after an oral or written request from the customer and verification of the
customer's identity by some reasonable means.

These conditions are intended to reduce the potential for unauthorized use if the access
device is lost or stolen en route to the customer and to ensure that the customer is informed of
account terms and conditions before deciding whether to accept the responsibilities of having an
access device.
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LIABILITY OF CUSTOMERS FOR UNAUTHORIZED TRANSFERS
(12 CFR 205.6)

A customer may be held liable for unauthorized EFTs (as defined in Section 205.2(m))
only if:
e The institution has provided the following written disclosures to the customer:
= A summary of the customer's liability for unauthorized EFTs;
= The telephone number and address for reporting that an unauthorized EFT has
been or may be made; and
= The institution's business days;

e The access device is accepted (as defined in Section 205.2(a)); and

e The institution has provided a means to identify the customer to whom the access
device was issued.

Loss or Theft of Access Device

If customer notifies the bank:

e Within two business days after learning of loss or theft:
= Liability is the lesser of $50; or
= Total amount of unauthorized transfers.

e More than two business days after learning of loss or theft:
= Liability is the lesser of $500; or
= The sum of:

0 $50 or the total amount of unauthorized transfers occurring in the first two
business days, whichever is less; and

¢ The amount of unauthorized transfers occurring after two business days and
before notice to the institution.

e More than 60 calendar days after transmittal of statement showing first unauthorized
transfer made with access device:
= For transfers occurring within the 60-day period, the lesser of $500, OR the sum
of:

O The lesser of $50 or the amount of unauthorized transfers in first two business
days; and
¢ The amount of unauthorized transfers occurring after two business days.

= For transfers occurring after the 60-day period, unlimited liability (until the
institution is notified).
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Unauthorized Transfer(s) Appearing on Periodic Statement
(No Use of Access Device)

e Within 60 calendar days after transmittal of the periodic statement: No liability

e More than 60 calendar days after transmittal of the periodic statement showing first
unauthorized transfer and before notice to the institution: Unlimited liability.

Section 205.6(b)(4) states that if a customer's delay in notifying an institution was due to
extenuating circumstances, such as extended travel or hospitalization, the time periods for
notification must be extended to a reasonable time. Section 205.6(b)(6) provides that if any
lesser liability limits are imposed by applicable state law or by an agreement with the customer,
those limits will apply instead of the limits set by this section.

These liability provisions apply to unauthorized EFTs initiated by a combined access
device-credit card, including an access device with overdraft privileges. The provisions do not
apply to the unauthorized use of a combined access device-credit card when no EFTs are
involved, e.g., when the card is used to draw cash advances directly from a credit line.

Notice to an institution of unauthorized use is given when the customer takes whatever
steps are reasonably necessary to provide the institution with the pertinent information, whether
or not a particular employee actually receives the information. At the customer's option, notice
may be given in person, by telephone, or in writing. Notice in writing is considered given at the
time the customer deposits the notice in the mail, or delivers the notice for transmission by any
other usual means, to the institution. Notice also may be considered given when the institution
becomes aware of circumstances that indicate an unauthorized transfer has been or may be made.

INITTAL DISCLOSURE OF TERMS AND CONDITIONS (12 CFR 205.7)

The institution must provide the customer with the following disclosures, in written,
retainable form, before the first EFT is made or at the time the customer contracts for an EFT
service:

e A summary of the customer's liability under Section 205.6 or other applicable law or

agreement;

e The telephone number and address of the person or office to notify of loss or
unauthorized use;

e The institution's business days;

e Types of EFTs the customer may make and any limitations on the frequency and dollar
amount of transfers. (The details of the limitations may be withheld if the security of
the system requires confidentiality);

e Any charges for EFTs or for the right to make EFTs;

e A summary of the customer's right to receive documentation of EFTs as provided in
Sections 205.9, 205.10(a) and 205.10(d);
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e A summary of the customer's right to stop payment of a preauthorized EFT and the
procedure for initiating a stop-payment order;

e A summary of the institution's liability for its failure to make or stop certain transfers;

e The circumstances under which the institution, in the ordinary course of business, will
disclose information about the customer's account to third parties;

e A notice that is substantially similar to the notice in Appendix A of 12 CFR 205 about
error resolution procedures and the customer's rights.

CHANGE IN TERMS; ERROR RESOLUTION NOTICE (12 CFR 205.8)

If a change in terms is contemplated, the institution must mail or deliver a written notice to
the customer at least 21 days before the effective date of any change in a term or condition
required to be disclosed under Section 205.7(b) if the change would result in any of the
following:

e Increased fees or charges;

e Increased liability for the customer;

e Fewer types of available EFTs; or

e Stricter limitations on the frequency or dollar amounts of transfers.

If an immediate change in terms or conditions is necessary to maintain or restore the
security of an EFT system or account, the institution need not provide prior notice. However, if
the change will be permanent, the institution must provide written notice of the change to the
customer on or with the next regularly scheduled periodic statement or within 30 days, unless
disclosures would jeopardize the security of the system or account.

An error resolution notice (see 12 CFR 205 Appendix A - Model Form A-3) must be
mailed or delivered at least once each calendar year to a customer who holds an account to or
from which EFTs can be made. Alternatively, an abbreviated error resolution notice substantially
similar to the notice in Appendix A - Model Form A-3 may be included with each periodic
statement.

DOCUMENTATION OF TRANSFERS (12 CFR 205.9)

Receipts given at electronic terminals are required to provide specific documentation. The
receipt must be made available at the time the transfer is initiated at an electronic terminal and
must include, as applicable:

e The amount of the transfer. A charge for making the transfer may be included in the
amount if the terminal is owned or operated by an entity other than the institution that
holds the customer's account, provided the charge is disclosed on the receipt and on a
sign posted on or at the terminal;

e The date the customer initiates the transfer;
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e The type of transfer and type of account. Descriptions such as “withdrawal from
checking” or “transfer from savings to checking” are appropriate. This is true even if
the accounts are merely similar in function to a checking account, e.g., a share draft or
NOW account, or a savings account, €.g., a share account. If the access device used can
only access one account, the type-of-account requirement does not apply.

e A number or code identifying the customer's account(s), or the access device used to
initiate the transfer. The number and code need not exceed four digits or letters to
comply;

e The location of the terminal where the transfer is initiated. The location may be given
in the form of a code or terminal number; and

e The name of any third party to or from who funds are transferred. A code may be used
to identify the party, but only if the code is explained on the receipt. This requirement
does not apply if the name of the party is provided by the customer in a manner the
terminal cannot duplicate on the receipt, such as on a payment stub.

An electronic terminal receipt need not be provided for electronic transfers initiated by
home banking equipment.

Section 205.9(b) provides the documentation requirements for periodic statements.
Periodic statements must be sent monthly if an EFT has occurred, or quarterly if no EFT has
occurred. For each EFT made during the cycle, the statement must include, as applicable:

e The amount of the transfer. If a charge was imposed by the owner or operator of the
terminal, the charge may be included in the amount;

e The date the transfer was posted to the account;
e The type of transfer(s) and type of account(s) to or from which funds were transferred;

e For each transfer (except deposits to the customer's account) initiated at an electronic
terminal, the location that appears on the receipt. If an identification code was used,
that identification code must be given with one of the following descriptions:

= The street address of the terminal and the city, state, or foreign country;

= A generally accepted name for the location of the terminal, e.g., an airport,
shopping center, or branch of an institution, and the city, state, or foreign country;

» The name of the entity (except the institution providing the statement) at whose
place of business the terminal is located e.g., a store, and the city, state, or foreign
country;

= The name of any third-party payee or payor;

= The account number(s);

= The total amount of any fees and charges, other than a finance charge as defined
by Reg. Z, assessed during the period for making EFTs, the right to make EFTs, or
account maintenance;

= The balance in the account at the beginning and close of the statement period;

= The address and telephone number to be used by the customer for inquiries or
notice of errors. If the institution has elected to send the abbreviated error notice
with every periodic statement, the address and telephone number may appear on
that document; and

Electronic Fund Transfer Act 9



CCH INCORPORATED Managing Compliance Risk

= [fthe institution has provided a telephone number that the customer can use to
inquire whether a preauthorized transfer has taken place, that telephone number.

When a customer's passbook may not be accessed by an EFT other than preauthorized
transfers to the account, a periodic statement need not be sent as long as the financial institution
updates the customer's passbook or provides the required information on a separate document at
the customer's request. To update the passbook, the amount and date of each EFT made since the
passbook was last presented must be listed.

If the customer has a non-passbook account that may not be accessed by an EFT other than
preauthorized transfers to the account, a periodic statement must be sent at least quarterly.

PREAUTHORIZED TRANSFERS (12 CFR 205.10)

Section 205.10(a)(1) covers preauthorized transfers to a customer's account. This section
requires that notice must be provided to a customer when an account is scheduled to be credited
by a preauthorized EFT from the same payor at least once every 60 days. The notice requirement
will be satisfied by the payor's providing notification to the customer that the transfer has been
initiated. If the payor does not provide notice to the customer, the burden is on the institution to
adopt one of three alternative procedures for supplying the notice. The institution may:

e Choose to give the customer oral or written notice every time a pre-authorized transfer
occurs or fails to occur;

e Notify the customer within two business days after the preauthorized transfer occurred;
or

e Establish a telephone line that the customer may call to find out whether a
preauthorized transfer has occurred. The telephone number must be disclosed on the
initial disclosures and on each periodic statement and must be “readily available” so
that customers calling to inquire about transfers are able to have their calls answered
with little difficulty. In addition, these telephone notice systems must be designed so
that customers do not have to bear the cost of long-distance calls within the institution's
service area to inquire about their transfers. Therefore, a multi-branch institution with a
statewide customer base could either provide customers with a toll-free number or
designate local numbers for different communities within the state.

Section 205.10(a)(3) requires an institution that receives a preauthorized transfer to credit
the customer's account as of the day the funds are received.

Section 205.10(b) states that preauthorized transfers from a customer's account may only
be authorized by the customer in writing, signed or similarly authenticated by the customer.
Written authorizations include electronic authorizations, e.g., via a home banking system, that
are similarly authenticated by the customer as long as there are means to:

e Identify the customer, e.g., a security code; and

e To make available a paper copy of the authorization, automatically or on request.
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In all cases, the person who obtains the authorization from the customer must provide a
copy to the customer.

Section 205.10(c) gives the customer the right to stop payment of a preauthorized transfer
from an account. The customer must notify the institution orally or in writing within three
business days before the scheduled date of the transfer. The institution may require written
confirmation of an oral stop payment order within 14 days of the customer's oral notification.
However, the institution may only impose the written confirmation requirement if, at the time the
customer made the oral stop payment order, the institution informed the customer that written
confirmation is required and gave the customer the address to which the confirmation should be
sent. If the customer fails to provide the written confirmation, the oral stop payment order ceases
to be binding after 14 days.

Section 205.10(d) deals with a preauthorized transfer from a customer's account that varies
in amount from the previous transfer under the same authorization or from the preauthorized
amount. The institution or designated payee must mail or deliver to the customer a written
notice, at least 10 days before the scheduled transfer date, containing the amount and scheduled
date of the transfer. However, if the institution or the payee informs the customer of the right to
receive advance notice of varying transfers, the customer may elect to receive notice only when
the amount varies from the most recent transfer by more than an agreed on amount or when it
falls outside a specified range.

Section 205.10(e) prohibits the institution from conditioning an extension of credit on
repayment by preauthorized EFT, except for credit extended under an overdraft credit plan or
extended to maintain a specified minimum balance in the customer's account. The section also
prohibits anyone from requiring the establishment of an account for receipt of EFTs with a
particular institution as a condition of employment or receipt of a government benefit.

PROCEDURES FOR RESOLVING ERRORS (12 CFR 205.11)

Section 205.11 defines the term “error,” the steps the customer must take when alleging an
error in order to receive the protection under the EFTA and Reg. E, and the procedures that an
institution must follow to resolve an alleged error.

Section 205.11(a), defines the term “error” to mean:
e An unauthorized EFT;
e An incorrect EFT to or from the customer's account;

e The omission from a periodic statement of an EFT to or from the customer's account
that should have been included;

e A computational or bookkeeping error made by the institution relating to an EFT;

e The customer's receipt of an incorrect amount of money from an electronic terminal;
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e An EFT not identified in accordance with the requirements of Sections 205.9 or
205.10(a); or

e A customer's request for any documentation required by Sections 205.9 or 205.10(a) or
for additional information or clarification about an EFT.

The term “error” does not include a routine inquiry about the balance in the customer's
account or a request for duplicate copies of documentation or other information that is made only
for tax or other recordkeeping purposes.

A notice of error:
e s an oral or written notice indicating why the customer believes an error exists;

e Received by the institution not later than 60 days after a periodic statement or other
documentation that first reflects the alleged error is provided;

e Identifies the customer's name, account number, and, to the extent possible, the type,
date, and amount of the error.

An institution may require a customer to give written confirmation of an error within 10
business days of giving oral notice, but must provide the address where confirmation can be sent.
If written confirmation is not received, the institution still must comply with the error resolution
procedures, but it need not provisionally credit the account if it takes longer than 10 business
days to resolve the matter.

After receiving a notice of error, the institution is required to promptly investigate the
alleged error and transmit the results to the customer within 10 business days. As an alternative,
the institution may take up 45 calendar days to complete its investigation provided that the
institution:

e Provisionally credits the funds (including interest, where applicable) to the customer's
account within the 10 business-day period;

e Advises the customer within two business days of the provisional crediting; and

e Allows the customer full use of the funds during the investigation.

An institution need not provisionally credit the account if:

e The customer fails to provide the required written confirmation of an oral notice of an
error; or

e The notice of error involves an account subject to the margin requirements or other
aspects of Regulation T (12 CFR 220).

If, after investigating the alleged error, the institution determines that an error has occurred,
it promptly (within one business day after the determination) must correct the error, including
the crediting of interest, if applicable. Within three business days of the completed investigation,
the institution must provide an oral or written report of the correction to the customer and, as
applicable, notify the customer that the provisional credit has been made final.
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If the institution determines that no error occurred or that an error occurred in a different
manner or amount from that described by the customer, the institution must mail or deliver a
written explanation of its findings within three business days after concluding its investigation.
The explanation must include a notice of the customer's rights to request the documents that the
institution relied on to make its determination.

When debiting a provisionally credited amount, the institution must notify the customer of:
o The date and amount of the debit; and

e The fact that the institution will honor, without charge, for five business days after
transmittal of the notice:
= Checks, drafts, or similar paper instruments payable to third parties; and
» Preauthorized debits.

The institution need honor only items that it would have paid if the provisionally credited
funds had not been debited. At the customer’s request, the institution promptly must mail or
deliver to the customer copies of the documents that it relied on to make its determination.

If a notice of an error involves an EFT that resulted from a point-of-sale debit card
transaction or was not initiated within the state, or an error is reported for a new account, the
applicable time periods are 20 business days (instead of 10) and 90 business days (instead of 45).

RELATION TO STATE LAW (12 CFR 205.12)

Section 205.12 outlines the relationship between the EFTA and the Truth in Lending Act
(TILA) as to the issuance of access devices, customer liability, and investigation of errors. This
section also provides standards for determination and procedures for applying for state
exemptions.

The EFTA governs:
e The issuance of debit cards and other access devices with EFT capabilities;
e The addition of EFT features to credit cards; and

e The issuance of access devices with only one credit feature: a pre-existing agreement to
extend credit to cover account overdrafts or to maintain a minimum account balance.

TILA governs:
e The issuance of credit cards as defined in Reg. Z (12 CFR 226.2(a)(15));
e The addition of a credit feature to a debit card or other access device; and

e The issuance of dual debit/credit cards, except for access devices with only one credit
feature: a pre-existing agreement to cover account overdrafts or to maintain a minimum
account balance.

The EFTA and Reg. E preempt inconsistent state laws, but only to the extent of the
inconsistency. The Federal Reserve Board has the authority to determine whether a state law is
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inconsistent. An institution, state, or other interested party may request the Fed to make this
determination. A state law will not be considered inconsistent if it is more protective of the
customer than the EFTA or Reg. E. On application by a state, the Fed may exempt the state from
the requirements of the EFTA or Reg. E for any class of EFTs within a state, with the exception
of the civil liability provision.

ADMINISTRATIVE ENFORCEMENT (12 CFR 205.13; EFTA SECTION
917)

Section 917 of the EFTA specifically directs the federal bank regulatory agencies to
enforce compliance with the provisions of the EFTA. Section 205.13 of Reg. E implements this
section.

Institutions are required to maintain evidence of compliance with the EFTA and Reg. E for
a period of not less than two years. This period may be extended by the agency supervising the
institution. It also may be extended if the institution is subject to an action filed under Sections
910, 915, or 916(a) of the EFTA, sections that generally apply to the institution's liability under
the EFTA and Reg. E. Persons subject to the EFTA who have actual notice that they are under
investigation or subject to an enforcement proceeding must retain records until disposition of the
proceeding. Records may be stored on microfiche, microfilm, magnetic tape, or in any other
manner capable of accurately retaining and reproducing the information.

SERVICES OFFERED BY PROVIDER NOT HOLDING CUSTOMER'S
ACCOUNT (12 CFR 205.14)

This section applies in limited situations where the institution provides EFT services and
issues access devices but does not hold the asset account, and no agreement exists between the
service provider and the account at the institution. The transfers initiated by the service-
providing institution are often cleared through an automated clearinghouse (ACH). This section
divides the responsibilities between the two institutions with the greater responsibility placed on
the service providing institution.

The responsibilities of the service-providing institution are set out in Section 205.14(b)(1)
and (2). The duties of the account-holding institution are found in Section 205.14(c)(1) and (2).

ELECTRONIC FUND TRANSFER OF GOVERNMENT BENEFITS
(12 CFR 205.15)

Section 205.15 contains the rules that apply to electronic benefit transfer (EBT) programs.
It provides modified rules on the issuance of access devices, periodic statements, initial
disclosures, liability for unauthorized use, and error resolution notices.
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Section 205.15(a) states that a government agency is considered a financial institution and
subject to Reg. E if it directly or indirectly issues an access device to a customer for use in
initiating an EFT of government benefits from an account. Needs-tested EBT programs
established under state or local law, or administered by a state or local agency, e.g., food stamp
programs, are exempt. Federally administered EBT programs and state and local employment
related EBT programs such as retirement and unemployment benefits, remain under Reg. E. The
term “account” means an account established by a government agency for distributing
government benefits to a customer electronically, such as through ATMs or point-of-sale
terminals.

A government agency need not furnish the periodic statement required by §205.9(b) if the
agency makes available to the customer:

e The customer's account balance through a readily available telephone line and at a
terminal; and

e A written history of the customer's account transactions that covers at least 60 days
preceding the date of the customer's oral or written request.

A government agency that does not furnish periodic statements in accordance with the
above will be subject to special modified requirements (see Section 205.15(d)).

SUSPENSION OF OBLIGATIONS; WAIVER OF RIGHTS (EFTA
SECTION 912)

Section 912 of the Electronic Fund Transfer Act (EFTA) suspends, under certain
conditions, a customer's obligation to another person if a malfunction in an EFT system prevents
payment to the person. The customer’s obligation is suspended until the malfunction is corrected
and the EFT may be completed.

Section 914 of the EFTA states that no writing or other agreement between a customer and
any other person may contain any provision that constitutes a waiver of any right conferred or
cause of action created by the EFTA. However, Section 914 does not prohibit any writing or
other agreement that grants a customer greater protection or a more extensive right or remedy
than that provided by the EFTA or a waiver agreement to settle a dispute or action.

LIABILITY OF FINANCIAL INSTITUTIONS; CIVIL LIABILITY;
CRIMINAL LIABILITY (EFTA SECTION 910; 915; 916)

Section 910 of the EFTA provides that institutions subject to the EFTA are liable for all
damages proximately caused by failure to make an EFT instructed by a customer:

e In accordance with the terms and conditions of an account;
e In a timely manner; or
e In the correct amount.
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Section 910 contains some exceptions to the general rule that an institution is liable for
failing to properly make an EFT. Section 910 also provides that institutions are liable in certain
circumstances for failure to make an electronic fund transfer due to insufficient funds and failure
to stop payment of preauthorized debits.

A financial institution also may be liable for civil damages if it fails to comply with the
EFTA. The civil liability provisions are found in Section 915 of the act. The damages an
institution would have to pay in a successful individual action are:

e Actual damages; and
e Statutory damages between $100 and $1,000, as determined by the court.

In a successful class action suit, the institution would have to pay:
e Actual damages; and

e Statutory damages up to the lesser of $500,000 or 1% of the institution's net worth.

In both individual and class actions, court costs and reasonable attorney's fees would be
recovered by the customer if successful.

The institution generally will not be liable for violations caused by unintentional bona fide
errors that occurred despite the maintenance of procedures reasonably adopted to avoid such
errors.

Also, the institution will not be liable if it acted in accordance with an official
interpretation issued by the Federal Reserve Board or its authorized staff. An institution cannot
be held liable for improper disclosure if it utilized in an appropriate manner a model clause
approved by the Fed. Further, an institution can avoid liability by:

¢ Notifying the customer of a violation; and

e Taking corrective action, including adjustment to the customer's account and payment
of appropriate damages prior to a court case.

Section 916 of the EFTA contains provisions for criminal liability. For knowing and willful
failures to comply with the EFTA, the penalty is:

e A $5,000 fine;
e Imprisonment of not more than one year; or
e Both.

For the fraudulent use of a debit card, the penalty may be up to:
e A $10,000 fine;

e Imprisonment of not more than ten years; or

e Both.
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DEFINITIONS AND ACRONYMS

DEFINITIONS

Access means a card, code, or other method that a customer can use to initiate electronic fund
transfers into or out of his account.

Customer refers to a natural person.

Electronic fund transfer means a transfer of funds into or out of an account that is initiated
using an electronic terminal, telephone, computer, or magnetic tape. The term includes, but is not
limited to:

e Point-of-sale transfers;

e Automated teller machines;

e Direct deposits or withdrawals of funds;
e Transfers initiated by telephone; and

e Transfers resulting from debit card transactions, whether or not the transactions were
made through an electronic terminal.

The term electronic fund transfer does not include:
e Checks, drafts, or similar instruments;
e Check guarantee or authorization;

e Any transfers of funds through Fedwire or other wire transfer systems generally used
for transfers between financial institutions or businesses;

e Transfers of securities and commodities regulated by the Securities and Exchange
Commission or the Commodity Futures Trading Commission;

e Automatic transfers by an account-holding institution; and

e Small institutions with assets of $100,000 or less on Dec. 31 of the preceding year.

Electronic terminal is an electronic device (other than a telephone used by a customer) that a
customer can use to initiate an electronic funds transfer.

Financial institution is a bank, thrift, credit union or other business that holds a customer’s
account or that issues an access device and agrees to provide electronic fund transfer services to
a customer.

Preauthorized electronic fund transfer is an electronic fund transfer authorized in advance and
occurring at substantially regular intervals.

Unauthorized electronic fund transfer is an electronic fund transfer initiated by a person other
than the customer, without the customer’s authority and from which the customer does not
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benefit. This does not include a transfer initiated by:

e A person to whom the customer has given an access device, unless the customer has
notified the institution that the person no longer has authority to initiate transfers;

e The customer or any person acting together with the customer with fraudulent intent; or

e The institution or any of its employees.
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ACRONYMS

ACH Automated clearinghouse

ATM Automated teller machine

EBT Electronic benefit transfer

EFT Electronic fund transfer

FDIC Federal Deposit Insurance Corporation

FED Federal Reserve Board

NCUA National Credit Union Administration

ocCC Office of the Comptroller of the Currency, Department of the Treasury
OTS Office of Thrift Supervision, Department of the Treasury
PIN Personal identification number

POS Point of Sale
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II. COMPLIANCE RISK FOCUS RESOURCES
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SAMPLE POLICY STATEMENT

[Insert Name of Institution]

Electronic Fund Transfer Act Policy

BACKGROUND

The Electronic Fund Transfer Act (EFTA), passed in 1978, establishes the rights,
responsibilities, and liabilities of consumers who use electronic banking services offered by
financial institutions. Regulation E, which implements the EFTA, was intended to protect the
rights of electronic fund transfer users while fostering the growth of electronic banking.

Reg. E defines the term “electronic fund transfer” as any transfer of funds initiated through
an electronic terminal, a telephone, or by computer or magnetic tape that orders a financial
institution to debit or credit a consumer’s account. Examples of electronic fund transfers include:
point-of-sale transfers; automated teller machine withdrawals, deposits, and transfers; direct
deposits or withdrawals; transfers initiated by telephone; and transfers initiated by using a debit
card, whether or not an electronic terminal is used.

The EFTA and Reg. E govern the disclosures and notices that financial institutions must
give to consumers, the issuance of automated teller machine cards and other access devices,
liability for unauthorized transfers, preauthorized transfers into or out of consumer accounts, and
the process for resolving related disputes.

SCOPE

Generally, anyone who provides electronic fund transfer services, and any consumer who
uses those services, is covered by the EFTA. However, Reg. E contains an exception for
preauthorized transfers involving accounts at small banks—those with assets that did not exceed
$100 million at the end of the prior year. Debits or credits to a consumer’s account initiated
using an electronic terminal, telephone, computer, or magnetic tape are covered.

ACCOUNTABILITY

[Insert accountability specific for the institution]

New Accounts Personnel are responsible for providing the appropriate disclosures to a
consumer when the consumer applies for an ATM card or an electronic fund transfer service.
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The EFT (Electronic Fund Transfer) Coordinator is responsible for resolving alleged
errors in compliance with the requirements of Reg. B.

The Deposit Compliance Officer is responsible for ensuring that appropriate disclosures
appear on the institution’s periodic statements as required by Reg. B.

POLICY

The institution will comply with all provisions of the EFTA and Reg. E in a timely manner,
including, but not limited to requirements on:

e Timing and content of disclosures, statements, and notices;
e Preauthorized transfers;

e Unauthorized electronic fund transfers;

e FError resolution; and

e Recordkeeping.

The institution will use the model forms for notices and disclosures contained in Appendix
A to Reg. E.

REGULATORY REQUIREMENTS

Key Definitions

Access device means a card, code or other method that a consumer can use to initiate
electronic fund transfers into or out of his account.

Consumer means a natural person.

Electronic fund transfer means a transfer of funds into or out of an account that is
initiated using an electronic terminal, telephone, computer or magnetic tape. The term includes,
but is not limited to:

e Point-of-sale transfers;

e Automated teller machines transfers;

e Direct deposits or withdrawals of funds;
e Transfers initiated by telephone; and

e Transfers resulting from debit card transactions, whether or not the transactions were
made through an electronic terminal.

The term electronic fund transfer does not include:

e Checks, drafts, or similar instruments;

Electronic Fund Transfer Act 24



CCH INCORPORATED Managing Compliance Risk

e Check guarantee or authorization;

e Any transfers of funds through Fedwire or other wire transfer systems generally used
for transfers between financial institutions or businesses;

e Transfers of securities and commodities regulated by the Securities and Exchange
Commission or the Commodity Futures Trading Commission;

e Automatic transfers by an account-holding institution; and

e Preauthorized transfers involving small institutions with assets of $100,000,000 or less
as of December 31 of the preceding year.

Electronic terminal means an electronic device (other than a telephone used by a
consumer) that a consumer can use to initiate an electronic funds transfer.

Financial institution means a bank, thrift, credit union or other business that holds a
consumer’s account or that issues an access device and agrees to provide electronic fund transfer
services to a consumer.

Preauthorized electronic fund transfer means an electronic fund transfer authorized in
advance and occurring at substantially regular intervals.

Unauthorized electronic fund transfer means an electronic fund transfer initiated by a
person other than the consumer, without the consumer’s authority and from which the consumer
does not benefit. This does not include a transfer initiated by:

e A person to whom the consumer has given an access device, unless the consumer has
notified the institution that the person no longer has authority to initiate transfers;

e The consumer or any person acting together with the consumer with fraudulent intent;

e The institution or any of its employees.

Disclosures

General
The institution will provide disclosures that are:
e Clear and understandable;
e In writing; and

e In a form that the consumers can keep.

If disclosures are made in a language other than English, they will be made available in
English at the consumer’s request.
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Electronic Disclosures

The institution may provide disclosures electronically as an alternative to written
disclosures. Before making electronic disclosures, the institution will obtain the consumer’s
consent. The institution will ensure that the consumer is able to access information using the
institution’s electronic format.

Prior to obtaining a consumer’s consent the institution will disclose to the consumer:
e Any right or option the consumer has to receive a disclosure in paper form;

e That the consumer has the right to withdraw consent for electronic records, and any
conditions, consequences, or fees attached to the withdrawal;

e A description of how the consumer can withdraw consent and how to update
information needed to contact the consumer electronically;

e Whether the consent applies only to a particular transaction or to identified categories;

e How to obtain a paper copy of a record, even if the consumer has consented to
electronic records, and whether there will be a fee for the paper copy; and

e Hardware and software requirements for access to and retention of records.

The institution’s electronic disclosures will meet the requirements for written disclosures,
i.e. be clear and understandable and delivered in a form that the consumer may keep.

Initial Disclosures

At the time a consumer contracts for an electronic fund transfer service or before the first
electronic fund transfer is made, the institution will provide to the consumer the following
disclosures:

e A summary of the consumer’s liability for unauthorized electronic fund transfers;

e The telephone number and address of the person or office to be notified when the
consumer believes that an unauthorized electronic transfer has been or may be made;

e The institution’s business days;

e The type of electronic fund transfers that the consumer may make;

e Any limitations on the frequency and dollar amount of transfers;

e Fees for electronic fund transfers or for the right to make transfers;

e A summary of the consumer’s right to receipts and periodic statements;
e Notices on preauthorized transfers;

e A summary of the consumer’s right to stop payment of a preauthorized electronic fund
transfer and the procedure for placing a stop-payment order;

e A summary of the institution’s liability to the consumer for failure to make or to stop
certain transfers;

e The circumstances under which the institution may provide information on the
consumer’s account to third parties;
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e A notice describing the procedures used for error resolution; and

e A notice that an ATM operator may impose a fee for making an electronic fund transfer
or balance inquiry.

Multiple accounts and multiple accountholders

The institution may combine the disclosures into a single statement for a consumer who
holds more than one account at the institution. For joint accounts held by two or more
consumers, the institution is required to provide only one set of the disclosures to any of the
accountholders.

Periodic Statements

The institution will send a periodic statement to each consumer who has an account to or
from which electronic fund transfers can be made for each monthly cycle in which an electronic
fund transfer has occurred. If no transfer has occurred the institution will send a periodic
statement at least quarterly. The periodic statement will disclose:

e Transaction information, e.g. the amount and date of the transfer, the type of transfer,
and the type of account;

e The account number;
e Fees or charges assessed against the account during the statement period;
e Account balances at the beginning and at the close of the period;

e An address and telephone number for consumer inquiries; and

® A telephone number for inquiries about the statement.

Change in Terms

The institution will mail or deliver a written notice to the consumer at least 21 days before
the effective date of any change in a term or condition if the change will result in:

e Increased fees or charges;

e Increased liability for the consumer;

e Fewer types of available electronic fund transfers; or

e Stricter limitations on the frequency or dollar amount of transfers.

The institution is not required to give prior notice if:

¢ An immediate change in terms or conditions is necessary to maintain or restore the
security of an account or an electronic fund transfer system,;

e The change would be permanent; and

e Disclosure of the change would not jeopardize the security of the account or electronic
fund transfer system.
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In this case, the institution may notify the consumer in writing on or with the next regularly
scheduled periodic statement or within 30 days of making the change permanent.

Annual Error Resolution Notice

The institution will provide to the consumer, at least once each calendar year, a notice
describing its error resolution procedures. The notice will be “substantially similar” to the notice
provided in Appendix A to Reg. E (Model Form A-3), i.e., different wording but same content.
The institution has the option of including an abbreviated notice on or with each periodic
statement; however, if the institution switches from an annual to a periodic notice it will send the
first notice under the new method no later than 12 months after the last notice sent under the old
method.

Receipts at Electronic Terminals

The institution will make a receipt available to the consumer at the time the consumer
initiates an electronic fund transfer at an electronic terminal. The receipt will include:

e The amount of the transfer;
e The amount of any transaction fee that may apply;
e The date the consumer initiates the transfer;

e The type of transfer and the type of the consumer’s account(s) to or from which the
funds are transferred;

e A number or code that identifies the consumer’s account or accounts or the access
device used to initiate the transfer;

e The location of the terminal where the transfer is initiated; and

e The name of any third party to or from whom funds are transferred.

If there is a transaction fee, it will be posted in a prominent and conspicuous location on or
at the machine, displayed on the screen, before the consumer makes the transaction.

Procedures

Preauthorized Transfers

When a consumer’s account is to be credited or debited by a preauthorized electronic fund
transfer at least once every 60 days, the institution will:

e Provide to the consumer oral or written notice of the transfer within two business days
after the transfer occurs;

e Provide oral or written notice, within two business days after the date on which the
transfer was scheduled to occur, that the transfer was not made; and
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e Provide a readily available telephone line that the consumer may call to determine
whether the transfer occurred. The phone number will be provided on the initial
disclosure and on each periodic statement.

Preauthorized electronic fund transfers from a consumer’s account must be authorized in
writing and signed by the consumer. The institution will ensure that the consumer receives a
copy of the authorization from the person who obtained the authorization.

Stop-Payment Orders

A preauthorized debit may be stopped by the consumer by giving the institution three days
prior notice. The notice may be oral or written, and the institution has the option of requiring
written confirmation of the stop-payment order. If the institution requires written confirmation of
a stop-payment order, it will also require that the confirmation be made within 14 days of the
consumer’s oral notice to the institution.

e When a preauthorized electronic fund transfer from the consumer’s account will vary
from the last transfer or from the amount authorized, the institution will send to the
consumer written notice of the amount and date of the transfer at least 10 days before
the scheduled date of the transfer.

Unauthorized Use/Limitations on Amount of Liability

Reg. E places limits on the consumer’s liability for unauthorized electronic fund transfers.
The limit of the consumer’s liability depends on how quickly the consumer notifies the
institution after learning of the unauthorized use.

e If the consumer notifies the institution within two business days after learning of the
unauthorized use, the consumer is liable for the lesser of $50 or the amount of the
unauthorized transfers that occur before notice is given to the institution.

e If the consumer does not notify the institution within two business days after learning
of the unauthorized use, the consumer is liable for the lesser of $500 or the sum of:

= $50 or the amount of unauthorized transfers that occurred within the two business
days; and

= The amount of unauthorized transfers that occur after the close of two business
days and before notice to the institution, if the institution establishes that the
unauthorized transfers would not have occurred had the consumer notified the
institution within the two-day period.

e The consumer must report an unauthorized electronic fund transfer that appears on his
or her periodic statement within 60 days of the financial institution’s transmittal of the
statement. If the consumer fails to report the unauthorized fund transfer within this time
period, the consumer’s liability will not exceed:

e The amount of the unauthorized transfers that occur after the close of the 60 days and
before notice to the institution; and
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= The amount that the institution establishes would not have occurred had the
consumer notified the institution within the 60-day period.

If the consumer’s delay in notifying the institution was due to extenuating circumstances,
the institution must extend the limitation times to a reasonable period. Examples of extenuating
circumstances include the consumer’s extended travel or hospitalization.

Resolving Errors

An “error” is defined as:

e An unauthorized electronic fund transfer;

e An incorrect electronic fund transfer to or from the consumer's

e account;

e The omission of an electronic fund transfer from a periodic statement;

e A computational or bookkeeping error made by the institution relating to an electronic
fund transfer;

e The consumer's receipt of an incorrect amount of money from an electronic terminal; or

e An electronic fund transfer not properly identified.

A consumer's request for documentation or for additional information or clarification
concerning an electronic fund transfer, including a request by the consumer to determine whether
an error exists, is covered under this section. However, the term error does not include:

e A routine inquiry about the consumer's account balance;
e A request for information for tax or other recordkeeping purposes; or
e A request for duplicate copies of documentation.

Investigation and Resolution

The institution will promptly initiate an investigation with the receipt of any oral or written
notice of error from the consumer that:

e Isreceived by the institution no later than 60 days after the institution sends the
periodic statement on which the error supposedly occurred,

e Enables the institution to identify the consumer’s name and account number; and

e Indicates why the consumer believes an error exists and includes information on the
error, e.g., type, date, and amount of error.

The institution may require written confirmation of an error within 10 business days of the
oral confirmation, but it must inform the consumer of the requirement and provide the address

where confirmation must be sent when the consumer gives the oral confirmation.

When it receives a notice of error, the institution will:
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e Investigate and determine whether an error occurred within 10 business days of
receiving the notice;

e Report the results to the consumer within three business days after completing its
investigation; and

e Correct the error within one business day after determining that an error did occur.

If the institution is unable to complete its investigation within 10 business days, the
institution will:

e Complete the investigation and determine if an error occurred within 45 days;

e Provisionally credit the consumer’s account in the amount of the claimed error within
10 business days of receiving the notice of error;

¢ Inform the consumer, within two business days after the provisional crediting, of the
amount and date of the crediting and give the consumer full use of the funds during the
investigation;

e Correct the error, if any, within one business day after determining that the error did
occur; and

e Report the results to the consumer within three business days after completing its
investigation.

If the institution reasonably believes an unauthorized transfer has occurred, it may
withhold $50, the amount of the consumer’s liability, when provisionally crediting the
consumer’s account.

The institution will extend the time periods for investigation and failure to complete the
investigation from 10 days to 20 days if the notice of error involves a “new” account. “New”
means an electronic fund transfer was made to or from the account within 30 days after the first
deposit to the account was made.

The institution will double the time period for an extended investigation from 45 days to 90
days for:

e Foreign electronic fund transfers (initiated outside the state);
e Point-of-sale (POS) debit card transactions; and

e Errors involving a new account;

If the institution determines that there was no error or that an error different from the one
described by the consumer occurred, the institution will:

e Include in the report of its investigation a written explanation of the institution’s
findings;

¢ Note in the explanation the consumer’s right to request the documents that the
institution relied on in its investigation; and

e Promptly provide copies to the consumer at the consumer’s request.
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When the institution debits a provisionally credited amount from the consumer’s account
after finding no error or a different error, the institution will notify the consumer:
e Of the date and amount of the debiting; and

e That the institution will honor checks, drafts, or similar instruments payable to third
parties and preauthorized transfers from the consumer’s account for five business days
after the notification. The institution is required to honor only items that it would have
paid if the provisionally credited funds had not been debited.

Issuance of Access Devices

The institution will issue to a consumer an access device only:
e In response to an oral or written request for the device; or

e Asarenewal of an accepted access device, whether the device was issued by the
institution or its successor.

If the institution distributes an access device to a consumer on an unsolicited basis, the
access device will be:

e Not validated (meaning the institution has not yet performed the procedures that would
enable a consumer to make an electronic fund transfer using the access device);

e Accompanied by a clear explanation that the device is not validated and how the
consumer can dispose of the device if he or she does not want it validated;

e Accompanied by disclosures of the consumer’s rights and liabilities if the access device
is validated; and

e Validated only in response to the consumer’s oral or written request for validation after
the institution verifies the consumer’s identity;

Record Retention

The institution will retain evidence of compliance with Reg. E requirements for two years
from the date disclosures are made or action is taken. If the institution receives notice that it is
under investigation or is the subject of an enforcement proceeding, it will retain records relating
to the investigation or proceeding until the matter is resolved.
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SAMPLE REQUIREMENTS/TIME FRAME GRID
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SAMPLE REQUIREMENTS/TIME FRAME GRID

Written Document
Requirements/Recommendations Time Frame or Record

Coverage

Regulation E applies to any electronic fund Continuing Policy Statement

transfer that authorizes a financial institution to
debit or credit a consumer’s account.

Understand the terminology used, including:

e Electronic fund transfer (EFT) - a transfer of
funds initiated through an electronic
terminal, telephone, magnetic tape or
computer to instruct/authorize a financial
institution to debit or credit an account. The
term includes point-of-sale transfers; ATM
transfers; direct deposits or withdrawals;
telephone transfers; and debit card transfers.

e Account - a demand deposit, savings, or
other consumer asset account established
primarily for personal, family, or household
purposes.

e Preauthorized electronic fund transfer—an
EFT authorized in advance to recur at
substantially regular intervals.

e Access device—a card, code, or other means
of access to a consumer’s account, or any
combination thereof, that may be used by the
consumer to initiate electronic fund
transfers.

Written Procedures

Note that stored value cards are covered by
Regulation E when the transaction accesses a
consumer’s account, such as when value is
loaded onto the card from the consumer’s
deposit account through the use of an electronic
terminal or personal computer.

Exclusions from Coverage Continuing Written Procedures
The term EFT does not include:

e  Checks;

e Check guarantee or authorization services;

o  Wire transfers;

e Transfers primarily to purchase or sell

regulated securities or commodities;

e Automatic transfers by account-holding
institutions;

e Non-recurring transfers initiated by a
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Requirements/Recommendations

Time Frame

Written Document
or Record

telephone direction from the consumer to an
employee of the institution; or

e Preauthorized transfers involving institutions
with total assets of $100 million or less.

Policy/Procedures

Adopt a policy for implementing EFTA and
Regulation E. Ensure that comprehensive
procedures are in place covering the institution’s
responsibilities in connection with all electronic
fund transfers.

Continuing

Policy Statement

Written Procedures

Issuance of Access Devices

Issue an access device only upon an oral or
written request or application, or as a substitute
for or renewal of an existing accepted access
device.

An unsolicited access devices may be distributed

if it is:

e Not validated;

e Accompanied by a clear explanation that
the device is not validated and how the
consumer may dispose of it if validation
1s not desired;

e Accompanied by appropriate initial
disclosures of the consumer’s rights and
liabilities if validated; and

Validated only upon the consumer’s oral or

written request after verifying the consumer’s
identity.

Continuing

Request or application (oral
or written)

Explanation concerning vali-

dation of access device

Initial Disclosures

Liability for Unauthorized Transfers

Adhere to limitations on consumer liability for
unauthorized EFTs.

e Generally, consumers providing notice
within two business days after learning of
the loss or theft of an access device are liable
for the lesser of $50 or the amount of
unauthorized transfers occurring before the
notice. If the consumer fails to provide
notice within the two business days, liability
cannot exceed $500.

e Unauthorized EFTs appearing on periodic
statements must be reported within 60 days
of transmittal of the statement to avoid
liability for subsequent transfers. Liability
for failing to provide such notice is

Continuing

Consumer must
provide notice
within two
business days of
learning of the
loss or theft of
access device

Consumers must
report unauthor-
ized EFTs appear-
ing on a periodic
statement within
60 days of its
transmittal.

Consumer notification (may
be in person, by telephone or
in writing)
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Requirements/Recommendations

Time Frame

Written Document
or Record

unlimited after the 60 day period. The
institution must establish that the
unauthorized transfer would not have
occurred had the consumer notified the
institution within the 60 day period.

(Extension of time
may be granted if
delay is due to
extenuating
circumstances.)

Form of Disclosures

Disclosures required under Regulation E must be
clear and readily understandable in writing and
in a form that the consumer may keep.

Regulation E permits institutions to deliver
disclosures electronically as long as the
consumer agrees to such delivery. The electronic
delivery must be accomplished in a manner
allowing visual text to be displayed on
equipment such as a modem-equipped computer.
Timing, format, and other requirements of the
EFTA and Regulation E continue to apply.

Continuing

All disclosure forms

Content of Initial Disclosures

The following items must be included in the

initial disclosures:

e Statement of consumer’s liability;

e Telephone number and address of person to
notify about unauthorized EFTs;

¢ Business days;

e Types of EFTs, including limitations on
frequency and dollar amount of transfers;

e Fees;

e Documentation — summary of consumer’s
right to receipts, periodic statements, and
notices regarding preauthorized transfers;

e Stop payment procedures;

e Liability of institution for failure to make or
stop certain transfers;

e Confidentiality—when information on an
account may be provided to third parties;
and

e Error resolution notice

Initial disclosures
must be made at
the time a con-
sumer contracts
for an EFT service
or before the first
EFT is made
involving the con-
sumer’s account

Initial Disclosure Form (See
Appendix A to Regulation E)

Change in Terms

Provide a written notice to consumer if a change
in EFT terms or conditions would result in (1)
increased fees or charges, (2) increased liability
for the consumer, (3) fewer types of EFTs, or (4)
stricter limitations on the frequency or dollar
amount of transfers.

Mail or deliver at
least 21 days
before the
effective date of
the change.

Written notification
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Requirements/Recommendations

Time Frame

Written Document
or Record

Note: Prior notice need not be given if an
immediate change is necessary for security
reasons. If the change becomes permanent and
disclosure would not jeopardize security, provide
notice on or with the next periodic statement or
as a separate form.

Provide notice in
next periodic
statement, or
separately within
30 days after the
change becomes
permanent (unless
disclosure
jeopardizes
security)

Error Resolution Notice

Inform account holder of error resolution
procedures

Annually or with
each periodic
statement

Notice conforming to
205.7(a)(10) or 205.8(b) (See
Appendix A to Regulation E)

Receipts at Electronic Terminals

Provide receipts for EFTs conducted at an
electronic terminal that include:

Amount of transfer;

Date;

Type of transfer and account accessed;
Number or code identifying the account;
Terminal location, and

Identity of any third party. Note: The amount of
the transfer may include a transaction fee if
disclosed on the receipt and displayed on or at
the terminal.

At the time an
EFT is initiated at
an electronic
terminal.

Receipt

Periodic Statements

Document EFTs in periodic statement that
includes:

e Transaction information (amount, date, and
type of transfer; terminal location, if
applicable; and name of any third party to or
from whom funds were transferred);

Provide for each
monthly cycle in
which an EFT has
occurred.

Provide at least

Periodic statement

e Account number; quarterly if no
e Fees; EFT has occurred
e Account balances; or if access is
e Address and telephone number for inquiries; | limited to receipt
and of preauthorized
e Telephone number for preauthorized transfers
transfers
Preauthorized Transfers to Account
For preauthorized EFTs to a consumer’s account | Notify within two | Written or oral notice

occurring at least once every 60 days, notify
consumer or nrovide telenhone number for

business days of
transfer or
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Requirements/Recommendations

Time Frame

Written Document
or Record

consumer or provide telephone number for
consumer verification of transfer, unless positive
notice by payor has been provided.

scheduled date.

Credit amount of
transfer as of date
funds received.

Preauthorized Transfers from Account

Preauthorized transfers from a consumer account
can only occur with prior written authorization
of consumer.

Continuing

Written authorization

Allow consumers to stop payment of a
preauthorized transfer from their account
upon oral or written notification to
institution (written confirmation may be
required when stop payment is orally initiated).

Notification must
be at least three
business days
before transfer
date. Institution
may require
written confirma-
tion of stop
payment order
within 14 days of
oral notification.

Written or oral notice
(written confirmation within
14 days after oral notice, if
consumer is advised at time)

Error Resolution Procedures

e Provide an error resolution procedure that
permits oral or written notice by consumer
within 60 days of periodic statement. Note
the types of transfers or inquiries covered
and those not covered. (Section 205.11(a))

e Investigate claimed error and report
conclusion within 10 business days or
provide provisional credit to account and
investigate within 45 days. (Note: Section
205.11(c)(3) provides that these time periods
may be extended to 20 business days and 90
days respectively in limited circumstances)

e Correct errors and inform consumer of
correction or follow prescribed procedures if
a determination is made that no error
occurred or a different error occurred
following the investigation. See Section
205.11(c) and (d)

Continuing

Institution may
require written
confirmation of
error within 10
days of oral
notice.

10- or 45-day
investigation
period (extended
time periods
allowed in limited
circumstances)

Provisionally redit
account within 10
business days and
inform consumer

Periodic Statement

Institution may require
written confirmation of oral
notice of error.

The institution will review its
own records in order to
determine if error exists.

Notice of findings provided
to customer.
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Requirements/Recommendations

Time Frame

Written Document
or Record

within two
business days of
amount and date
of provisional
credit.

Correct errors
within one
business day after
discovery

Report results to
consumer within
three business

Written explanation of find-
ings where no error found

Notify consumer when debit-
ing a provisionally credited
amount if a determination is
made that no error occurred.

days of

completing the

investigation
Training/Updating
Provide training to all affected employees and Continuing Training materials
up-to-date policies, procedures, and operational Updated policies, procedures
manuals as necessary to reflect regulatory and operational manuals
changes.
Monitoring/Audit
Monitor compliance with the EFTA and Continuing Internal Review Procedures/

Regulation E, including adherence to consumer
liability limitations, disclosure requirements,
preauthorized transfer rules, and error resolution
procedures.

An internal or external audit should be
conducted at least annually to assess overall
compliance with the Act and Regulation E.

Reports

Audit Procedures/Reports

Record Retention

Maintain evidence of compliance for not less
than two years from the date disclosures are
required to be made or action taken.

Retain records for
not less than two
years (or until
final disposition
of any
investigation,
action or
proceeding)

All affected documentation

Record Retention Guidelines
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FREQUENTLY CITED VIOLATIONS
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FREQUENTLY CITED VIOLATIONS

Regulatory Compliance Risk Management Violations Profile

Violation

Regulatory Citation

The bank fails to follow error resolution
procedures when the consumer’s account has
been provisionally credited

Section 205.11(c)(2)] of Reg. E requires the
institution to provisionally credit consumer’s
account within 10 days of receiving an error
notice, unless the institution requires but does not
receive written confirmation of an oral notice of
error within 10 days or the error involves an
account subject to Regulation T (Securities credit
by Brokers and Dealers).

The bank does not mail to the consumer a written
explanation of the investigation’s findings
including additional rights

Reg. E, Section 205.11(d)(1) requires a bank to
mail the consumer a written explanation of the
investigation’s findings including a notice of the
consumer’s right to request documentation within
the specified time period. On request, the bank
promptly must provide copies of the documents.

The bank does not provide the results of an
investigation to the consumer within the proper
timeframe.

Under Reg. E, an institution must determine
whether an error occurred within 10 days of
receiving a notice of error and must report the
results to the consumer within three days after the
determination [205.11(c)(1)] unless the bank is
unable to complete the investigation in that time. If
not, it can take up to 45 days to complete the
investigation but must provisionally credit the
consumer’s account [205.11(¢c)(2)].

The bank does not correct the error.

Section 205.11(c) requires a bank to correct the
error within one business day after determining
that an error did occur.

The bank does not provide an adequate initial
disclosure to the consumer.

Section 205.7(a) requires that an institution must
provide an adequate initial disclosure at the time a
consumer contracts for an EFT service or before
the first transfer is made.

The bank fails to provide to the consumer an error
resolution at least once a year.

Section 205.8(b) requires that an appropriate error
resolution notice be sent to the consumer at least
once each calendar year. The error resolution
notice should be substantially similar to Model
Form A-3 in Appendix A of Reg. E.
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Violation

Regulatory Citation

The bank does not mail a quarterly EFT
statement.

Failure to mail a statement to customers at least
quarterly or monthly if an EFT activity occurred
violates Section 205.9(b) of Reg. E.

Records are not retained by the bank.

Section 205.13(b) requires the bank to retain
evidence of compliance with the requirements
imposed the EFTA and Reg. E for a period of not
less than two years from the date disclosures are
made or action is taken.

The bank fails to take required actions within the
proper timeframes for investigations of transfers
initiated out-of-state.

Section 205.11(c) sets time periods appropriate for
investigating transfers that are not initiated within
the state, result from a point-of-sale debit card
transaction, or occur within 20 days after the first
deposit to the account was made (new account).

The bank does not send an advisory to customer
after error correction

A bank is required to report the results of an
investigation and notify the consumer that the error
was corrected. [205.11(¢)]

Percentage of Institutions’ Examined That Were in Full Compliance

1996

1997

1998

1999

2000

2001

Regulation E

94

94

96

95

94

95
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DUTY TO INVESTIGATE ERRORS
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DUTY TO INVESTIGATE ERRORS

Regulation E requires financial institutions to investigate promptly errors that occur as a
result of electronic fund transfers, including unauthorized transactions. The burden of proof is on
the financial institution to show that the transaction was authorized. Conducting good faith,
reasonable investigations can help institutions satisfy this burden of proof.

To assist financial institutions in complying with Reg. E error resolution procedures, the
Office of the Comptroller of Currency (OCC) has compiled a list of actions institutions may take
to help determine whether a transaction was authorized. A reasonable investigation under Reg. E
might include the review of one or more of the following items:

Documentation or written, signed statements provided by the customer;

e Historical information on the customer's pattern of use (e.g., time, frequency, location,
and types and amounts of transactions);

e Location of the transaction in relation to the customer's residence, place of business, or
normal shopping locations;

e (Customer's location at the time of the unauthorized transaction;

e Problems reported by other customers concerning the access device (e.g. card or code)
or ATM;

e Signature information on point of sale transactions;
e Police reports, if available; and

e Film from security cameras, if available.

An institution’s duty to investigate errors is triggered by any oral or written notice from a
consumer that satisfies Reg. E requirements. Reg. E requires the consumer to:

e Report an error no later than 60 days after the institution sends the periodic statement or
provides the passbook documentation on which the alleged error is first reflected;

e Give the institution sufficient information to identify the consumer's name and account
number; and

e Indicate why he or she believes an error occurred and, to the extent possible, the type,
date, and amount of the error.

The institution:
e May request a written, signed statement relating to a notice of error; but

e May neot delay initiating or completing an investigation pending receipt of the
statement.

e May request a customer's reasonable cooperation in any such investigation; but

e May not deny a claim of error based solely on the cardholder's failure to comply with
the request.
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The institution generally is required to determine whether an error occurred within 10
business days and report to the consumer within three business days of completing the
investigation. If the institution cannot complete the investigation within 10 business days, it may
take up to 45 days to complete its investigation if it provisionally credits the account within 10
business days. The institution has one business day after determining that an error occurred to
correct the error. If the institution finds that no error occurred, it must give the consumer a
written explanation of its findings.

The institution should extend the time periods for investigation and failure to complete the
investigation from 10 days to 20 days if the notice of error involves a new account. “New”
means an electronic fund transfer was made to or from the account within 30 days after the first
deposit to the account was made. In addition, the institution should double the time period for an
extended investigation from 45 days to 90 days for:

e Foreign electronic fund transfers (initiated outside the state);
e Point-of-sale (POS) debit card transactions; and/or

e Errors involving a new account.
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LIABILITY FOR UNAUTHORIZED TRANSFERS
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LIABILITY FOR UNAUTHORIZED TRANSFERS

Regulation E places limits on the consumer’s liability for unauthorized electronic fund
transfers. The limit of the consumer’s liability depends on how quickly the consumer notifies the
institution after learning of the unauthorized use.

Timely Notice Given

If the consumer notifies the institution within two business days after learning of the
unauthorized use, the consumer is liable for the lesser of $50 or the amount of the unauthorized
transfers that occur before notice to the institution is given.

Timely Notice Not Given

If the consumer does not notify the institution within two business days after learning of
the unauthorized use, the consumer is liable for the lesser of $500 or the sum of:

e $50 or the amount of unauthorized transfers that occurred within the two business days;
and

e The amount of unauthorized transfers that occur after the close of two business days
and before notice to the institution, if the institution establishes that the unauthorized
transfers would not have occurred had the consumer notified the institution within the
two-day period.

Periodic Statements: Timely Notice Not Given

A consumer must report an unauthorized electronic fund transfer that appears on his or her
periodic statement within 60 days of the financial institution’s transmittal of the statement. If the
consumer fails to report the unauthorized fund transfer within this time period, the consumer’s
liability will not exceed:

e The amount of the unauthorized transfers that occur after the close of the 60 days and
before notice to the institution; and

e That the institution establishes would not have occurred had the consumer notified the
institution within the 60-day period.
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Extension of Time Limits

If the consumer’s delay in notifying the institution was due to extenuating circumstances,
the institution must extend the limitation times to a reasonable period. Examples of extenuating
circumstances include the consumer’s extended travel or hospitalization.

State Law or Agreement

If state law or an agreement between the consumer and the institution imposes less liability
than the provisions in Reg. E, then the consumer’s liability cannot exceed the amount imposed
under the state law or agreement. However, the consumer’s liability may not be extended by
state law or by agreement.

Content of Notice to Institution

Notice is given to the institution when a consumer takes reasonable steps to provide the
institution with the relevant information, whether or not a particular employee or agent of the
institution actually receives the information. Even when the consumer is unable to provide the
account number or the card number when reporting a lost or stolen access device or an
unauthorized fund transfer, the notice limits the consumer’s liability if the consumer sufficiently
identifies the account. For example, the consumer may identify the account by the name on the
account and the type of account.

Delivery of Notice

e The consumer may notify the institution in person, by telephone, or in writing.

e Written notice is considered given at the time the consumer mails the notice or delivers
it to the institution by any other usual methods. Notice also may be considered given
when the institution becomes aware of circumstances leading to its reasonable belief
that an unauthorized transfer to or from the consumer’s account has been made.

e Notice given by a person acting on the consumer’s behalf is valid. The institution may
require documentation from the person representing the consumer to establish that the
person is acting for the consumer.
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III. SNAPSHOT OVERVIEW OF
COMPLIANCE RISK
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ASSESSING THE RISK

The Snapshot Overview of Compliance Risk provides a high-level oversight review of the
risks associated with electronic funds transfers. Because every institution is different, the
questionnaire is broad and general in nature. Rather than focusing on specific details, the intent
is to solicit a perspective of the overall risk management techniques in place.

Through a discussion with one or more management team members and inquiry of staff
members with direct responsibilities for handling electronic funds transfer procedures and
controls, it is possible to answer the questionnaire in a relatively short period of time. Once the
questionnaire has been completed, it is important to take time and assign ratings to the various
risk focuses as well as assign an overall rating. These ratings should coincide with the comments
noted in reports to senior management and the board of directors. An example report of findings
is provided for your consideration.

What Comes Next

After completing the Snapshot Overview of Compliance Risk, there may be areas in which
staff could not provide confident answers on the level of compliance control. Or, there may be
certain focuses that appear problematic. In those situations, it is important to take additional time
to perform the checklist found in the /n-depth Review/Self-Assessment Checklist section.

Through the completion of this checklist, you will obtain detailed analysis of the selected
area(s).
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FOCUS: Electronic Funds Transfer Act (EFTA)

Industry Frequency of Violations/ Exceptions:

Risk Insights: Risk Tolerance Increasing

M
Risk Identification M Level of Potential Penalties: Significant
M

including potential civil money penalties,
referral to law enforcement agencies, and
regulatory enforcement actions.

Risk Supervision
Risk Monitoring M
Overall Risk Rating MODERATE RISK

Background: The primary purpose of the Electronic Fund Transfer Act (EFTA) [15 USC 1693] is to
provide individual customer rights to persons who use electronic fund transfer systems. The EFTA was
enacted in 1978, when Congress determined that existing customer protection laws and regulations did
not adequately set out the rights and responsibilities of both customers and financial institutions that
engage in electronic fund transfers.

Generally, anyone who provides electronic fund transfer services, and any customer who uses those
services, is covered by the EFTA. However, Regulation E [12 CFR 205], which implements the act,
contains an exception for preauthorized transfers involving accounts at small banks—those with assets
that did not exceed $100 million at the end of the prior year. Debits or credits to a customer’s account
that are initiated using an electronic terminal, telephone, computer, or magnetic tape are covered.

Together, the EFTA and Reg. E govern the disclosures and notices that must be given to customers, the
issuance of automated teller machine (ATM) cards and other access devices, liability for unauthorized
transfers, preauthorized transfers into or out of customer accounts, and the process for resolving related
disputes.

Reg. E includes provisions for fee disclosures that must be given to a customer who uses an ATM that
is not operated by the customer’s bank. It includes rules on electronic communications between a bank
and its customers and on the circumstances under which an access device, such as an ATM card, may
be issued.

Model forms for notices and disclosures are contained in Appendix A to the regulation. A fund transfer
service provider that relies on the appropriate model forms in good faith will not be liable for a
violation of the EFTA or Reg. E.

Questions (Risk Focus Area) Yes | No | N/A | Comments

A. Formal Policy (Risk Supervision)

1. Does the institution have a formal EFTA compliance
policy and program that is:

a. Written?

b. Approved by the board of directors?

c. Noted in the board minutes?

d. Updated/revised to reflect changes as they occur?
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Questions (Risk Focus Area)

Yes | No | N/A | Comments

Does the EFTA banking policy and program
specifically include:

a. Formal procedures and controls to ensure
compliance?

b. Designation of a compliance officer?

c. Required ongoing training for appropriate
personnel?

d. Independent testing of the electronic banking
program?

e. Procedural guidelines for meeting the reporting

and recordkeeping requirements of Regulation E?

f. Procedural guidelines for the detection,
prevention, and reporting of suspicious
transactions related to electronic banking
activities?

Does the institution’s policy address different types
of electronic banking activities including:

a. Define different forms of electronic banking, e.g.,

funds transfer, smart cards, debit cards, PC
banking?

b. Identify potentially high risk activities with
electronic banking?

Does the institution’s electronic banking policy apply

to all areas of operations (e.g., foreign exchange
activities, wire transfers, safe deposit, trust, loans,
backroom operations, discount brokerage, private
banking, etc.)?

Has the institution’s electronic banking policy and
program that addresses EFTA been adequately
distributed, communicated, and reviewed with
responsible personnel?

a. Have the guidelines been communicated to all
staff with electronic banking customer contact
responsibilities?

b. Do the guidelines include determining the
customer’s EFT transactions at or through the
institution?

c. Have procedures been developed to identify
unusual EFT transactions or activity that are
disproportionate to the customer’s known
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Questions (Risk Focus Area) Yes | No [ N/A | Comments

business?

d. Do the guidelines all address identifying and
reporting suspicious activity.

B. Controls and Procedures (Risk Identification)

Issuance of Access Devices

1. Does the institution issue validated access devices
only:

a. Inresponse to requests or applications; or

b. As arenewal or substitution for an accepted
access device?

2. Does the institution issue unsolicited access devices
only when the devices are:

a. Not validated;

b. Accompanied by an explanation that the device is
not validated, and how to dispose of the device if
the customer does not want it;

¢. Accompanied by the required disclosures, and

d. Validated only on customer request and after
proper identification is made?

3. Does the institution verify the customer’s identity by
a reasonable means (such as by photograph, personal
visit, or signature)?

Liability of Customer for Unauthorized Transfers

1. Does the institution impose liability on the customer
for unauthorized transfer only:

a. Ifan accepted access device is used;

b. Ifthe institution has provided a means to identify
the customer to whom it was issued; and

c. Ifthe institution has provided the disclosures
required?

2. Does the institution NOT use negligence of the
customer as a basis for greater liability than is
permissible under Regulation E?

3. Is the customer’s liability for unauthorized use of a
lost or stolen access device limited to the lesser of
$50 or actual loss if the customer notifies the
institution within two business days of discovery of
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Questions (Risk Focus Area) Yes | No [ N/A | Comments

loss or theft of the access device?

4. If the customer fails to notify the institution of loss or
theft of an access device within two business days of
discovery of loss or theft, is customer liability limited
to $500, as follows:

a. The lesser of $50 or actual loss within the first
two business days; and,

b. Unauthorized transfer amounts that occur after
the two business days and before notification
(provided the institution proves these
unauthorized transfers could have been prevented
had notification within the two business days
occurred)?

5. If a customer fails to notify the institution of an
unauthorized transfer within 60 days of transmittal of
the periodic statement upon which that transfer
appears, is customer liability limited to:

a. The lesser of $50 or actual loss that appears on
the statement or occurs during 60-day period; and

b. The amount of unauthorized transfers that occur
after the close of 60 days and before notice to the
institution (provided the institution proves the
unauthorized transfers could have been prevented
had notification been provided within the 60
days)?

Initial Disclosures

1. Does the institution make the following disclosures?

a. Summary of the customer’s liability under
Regulation E (or lesser liability under state law or
agreement)?

b. The telephone number and address of the person
or office to be notified when the customer
believes that an unauthorized EFT has been or
may be made?

c. The institution’s business days?

d. The type of EFT that the customer may make and
any limitations on the frequency and dollar
amount of transfer? (If details on the limitations
on frequency and dollar amount of transfers are
essential to maintain the security of the system,
they need not be disclosed.)
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Questions (Risk Focus Area)

Yes

No

N/A

Comments

e. Any charges for EFTs or for the right to make
transfers?

f. A summary of the customer’s right to receive
documentation of EFTs?

g. A summary of the customer’s right to stop
payment of a preauthorized EFT and the
procedure for initiating a stop-payment order?

h. A summary of the institution’s liability to the
customer for its failure to make or to stop certain
transfers under the Act?

i.  Circumstances under which the institution in the
ordinary course of business will disclose
information to their parties concerning the
customer account?

j- An error resolution notice meeting the
requirements?

Change in Terms; Error Resolution Notice

1.

Has the institution made any changes in a term or
condition since the last examination that required a
written notice to a customer? The change would need
to result in: increased fees, increased liability for the
customer, fewer types of EFTs available, and stricter
limitations on the frequency or dollar amounts of
transfers.

If so, was the notice provided at least 21 days before
the effective date of such change?

Does the institution provide either the long form error
resolution notice at least once every calendar year or
the short form error resolution notice on each
periodic statement?

Receipts at Electronic Terminals; Periodic Statements

1. Does the institution make a receipt available to the
customer, in a retainable form, at the time an EFT is
initiated?

2. Does the receipt contain the following items as

applicable:

a. The amount of the transfer (amount may be
combined with any transfer charge if certain
conditions are met)?

b. The calendar date the transfer was initiated?
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Questions (Risk Focus Area) Yes | No [ N/A | Comments

c. The type of transfer and account to or from which
funds are transferred? (Transactions are exempt
from the type-of-account requirement if the
access device used can only access one account).

d. A number or code that identifies one of the
following:

=  The customer’s account, or

= 1i. the access device used?

NOTE: the number or code need not exceed four digits
or letters to comply.

e. Identification or location of the terminal?

f. The name of any third party to or from whom
funds are transferred unless the name is provided
in a non-machine readable form?

3. Does the institution mail or deliver a periodic
statement for each monthly or shorter cycle in which
an EFT has occurred?

4. Ifno EFTs have occurred, does the institution mail or
deliver a periodic statement at least quarterly for
nonpassbook accounts?

5. Does the periodic statement or accompanying
documents contain the following items:

a. The amount of the transfer (amount may include
transfer charge if it was added in accordance with
the terminal receipt requirements);

b. The date the transfer was posted to the account;

c. The type of transfer and account;

d. The location of the terminal,;

e. The name of any third party to or from whom
funds were transferred;

f.  The account number(s);

g. The total amount of any fees or charges assessed
during the statement period for EFTs, the right to
make EFTs or for account maintenance
(excluding any finance charges under Regulation
Z, overdraft, or stop payment charges and any
transfer charges combined with transfer
amounts);
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Questions (Risk Focus Area) Yes | No [ N/A | Comments

h. The beginning and ending balances;

i. The address and telephone number to be used for
inquiries or notice of errors; and

j. If applicable, the telephone number to use in
finding out whether a preauthorized credit has
been made as scheduled?

6. For passbook accounts that only receive
preauthorized credits, does the institution, on
presentation by the customer, enter in a passbook or
on a separate document the amount and date of each
EFT made since the passbook was last presented?

Preauthorized Transfers

1. If a customer’s account is to be credited by a
preauthorized EFT from the same payor at least once
every 60 days;

a. Does the institution provide oral or written
notice, within two business days, after the
transfer occurs or was scheduled to occur, that the
transfer did or did not occur; or

b. If the telephone alternative is selected, does the
institution disclose the telephone number in
initial disclosures and on each periodic statement;
and

c. Is the number “readily available” during the
institution’s business hours?

2. Does the institution credit the customer’s account for
preauthorized EFTs as of the day the funds are
received?

3. Does the institution obtain authorization from the
customer for preauthorized EFTs?

4. Does the financial institution comply with stop
payment orders?

5. If a preauthorized EFT from a customer’s account
varies in amount from the previous transfer under the
same authorization or preauthorized amount, does the
institution provide proper notice at least 10 days
before the scheduled date of transfer? (Note: If the
designated payee makes the notification, the
institution is absolved from this requirement.)

6. Does the institution refrain from conditioning an
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Questions (Risk Focus Area) Yes | No [ N/A | Comments
extension of credit to a customer on repayment by
preauthorized EFTs?

7. Does the institution refrain from requiring a customer
to establish an account with a particular institution for
receipt of EFTs as a condition of employment or
receipt of a government benefit?

Procedures for Resolving Errors

1. If the institution requires a written confirmation of an
error within 10 business days of an oral notice, is this
requirement disclosed to the customer with the
address of where it must be sent?

2. Does the institution promptly investigate alleged
errors and resolve them within 10 business days of
receiving a notice of error?

3. Does the institution extend the time periods for
investigation and failure to complete the investigation
from 10 days to 20 days if the notice of error involves
a new account?

Note: “New” means an electric fund transfer was
made to or from the account within 30 days after the
first deposit to the account was made.

4. Does the institution double the time period for an
extended investigation from 45 days to 90 days for:

a. Foreign electronic fund transfers (initiated
outside the state)?

b. Point-of-sale (POS) debit card transactions?

c. Errors involving new accounts?

5. Does the institution inform the customer of the results
of the investigation within three business days after
completing its investigation?

6. After the institution determines an error occurred, is
the error corrected within one business day?

7. If the institution needs more time and informs the
customer that it may take up to 45 days, does the
institution:

a. Provisionally credit the amount of the alleged
error (including interest, where applicable) to the
customer’s account within 10 business days of
the initial report (except where written
confirmation is required but not received within
10 business days)?
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Questions (Risk Focus Area) Yes | No [ N/A | Comments

b. Notify the customer within two business days of
the amount and date of the provisional crediting
and of the fact that the customer will have full
use of funds pending the outcome of the
investigation?

c. Give the customer full use of the funds during the
investigation period?

8. If the institution provisionally credited the customer’s
account and determines that an error has occurred,
have procedures been established to:

a. Correct the error (including crediting interest or
refunding fees) within one business day?

b. Notify the customer within three business days of
the correction and that a provisional credit has
been made final?

9. If the institution determines that no error has
occurred, have procedures been established to:

a. Within three business days of concluding the
investigation, provide a written explanation of its
findings and include the notice of the customer’s
right to request the documents upon which the
institution relied in making its determination?

b. Provide copies of documents?

c.  When debiting a provisionally credited amount,
notify the customer of the date and amount of the
debit and of the fact that the institution honors
checks and drafts to third parties and
preauthorized transfers for five business days
after notification (specifying the calendar date
debiting will occur) to the extent that they would
have been paid if the provisionally credited funds
had not been debited?

Administrative Enforcement

1. Has the institution preserved evidence of compliance
with the requirements of the EFTA for a two-year
period or longer?

Electronic Fund Transfer of Government Benefits

1. Ifa government agency does not provide a periodic
statement for electronic government benefits, does
the agency:

a. Make the customer’s account balance available
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Questions (Risk Focus Area) Yes | No [ N/A | Comments
through a readily available telephone line and at a
terminal;

b. Promptly provide a written history of the
customer’s account transactions in response to a
request that covers at least 60 days preceding the
date of request by customer; and

¢. Provide modified initial disclosures and an
annual error resolution notice?

Internal Control Procedures

1. Does the institution have adequate procedures to
insure that notification of loss, theft, or unauthorized
use promptly results in halting unauthorized transfers
from a customer’s account, and recrediting amounts
when appropriate?

2. Do the institution’s procedures indicate a willingness
to resolve customer complaints regarding EFT
matters?

3. Does a review of statements indicate that transaction
identifications are in compliance with Regulation E?

4. Do automated teller and point-of-sale transfer receipts
provide a clear description of the transaction that is in
compliance with Regulation E?

5. Is the institution’s advertising of EFT services free of
ambiguous and deceptive statements?

6. Is the customer’s responsibility with regard to
personal access codes explained?

7. Does a review of merchant agreements and internal
controls indicate that customers are treated
consistently with what has been disclosed to them
(transaction limitations, costs, documentation,
identification, etc.)?

8. Does the institution maintain any log or tracking
sheet for error resolution?

9. Are personnel able to distinguish between the
applicability of Regulations E and Z as part of the
issuance of debit and credit cards, error resolution
procedures and customer liability?

C. Internal Monitoring and Audit Review (Risk Monitoring)

1. Has the institution implemented an internal
independent management review, internal audit, or
self-assessment program to review compliance with
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Questions (Risk Focus Area) Yes | No [ N/A | Comments
EFTA requirements?
2. Does the independent management review, internal

audit, and/or self-assessment program specifically
review:

a. The institution’s EFTA policy and program?

b. The institution’s internal controls to prevent
EFTA technical errors?

c. Compliance with EFTA law and regulations?

Do the review or audit procedures specifically test the
following:

a. The integrity and accuracy of the systems for
reporting funds transfer error resolutions?

b. Application forms?

¢. Recordkeeping integrity and accuracy?

d. Adherence to in-house record retention schedule?

e. Reasonableness of the policy exceptions granted?

f.  Procedures utilized by the institution to accept,
retain, and, if appropriate, request additional
monitoring information as required per EFTA?

g. Ongoing training program for appropriate staff?

D. Board and Management Oversight (Risk Tolerance)

1.

Does the board of directors receive a copy of the
findings from the external audit review/independent
testing?

Does the compliance officer provide quarterly reports
detailing current activities application exceptions,
monitoring exceptions (if appropriate), internal
monitoring reports?

Has the board established a formal tracking report to
follow-up on any cited EFTA exceptions/concerns?

Has the board established its tolerance level regarding
acceptable number of EFTA exceptions and
budgetary commitment to ensure compliance?

In completing the questionnaire, a final assigned rating may be assigned. Based upon the answers

received, information reviewed, and comments noted, it is possible to provide a snapshot regulatory risk
rating. For example, each ‘no’ answer may represent a concern or deficiency; accordingly, the more “no”
answers noted, the greater the risk level.
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Assigned Rating:
Institution Frequency of Cited Violations/
Risk Insights: Risk Tolerance Exceptions:
Risk Identification
Risk Supervision
Risk Monitoring

Level of Potential Penalties:

Overall Risk Rating Low
Moderate
High
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Reporting the Findings

ASSIGNED RATING:
Institution Frequency of Cited Violations/
Risk Insights: Risk Tolerance Exceptions:
Risk Identification
Risk Supervision
Risk Monitoring
Level of Potential Penalties:
Overall Risk Rating Low Moderate High

Specific Insights:

1)
2)
3)
4)
S)
6)

7)

Are EFTA and procedures adequate to address regulatory risk(s)?
Are internal controls adequate?
Are information and communication systems adequate and accurate?

Are personnel sufficiently trained to adhere to internal policies and procedures, and
therefore, manage regulatory risk?

Is the internal audit or independent review function appropriate, e.g., adequate testing for
compliance with required laws, regulations and policies?

Does the board and senior management provide ongoing oversight of regulatory risk(s)
associated with EFTA?

Is an in-depth review/self-assessment required? (Refer to the In-depth Review/Self-
Assessment Checklist section contained in this module.)
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IV. IN-DEPTH REVIEW/
SELF-ASSESSMENT CHECKLIST
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Regulation E Checklist

Electronic Fund Transfer Act
(12 CFR 205)

A. Disclosure Requirements (205.4) YES NO

General Disclosures (205.4)

1. Does the institution provide disclosures that are:

e Clear and understandable? O O
Notes:

e In writing? O O
Notes:

e In a form which consumers can keep? O O
Notes:

2. Ifdisclosures are made in a language other than English, are they made
available in English at the consumer’s request? O O

Notes:

Electronic Disclosures (205.17)

1. If the institution provides disclosures electronically, does it first obtain the
consumer’s consent to receive electronic disclosures? O O

Notes:
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YES NO
Compliance Note: The institution may provide disclosures electronically as
an alternative to written disclosures.
Does the institution obtain the consumer’s consent to electronic disclosures
in a way that demonstrates that the consumer is able to access information in
the institution’s electronic format? O O
Notes:
Prior to obtaining a consumer’s consent to receive records electronically,
does the institution disclose to the consumer:
e Any right or option the consumer has to receive a disclosure in paper form? [J O
Notes:
e That the consumer has the right to withdraw consent for electronic records,
and any conditions, consequences, or fees attached to the withdrawal? O O
Notes:
e A description of how the consumer can withdraw consent and how to
update information needed to contact the consumer electronically? O O
Notes:
e  Whether the consent applies only to a particular transaction or to
identified categories? O O
Notes:
e How to obtain a paper copy of a record, even if the consumer has consented
to electronic records, and whether there will be a fee for the paper copy? O O
Notes.:
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e Hardware and software requirements for access to and retention of records? [ O
Notes:

4. Do the electronic disclosures meet the requirements for written disclosures;
1.e., are the electronic disclosures:

e Clear and understandable? O O
Notes:

e Delivered in a form that consumers can keep, e.g., printing or storing
electronically? O O

Notes:

Delivery

1. Does the institution:

e Send the disclosure to the consumer’s electronic address; or
e Make the disclosure available at another location, e.g., an Internet website; and

= Alert the consumer to the disclosure by sending a notice to the
consumer’s electronic address identifying the account involved and

providing the location of the disclosure? O O
Notes:

= Make the disclosure available for at least 90 days? O O
Notes:
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2. When an electronic disclosure is returned to the institution undelivered, does
the institution take reasonable steps to attempt redelivery using the information
in its files? O O

Notes:

C. Initial Disclosures (205.7)
Timin
1. Does the institution make initial disclosures:

e At the time a consumer contracts for an electronic fund transfer

service; or
e Before the first electronic fund transfer is made that involves the
consumer’s account? O O
Notes:
Content

Does the institution provide the following disclosures:

e A summary of the consumer’s liability for unauthorized electronic
fund transfers? O O

Notes:

e The telephone number and address of the person or office to be notified
when the consumer believes that an unauthorized electronic transfer has

been or may be made? O O
Notes:
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The institution’s business days? O O
Notes:

The type of electronic fund transfers that the consumer may make? O O
Notes:

Any limitations on the frequency and dollar amount of transfers? O O
Notes:

Fees for electronic fund transfers or for the right to make transfers? O O
Notes:

A summary of the consumer’s right to receipts and periodic statements? O O
Notes:

Notices on preauthorized transfers? O O
Notes:

A summary of the consumer’s right to stop payment of a preauthorized

electronic fund transfer and the procedure for placing a stop-payment order? [ O

Notes:
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e A summary of the institution’s liability to the consumer for failure to make
or to stop certain transfers? O O

Notes:

e The circumstances under which the institution may provide information

on the consumer’s account to third parties? O O
Notes:

e A notice describing the procedures used for error resolution? O O
Notes:

e A notice that an ATM operator may impose a fee for making an electronic
fund transfer or balance inquiry? O O

Notes:

D. Periodic Statements (205.9(b))
Timin

1. Does the institution send a periodic statement to each consumer who has an
account to or from which electronic fund transfers can be made? O O

Notes:

2. Does the institution send a periodic statement for each monthly cycle in
which an electronic fund transfer has occurred? O O
Notes:
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3. If no transfer has occurred, does the institution send a periodic statement
at least quarterly? O O
Notes:

Content
1. Does the statement disclose:

e Transaction information, including:

» The amount of the transfer? O O
Notes:

=  The date the transfer was credited or debited to the account? O O
Notes:

» The type of transfer and type of account to or from which funds
were transferred? O O

Notes:

=  The terminal location when the transfer was made at an electronic
terminal? O O

Notes:

* The name of any third party to or from whom funds were transferred? [0 [
Notes:
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e The account number? o 0Od
Notes:

o Fees assessed against the account during the statement period? O O
Notes:

e Account balances at the beginning and at the close of the period? O O
Notes:

e An address and telephone number for consumer inquiries? O O
Notes:

e A telephone number to check if any preauthorized transfers have occurred? [ O
Notes:

Exceptions

Preauthorized transfers to accounts:

For accounts that may be accessed only by preauthorized transfers to the account,
does the institution apply the following rules:

e Passbook accounts: If the institution does not provide a periodic statement to
passbook accounts, does the institution:

» Update the passbook when presented; or
= Enter on a separate document the amount and date of each electronic fund

transfer since the passbook was last presented? O O
Notes:
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e Accounts other than passbook accounts: Does the institution send a periodic
statement at least quarterly? O O
Notes:

Intra-institutional transfers:

For an electronic fund transfer made by the consumer between two of the
consumer’s accounts, does the institution document the transfer on a periodic

statement for at least one of the two accounts? O O
Notes:

Notices

Change in Terms (205.8(a))

1. Does the institution mail or deliver to the consumer a written notice of any
change in a term or condition if the change will result in:

e Increased fees for the consumer? O O
Notes:

e Increased liability for the consumer? O O
Notes:

e Fewer types of available electronic fund transfers? O O
Notes:

Electronic Fund Transfer Act 79



YES NO

e Stricter limitations on the frequency or dollar amount of transfers? O O
Notes:

2. Is the notice mailed or delivered to the consumer at least 21 days before the
date the change becomes effective? O O

Notes:

Compliance Note: The institution need not give prior notice if:

¢ An immediate change in terms or conditions is necessary to maintain or
restore the security of an account or an electronic fund transfer system,;

e The change would be permanent; and

e Disclosure of the change would not jeopardize the security of the account
or electronic fund transfer system.

In this case, the institution may notify the consumer in writing on or with the

next regularly scheduled periodic statement or within 30 days of making the
change permanent.

Error Resolution Notice (205.8(b))

1. Does the institution mail or deliver to the consumer, at least once each
calendar year, a notice describing its error resolution procedures? O O
Notes:

2. Is the notice “substantially similar” to the notice provided in Appendix A
to Reg. E (Model Form A-3), i.e. different wording but same content? O O

Notes:
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3. In the alternative, does the institution include an abbreviated notice on or
with each periodic statement? O O

Notes:

4. If the institution switches from an annual to a periodic notice, or vice versa,
does it send the first notice under the new method no later than 12 months

after the last notice sent under the old method? O O
Notes:

C. Procedures

Issuance of Access Devices (205.5)

1. Does the institution issue to a consumer an access device (card, code, or other
means of accessing the consumer’s account to make electronic fund transfers) only:

e Inresponse to an oral or written request for the device? O O
Notes:

e Asarenewal of an accepted access device, whether the device was issued
by the institution or a successor? O O
Notes:

2. If the institution distributes an access device to a consumer on an unsolicited
basis, is the access device:

e Not validated (the institution has not yet performed the procedures that
would enable a consumer to make an electronic fund transfer using the

access device)? O O
Notes:
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e Accompanied by a clear explanation that the device is not validated and
how the consumer can dispose of the device if he or she does not want

it validated? o 04
Notes:

e Accompanied by disclosures of the consumer’s rights and liabilities if the
access device is validated? O O

Notes:

e Validated only in response to the consumer’s oral or written request for
validation after the institution verifies the consumer’s identity? O O

Notes:

Receipts at Electronic Terminals (205.9(a))

1. Does the institution make a receipt available to the consumer at the time the
consumer initiates an electronic fund transfer at an electronic terminal? O O

Notes:

2. Does the receipt include:

e The amount of the transfer? O O
Notes:

e The amount of any transaction fee that may apply? O O
Notes:
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e The date the consumer initiates the transfer? O O
Notes:

e The type of transfer and the type of the consumer’s account(s) to or from
which the funds are transferred? O O

Notes:

e A number or code that identifies the consumer’s account or accounts or the
access device used to initiate the transfer? O O

Notes:

e The location of the terminal where the transfer is initiated, including the city
and state or foreign country and one of the following:

= The street address;
= A generally accepted name for the specific location; or
* The name of the owner or operator of the terminal if other than

the institution? O O
Notes:
e The name of any third party to or from whom funds are transferred? O O
Notes:

If there is a transaction fee, is it posted in a prominent and conspicuous
location on or at the machine, before the consumer makes the transaction? O O

Notes:
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Preauthorized Transfers (205.10)

1. When a person makes preauthorized electronic fund transfers to a consumer’s
account at least once every 60 days, does the institution:

e Provide to the consumer oral or written notice of the transfer within two
business days after the transfer occurs? O O

Notes:

e Provide oral or written notice, within two business days after the date on
which the transfer was scheduled to occur, that the transfer was not made? [ O

Notes:

e Provide a readily available telephone line that the consumer may call to
determine whether the transfer occurred and disclose the number on the

initial disclosure of account terms and on each periodic statement? O O
Notes:

Compliance Note: The institution is not required to provide notice of a transfer
if the payor gives the consumer notice that the transfer has been made.

2. When the institution receives a preauthorized transfer, does it credit the amount
of the transfer as of the date the funds for the transfer are received? O O

Notes:

3. Does the institution ensure that preauthorized electronic fund transfers from
a consumer’s account are authorized in writing and signed by the consumer? O O

Notes:
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Does the institution ensure that the consumer receives a copy of the
authorization from the person who obtained the authorization? O O
Notes:
Does the institution allow a stop payment on three days prior notice? O O
Notes:
If the institution requires written confirmation of a stop-payment order, does the
institution also require that the confirmation be made within 14 days of the
consumer’s oral notice to the institution? O O
Notes:
If the institution requires written confirmation, does it:
e Inform the consumer of the requirement? O O
Notes:
e Provide the address where confirmation must be sent? O O
Notes:
e Advise the consumer that an oral stop-payment order will not be binding after
14 days if the consumer does not provide the written confirmation? O O
Notes:
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8. When a preauthorized electronic fund transfer from the consumer’s account
will vary from the last transfer or from the amount authorized, does the
institution send the consumer written notice of the amount and date of the

transfer at least 10 days before the scheduled date of the transfer? O O
Notes:

9. Does the institution inform the consumer:

e Ofthe consumer’s right to receive notice of all varying transfers? O O
Notes:

e That the consumer has the option of receiving notice only when a transfer
falls outside an agreed upon range of amounts? O O

Notes:

10. Does the institution ensure that:

e Extensions of credit are not conditioned on repayment by preauthorized
fund transfers? (Except for credit extended under an overdraft credit plan
or to maintain a specified minimum balance in the consumer’s account) O O

Notes:

e No consumer is required to establish an account for receipt of electronic fund
transfers as a condition of employment or receipt of a government benefit? [] O

Notes:

Resolving Errors (205.11)

1. Does the institution initiate an investigation with the receipt of any oral or
written notice of error from the consumer that:
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e s received by the institution no later than 60 days after the institution sends
the periodic statement on which the error supposedly occurred? O O
Notes:

e Enables the institution to identify the consumer’s name and account number? (] O
Notes:

¢ Indicates why the consumer believes an error exists and includes information
on the error, e.g., type, date, and amount of error? O O
Notes:

2. If the institution requires written confirmation of an error, does the institution also:

e Require that the consumer provide the written confirmation within 10
business days of the oral confirmation? O O
Notes:

e Inform the consumer of the requirement and provide the address where
confirmation must be sent when the consumer gives the oral confirmation? [ O
Notes:

3. When it receives a notice of error, does the institution:

e Investigate promptly and determine whether an error occurred within
10 business days of receiving the notice? O O
Notes:
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Report the results to the consumer within three business days after
completing its investigation? O
Notes:

Correct the error within one business day after determining that an
error did occur? O
Notes:

4. If the institution is unable to complete its investigation within 10 business days,
does the institution:

Complete the investigation and determine if an error occurred within 45 days?[]
Notes:

Provisionally credit the consumer’s account in the amount of the claimed
error within 10 business days of receiving the notice of error? O
Notes:

Inform the consumer, within two business days after the provisional crediting,
of the amount and date of the crediting and give the consumer full use of the

funds during the investigation? O
Notes:

Correct the error, if any, within one business day after determining that the
error did occur? O
Notes:

NO
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e Report the results to the consumer within three business days after
completing its investigation? O O
Notes:

Compliance Note: If the institution reasonably believes an unauthorized transfer
has occurred, it may withhold $50, the amount of the consumer’s liability, when
provisionally crediting the consumer’s account.

Does the institution extend the time periods for investigation from 10 days to
20 days if the notice of error involves a new account? O O

Notes:

Compliance Note: “New” means an electronic fund transfer was made to or from
the account within 30 days after the first deposit to the account was made.

Does the institution double the time period for an extended investigation from
45 days to 90 days for:

e Foreign electronic fund transfers (initiated outside the state)? O O
Notes:

e Point-of-sale (POS) debit card transactions? O O
Notes:

e Errors involving a new account? O O
Notes:

If the institution determines that there was no error or that an error different
from the one described by the consumer occurred, does the institution:
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e Include in the report of its investigation a written explanation of the
institution’s findings? O O
Notes:

e Note in the explanation the consumer’s right to request the documents

that the institution relied on in its investigation? O O
Notes:

e Promptly provide copies to the consumer at the consumer’s request? O O
Notes:

8. When the institution debits a provisionally credited amount from the consumer’s
account after finding no error or a different error, does the institution notify the

consumer:
e Of the date and amount of the debiting? O O
Notes:

e That the institution will honor checks, drafts, or similar instruments payable
to third parties, and preauthorized transfers from the consumer’s account for

five business days after the notification? O O
Notes:

Compliance Note: The institution is required to honor only items that it would
have paid if the provisionally credited funds had not been debited.
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D. Record Retention (205.13)

1. Does the institution retain evidence of compliance with Reg. E requirements
for two years from the date disclosures are made or action is taken? O O

Notes:

2. Ifthe institution has notice that it is under investigation or is the subject of
an enforcement proceeding, does it retain records relating to the investigation

or proceeding until the matter is resolved? O O
Notes:

E. Service Providers (205.14)

Compliance Note: This section governs electronic fund transfer service providers
that do not hold the consumer’s account. The account-holding institution is not
required to comply with 205.14 with the following exceptions:

1. The institution must provide a periodic statement that describes each electronic
fund transfer initiated by an accountholder using an access device issued by a
service provider. The account-holding institution has no liability for failure to
comply with this requirement if the service provider did not provide the
necessary information.

2. At the request of the service provider, the institution must provide information or
copies of documents needed by the provider to investigate errors or to furnish
copies of documents to the consumer.

3. The institution must honor debits to the consumer’s account made through the
service provider.
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V. REGULATION E (12 CFR 205)

Electronic Fund Transfer Act 93



CCH INCORPORATED Managing Compliance Risk

Electronic Fund Transfer Act 94



95

Part 205—Electronic Fund Transfers (Regulation E)

Part 205 (Regulation E) of Title 12, Code of Federal Regulations, as issued March 30, 1979 in 44 Federal
Register 18480. Heading revised September 28, 1993, 58 Federal Register 50512. Sections 205.1 through
205.15 amended May 2, 1996; mandatory compliance is January 1, 1997, 61 Federal Register 19662, May 2,
1996.

Authority: 15 U.S.C. 1693.
§205.1 Authority and purpose.

(a) Authority. The regulation in this part, known as Regulation E, is issued by the Board of Governors of
the Federal Reserve System pursuant to the Electronic Fund Transfer Act (15 U.S.C. 1693 et seq.). The
information-collection requirements have been approved by the Office of Management and Budget under 44
U.S.C. 3501 et seq. and have been assigned OMB No. 7100-0200.

(b) Purpose. This part carries out the purposes of the Electronic Fund Transfer Act, which establishes the
basic rights, liabilities, and responsibilities of consumers who use electronic fund transfer services and of
financial institutions that offer these services. The primary objective of the act and this part is the protection of
individual consumers engaging in electronic fund transfers.

§205.2 Definitions.
For purposes of this part, the following definitions apply:

(@)(1) Access device means a card, code, or other means of access to a consumer’s account, or any
combination thereof, that may be used by the consumer to initiate electronic fund transfers.

(2) An access device becomes an accepted access device when the consumer:

(i) Requests and receives, or signs, or uses (or authorizes another to use) the access device to transfer
money between accounts or to obtain money, property, or services;

(i) Requests validation of an access device issued on an unsolicited basis; or

(iii) Receives an access device in renewal of, or in substitution for, an accepted access device from either
the financial institution that initially issued the device or a successor.

(b)(1) Account means a demand deposit (checking), savings, or other consumer asset account (other than
an occasional or incidental credit balance in a credit plan) held directly or indirectly by a financial institution
and established primarily for personal, family, or household purposes.

(2) The term does not include an account held by a financial institution under a bona fide trust
agreement.

(c) Act means the Electronic Fund Transfer Act (title IX of the Consumer Credit Protection Act, 15 U.S.C.
1693 et seq.).

(d) Business day means any day on which the offices of the consumer’s financial institution are open to
the public for carrying on substantially all business functions.

(e) Consumer means a natural person.

(f) Credit means the right granted by a financial institution to a consumer to defer payment of debt, incur
debt and defer its payment, or purchase property or services and defer payment therefor.

(g) Electronic fund transfer is defined in § 205.3.

(h) Electronic terminal means an electronic device, other than a telephone operated by a consumer,
through which a consumer may initiate an electronic fund transfer. The term includes, but is not limited to,
point-of-sale terminals, automated teller machines, and cash dispensing machines.

(i) Financial institution means a bank, savings association, credit union, or any other person that directly
or indirectly holds an account belonging to a consumer, or that issues an access device and agrees with a
consumer to provide electronic fund transfer services.

(j) Person means a natural person or an organization, including a corporation, government agency, estate,
trust, partnership, proprietorship, cooperative, or association.
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(k) Preauthorized electronic fund transfer means an electronic fund transfer authorized in advance to
recur at substantially regular intervals.

(I) State means any state, territory, or possession of the United States; the District of Columbia; the
Commonwealth of Puerto Rico; or any political subdivision of the above in this paragraph (1).

(m) Unauthorized electronic fund transfer means an electronic fund transfer from a consumer’s account
initiated by a person other than the consumer without actual authority to initiate the transfer and from which
the consumer receives no benefit. The term does not include an electronic fund transfer initiated:

(1) By a person who was furnished the access device to the consumer’s account by the consumer, unless
the consumer has notified the financial institution that transfers by that person are no longer authorized;

(2) With fraudulent intent by the consumer or any person acting in concert with the consumer; or
(3) By the financial institution or its employee.
§205.3 Coverage.

(a) General. This part applies to any electronic fund transfer that authorizes a financial institution to debit
or credit a consumer’s account. Generally, this part applies to financial institutions. For purposes of § § 205.10
(b), (d), and (e) and 205.13, this part applies to any person.

(b) Electronic fund transfer. The term electronic fund transfer means any transfer of funds that is initiated
through an electronic terminal, telephone, computer, or magnetic tape for the purpose of ordering, in-
structing, or authorizing a financial institution to debit or credit an account. The term includes, but is not
limited to:

(1) Point-of-sale transfers;

(2) Automated teller machine transfers;

(3) Direct deposits or withdrawals of funds;
(4) Transfers initiated by telephone; and

(5) Transfers resulting from debit card transactions, whether or not initiated through an electronic
terminal.

(c) Exclusions from coverage. The term electronic fund transfer does not include:

(1) Checks. Any transfer of funds originated by check, draft, or similar paper instrument; or any payment
made by check, draft, or similar paper instrument at an electronic terminal.

(2) Check guarantee or authorization. Any transfer of funds that guarantees payment or authorizes
acceptance of a check, draft, or similar paper instrument but that does not directly result in a debit or credit to
a consumer’s account.

(3) Wire or other similar transfers. Any transfer of funds through Fedwire or through a similar wire
transfer system that is used primarily for transfers between financial institutions or between businesses.

(4) Securities and commodities transfers. Any transfer of funds the primary purpose of which is the
purchase or sale of a security or commodity, if the security or commodity is:

(i) Regulated by the Securities and Exchange Commission or the Commodity Futures Trading
Commission;

(i) Purchased or sold through a broker-dealer regulated by the Securities and Exchange Commission or
through a futures commission merchant regulated by the Commodity Futures Trading Commission; or

(iii) Held in book-entry form by a Federal Reserve Bank or federal agency.

(5) Automatic transfers by account-holding institution. Any transfer of funds under an agreement
between a consumer and a financial institution which provides that the institution will initiate individual
transfers without a specific request from the consumer:

(i) Between a consumer’s accounts within the financial institution;

(if) From a consumer’s account to an account of a member of the consumer’s family held in the same
financial institution; or
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(iii) Between a consumer’s account and an account of the financial institution, except that these transfers
remain subject to §205.10(e) regarding compulsory use and sections 915 and 916 of the act regarding civil
and criminal liability.

(6) Telephone-initiated transtfers. Any transfer of funds that:

(i) Is initiated by a telephone communication between a consumer and a financial institution making the
transfer; and

(ii) Does not take place under a telephone bill-payment or other written plan in which periodic or
recurring transfers are contemplated.

(7) Small institutions. Any preauthorized transfer to or from an account if the assets of the account-
holding financial institution were $100 million or less on the preceding December 31. If assets of the account-
holding institution subsequently exceed $100 million, the institution’s exemption for preauthorized transfers
terminates one year from the end of the calendar year in which the assets exceed $100 million. Preauthorized
transfers exempt under this paragraph (c)(7) remain subject to §205.10(e) regarding compulsory use and
sections 915 and 916 of the act regarding civil and criminal liability.

§205.4 General disclosure requirements; jointly offered services.

(a)(1) Form of disclosures. Disclosures required under this part shall be clear and readily understandable,
in writing, and in a form the consumer may keep. A financial institution may use commonly accepted or
readily understandable abbreviations in complying with the disclosure requirements of this part.

(2) Foreign language disclosures. Disclosures required under this part may be made in a language other
than English, provided that the disclosures are made available in English upon the consumer’s request.

(b) Additional information; disclosures required by other laws. A financial institution may include
additional information and may combine disclosures required by other laws (such as the Truth in Lending Act
(15 U.S.C. 1601 et seq.) or the Truth in Savings Act (12 U.S.C. 4301 et seq.)) with the disclosures required by
this part.

(c) Electronic communication. For rules governing the electronic delivery of disclosures, including the
definition of electronic communication, see § 205.17.

(d) Multiple accounts and account holders—(1) Multiple accounts. A financial institution may combine
the required disclosures into a single statement for a consumer who holds more than one account at the
institution.

(2) Multiple account holders. For joint accounts held by two or more consumers, a financial institution
need provide only one set of the required disclosures and may provide them to any of the account holders.

(e) Services offered jointly. Financial institutions that provide electronic fund transfer services jointly may
contract among themselves to comply with the requirements that this part imposes on any or all of them. An
institution need make only the disclosures required by § § 205.7 and 205.8 that are within its knowledge and
within the purview of its relationship with the consumer for whom it holds an account.

History: Sec. 205.4 amended as an interim rule effective March 25, 1998 (comments on interim rule
should be submitted by May 15, 1998), 63 FR 14528. Amended by interim rule April 4, 2001, 66 FR 17786.

§205.5 Issuance of access devices.

(a) Solicited issuance. Except as provided in paragraph (b) of this section, a financial institution may issue
an access device to a consumer only:

(1) In response to an oral or written request for the device; or

(2) As a renewal of, or in substitution for, an accepted access device whether issued by the institution or a
suCCessor.

(b) Unsolicited issuance. A financial institution may distribute an access device to a consumer on an
unsolicited basis if the access device is:

(1) Not validated, meaning that the institution has not yet performed all the procedures that would
enable a consumer to initiate an electronic fund transfer using the access device;
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(2) Accompanied by a clear explanation that the access device is not validated and how the consumer
may dispose of it if validation is not desired;

(3) Accompanied by the disclosures required by § 205.7, of the consumer’s rights and liabilities that will
apply if the access device is validated; and

(4) Validated only in response to the consumer’s oral or written request for validation, after the
institution has verified the consumer’s identity by a reasonable means.

§205.6 Liability of consumer for unauthorized transfers.

(a) Conditions for liability. A consumer may be held liable, within the limitations described in paragraph
(b) of this section, for an unauthorized electronic fund transfer involving the consumer’s account only if the
financial institution has provided the disclosures required by §205.7(b)(1), (2), and (3). If the unauthorized
transfer involved an access device, it must be an accepted access device and the financial institution must
have provided a means to identify the consumer to whom it was issued.

(b) Limitations on amount of liability. A consumer’s liability for an unauthorized electronic fund transfer
or a series of related unauthorized transfers shall be determined as follows:

(1) Timely notice given. If the consumer notifies the financial institution within two business days after
learning of the loss or theft of the access device, the consumer’s liability shall not exceed the lesser of $50 or
the amount of unauthorized transfers that occur before notice to the financial institution.

(2) Timely notice not given. If the consumer fails to notify the financial institution within two business
days after learning of the loss or theft of the access device, the consumer’s liability shall not exceed the lesser
of $500 or the sum of:

(i) $50 or the amount of unauthorized transfers that occur within the two business days, whichever is
less; and

(ii) The amount of unauthorized transfers that occur after the close of two business days and before
notice to the institution, provided the institution establishes that these transfers would not have occurred had
the consumer notified the institution within that two-day period.

(3) Periodic statement; timely notice not given. A consumer must report an unauthorized electronic fund
transfer that appears on a periodic statement within 60 days of the financial institution’s transmittal of the
statement to avoid liability for subsequent transfers. If the consumer fails to do so, the consumer’s liability
shall not exceed the amount of the unauthorized transfers that occur after the close of the 60 days and before
notice to the institution, and that the institution establishes would not have occurred had the consumer
notified the institution within the 60-day period. When an access device is involved in the unauthorized
transfer, the consumer may be liable for other amounts set forth in paragraphs (b)(1) or (b)(2) of this section,
as applicable.

(4) Extension of time limits. If the consumer’s delay in notifying the financial institution was due to
extenuating circumstances, the institution shall extend the times specified above to a reasonable period.

(5) Notice to financial institution. (i) Notice to a financial institution is given when a consumer takes steps
reasonably necessary to provide the institution with the pertinent information, whether or not a particular
employee or agent of the institution actually receives the information.

(ii) The consumer may notify the institution in person, by telephone, or in writing.

(iii) Written notice is considered given at the time the consumer mails the notice or delivers it for
transmission to the institution by any other usual means. Notice may be considered constructively given
when the institution becomes aware of circumstances leading to the reasonable belief that an unauthorized
transfer to or from the consumer’s account has been or may be made.

(6) Liability under state law or agreement. If state law or an agreement between the consumer and the
financial institution imposes less liability than is provided by this section, the consumer’s liability shall not
exceed the amount imposed under the state law or agreement.
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§205.7 Initial disclosures.

(a) Timing of disclosures. A financial institution shall make the disclosures required by this section at the
time a consumer contracts for an electronic fund transfer service or before the first electronic fund transfer is
made involving the consumer’s account.

(b) Content of disclosures. A financial institution shall provide the following disclosures, as applicable:

(1) Liability of consumer. A summary of the consumer’s liability, under § 205.6 or under state or other
applicable law or agreement, for unauthorized electronic fund transfers.

(2) Telephone number and address. The telephone number and address of the person or office to be
notified when the consumer believes that an unauthorized electronic fund transfer has been or may be made.

(3) Business days. The financial institution’s business days.

(4) Types of transfers; limitations. The type of electronic fund transfers that the consumer may make and
any limitations on the frequency and dollar amount of transfers. Details of the limitations need not be
disclosed if confidentiality is essential to maintain the security of the electronic fund transfer system.

(5) Fees. Any fees imposed by the financial institution for electronic fund transfers or for the right to
make transfers.

(6) Documentation. A summary of the consumer’s right to receipts and periodic statements, as provided
in § 205.9, and notices regarding preauthorized transfers as provided in § § 205.10(a), and 205.10(d).

(7) Stop payment. A summary of the consumer’s right to stop payment of a preauthorized electronic fund
transfer and the procedure for placing a stop-payment order, as provided in § 205.10(c).

(8) Liability of institution. A summary of the financial institution’s liability to the consumer under section
910 of the act for failure to make or to stop certain transfers.

(9) Contfidentiality. The circumstances under which, in the ordinary course of business, the financial
institution may provide information concerning the consumer’s account to third parties.

(10) Error resolution. A notice that is substantially similar to Model Form A-3 as set out in Appendix A of
this part concerning error resolution.

(11) ATM fees. A notice that a fee may be imposed by an automated teller machine operator as defined in
§205.16(a)(1), when the consumer initiates an electronic fund transfer or makes a balance inquiry, and by any
network used to complete the transaction.

History: Sec. 205.7 amended March 9, 2001, 66 FR 13409.
§205.8 Change in terms notice; error resolution notice.

(a) Change in terms notice—(1) Prior notice required. A financial institution shall mail or deliver a written
notice to the consumer, at least 21 days before the effective date, of any change in a term or condition
required to be disclosed under § 205.7(b) if the change would result in:

(i) Increased fees for the consumer;

(ii) Increased liability for the consumer;

(iii) Fewer types of available electronic fund transfers; or

(iv) Stricter limitations on the frequency or dollar amount of transfers.

(2) Prior notice exception. A financial institution need not give prior notice if an immediate change in
terms or conditions is necessary to maintain or restore the security of an account or an electronic fund transfer
system. If the institution makes such a change permanent and disclosure would not jeopardize the security of
the account or system, the institution shall notify the consumer in writing on or with the next regularly
scheduled periodic statement or within 30 days of making the change permanent.

(b) Error resolution notice. For accounts to or from which electronic fund transfers can be made, a
financial institution shall mail or deliver to the consumer, at least once each calendar year, an error resolution
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notice substantially similar to the model form set forth in Appendix A of this part (Model Form A-3).
Alternatively, an institution may include an abbreviated notice substantially similar to the model form error
resolution notice set forth in Appendix A of this part (Model Form A-3), on or with each periodic statement
required by § 205.9(b).

§205.9 Receipts at electronic terminals; periodic statements.

(a) Receipts at electronic terminals. A financial institution shall make a receipt available to a consumer at
the time the consumer initiates an electronic fund transfer at an electronic terminal. The receipt shall set forth
the following information, as applicable:

(1) Amount. The amount of the transfer. A transaction fee may be included in this amount, provided the
amount of the fee is disclosed on the receipt and displayed on or at the terminal.

(2) Date. The date the consumer initiates the transfer.

(3) Type. The type of transfer and the type of the consumer’s account(s) to or from which funds are
transferred. The type of account may be omitted if the access device used is able to access only one account at
that terminal.

(4) Identification. A number or code that identifies the consumer’s account or accounts, or the access
device used to initiate the transfer. The number or code need not exceed four digits or letters to comply with
the requirements of this paragraph (a)(4).

(5) Terminal location. The location of the terminal where the transfer is initiated, or an identification such
as a code or terminal number. Except in limited circumstances where all terminals are located in the same city
or state, if the location is disclosed, it shall include the city and state or foreign country and one of the
following:

(i) The street address; or

(ii) A generally accepted name for the specific location; or

(iii) The name of the owner or operator of the terminal if other than the account-holding institution.
(6) Third party transfer. The name of any third party to or from whom funds are transferred.

(b) Periodic statements. For an account to or from which electronic fund transfers can be made, a
financial institution shall send a periodic statement for each monthly cycle in which an electronic fund
transfer has occurred; and shall send a periodic statement at least quarterly if no transfer has occurred. The
statement shall set forth the following information, as applicable:

(1) Transaction information. For each electronic fund transfer occurring during the cycle:
(i) The amount of the transfer;

(ii) The date the transfer was credited or debited to the consumer’s account;

(iii) The type of transfer and type of account to or from which funds were transferred;

(iv) For a transfer initiated by the consumer at an electronic terminal (except for a deposit of cash or a
check, draft, or similar paper instrument), the terminal location described in paragraph (a)(5) of this section;
and

(v) The name of any third party to or from whom funds were transferred.
(2) Account number. The number of the account.

(3) Fees. The amount of any fees assessed against the account during the statement period for electronic
fund transfers, for the right to make transfers, or for account maintenance.

(4) Account balances. The balance in the account at the beginning and at the close of the statement
period.

(5) Address and telephone number for inquiries. The address and telephone number to be used for
inquiries or notice of errors, preceded by “Direct inquiries to”” or similar language. The address and telephone
number provided on an error resolution notice under § 205.8(b) given on or with the statement satisfies this
requirement.
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(6) Telephone number for preauthorized transfers. A telephone number the consumer may call to
ascertain whether preauthorized transfers to the consumer’s account have occurred, if the financial institution
uses the telephone-notice option under § 205.10(a)(1)(iii).

(c) Exceptions to the periodic statement requirement for certain accounts—(1) Preauthorized transfers to
accounts. For accounts that may be accessed only by preauthorized transfers to the account the following
rules apply:

(i) Passbook accounts. For passbook accounts, the financial institution need not provide a periodic
statement if the institution updates the passbook upon presentation or enters on a separate document the
amount and date of each electronic fund transfer since the passbook was last presented.

(ii) Other accounts. For accounts other than passbook accounts, the financial institution must send a
periodic statement at least quarterly.

(2) Intra-institutional transfers. For an electronic fund transfer initiated by the consumer between two
accounts of the consumer in the same institution, documenting the transfer on a periodic statement for one of
the two accounts satisfies the periodic statement requirement.

(3) Relationship between paragraphs (c)(1) and (c)(2) of this section. An account that is accessed by
preauthorized transfers to the account described in paragraph (c)(1) of this section and by intra-institutional
transfers described in paragraph (c)(2) of this section, but by no other type of electronic fund transfers,
qualifies for the exceptions provided by paragraph (c)(1) of this section.

(d) Documentation for foreign-initiated transters. The failure by a financial institution to provide a
terminal receipt for an electronic fund transfer or to document the transfer on a periodic statement does not
violate this part if:

(1) The transfer is not initiated within a state; and

(2) The financial institution treats an inquiry for clarification or documentation as a notice of error in
accordance with § 205.11.

§205.10 Preauthorized transfers.

(a) Preauthorized transfers to consumer’s account—(1) Notice by financial institution. When a person
initiates preauthorized electronic fund transfers to a consumer’s account at least once every 60 days, the
account-holding financial institution shall provide notice to the consumer by:

(i) Positive notice. Providing oral or written notice of the transfer within two business days after the
transfer occurs; or

(ii) Negative notice. Providing oral or written notice, within two business days after the date on which
the transfer was scheduled to occur, that the transfer did not occur; or

(iii) Readily-available telephone line. Providing a readily available telephone line that the consumer may
call to determine whether the transfer occurred and disclosing the telephone number on the initial disclosure
of account terms and on each periodic statement.

(2) Notice by payor. A financial institution need not provide notice of a transfer if the payor gives the
consumer positive notice that the transfer has been initiated.

(3) Crediting. A financial institution that receives a preauthorized transfer of the type described in
paragraph (a)(1) of this section shall credit the amount of the transfer as of the date the funds for the transfer
are received.

(b) Written authorization for preauthorized transfers from consumer’s account. Preauthorized electronic
fund transfers from a consumer’s account may be authorized only by a writing signed or similarly authenti-
cated by the consumer. The person that obtains the authorization shall provide a copy to the consumer.

(c) Consumer’s right to stop payment—(1) Notice. A consumer may stop payment of a preauthorized
electronic fund transfer from the consumer’s account by notifying the financial institution orally or in writing
at least three business days before the scheduled date of the transfer.

(2) Written confirmation. The financial institution may require the consumer to give written confirmation
of a stop-payment order within 14 days of an oral notification. An institution that requires written confirma-
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tion shall inform the consumer of the requirement and provide the address where confirmation must be sent
when the consumer gives the oral notification. An oral stop-payment order ceases to be binding after 14 days
if the consumer fails to provide the required written confirmation.

(d) Notice of transfers varying in amount—(1) Notice. When a preauthorized electronic fund transfer
from the consumer’s account will vary in amount from the previous transfer under the same authorization or
from the preauthorized amount, the designated payee or the financial institution shall send the consumer
written notice of the amount and date of the transfer at least 10 days before the scheduled date of transfer.

(2) Range. The designated payee or the institution shall inform the consumer of the right to receive notice
of all varying transfers, but may give the consumer the option of receiving notice only when a transfer falls
outside a specified range of amounts or only when a transfer differs from the most recent transfer by more
than an agreed-upon amount.

(e) Compulsory use—(1) Credit. No financial institution or other person may condition an extension of
credit to a consumer on the consumer’s repayment by preauthorized electronic fund transfers, except for
credit extended under an overdraft credit plan or extended to maintain a specified minimum balance in the
consumer’s account.

(2) Employment or government benefit. No financial institution or other person may require a consumer
to establish an account for receipt of electronic fund transfers with a particular institution as a condition of
employment or receipt of a government benefit.

§205.11 Procedures for resolving errors.
(a) Definition of error—(1) Types of transfers or inquiries covered. The term error means:
(i) An unauthorized electronic fund transfer;
(ii) An incorrect electronic fund transfer to or from the consumer’s account;
(iii) The omission of an electronic fund transfer from a periodic statement;

(iv) A computational or bookkeeping error made by the financial institution relating to an electronic fund
transfer;

(v) The consumer’s receipt of an incorrect amount of money from an electronic terminal;
(vi) An electronic fund transfer not identified in accordance with § § 205.9 or 205.10(a); or

(vii) The consumer’s request for documentation required by §§205.9 or 205.10(a) or for additional
information or clarification concerning an electronic fund transfer, including a request the consumer makes to
determine whether an error exists under paragraphs (a)(1) (i) through (vi) of this section.

(2) Types of inquiries not covered. The term error does not include:

(i) A routine inquiry about the consumer’s account balance;

(ii) A request for information for tax or other recordkeeping purposes; or
(iii) A request for duplicate copies of documentation.

(b) Notice of error from consumer—(1) Timing; contents. A financial institution shall comply with the
requirements of this section with respect to any oral or written notice of error from the consumer that:

(i) Is received by the institution no later than 60 days after the institution sends the periodic statement or
provides the passbook documentation, required by § 205.9, on which the alleged error is first reflected;

(ii) Enables the institution to identify the consumer’s name and account number; and

(iii) Indicates why the consumer believes an error exists and includes to the extent possible the type, date,
and amount of the error, except for requests described in paragraph (a)(1)(vii) of this section.

(2) Written confirmation. A financial institution may require the consumer to give written confirmation of
an error within 10 business days of an oral notice. An institution that requires written confirmation shall
inform the consumer of the requirement and provide the address where confirmation must be sent when the
consumer gives the oral notification.

(3) Request for documentation or clarifications. When a notice of error is based on documentation or
clarification that the consumer requested under paragraph (a)(1)(vii) of this section, the consumer’s notice of
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error is timely if received by the financial institution no later than 60 days after the institution sends the
information requested.

(c) Time limits and extent of investigation—(1) Ten-day period. A financial institution shall investigate
promptly and, except as otherwise provided in this paragraph (c), shall determine whether an error occurred
within 10 business days of receiving a notice of error. The institution shall report the results to the consumer
within three business days after completing its investigation. The institution shall correct the error within one
business day after determining that an error occurred.

(2) Forty-five day period. If the financial institution is unable to complete its investigation within 10
business days, the institution may take up to 45 days from receipt of a notice of error to investigate and
determine whether an error occurred, provided the institution does the following:

(i) Provisionally credits the consumer’s account in the amount of the alleged error (including interest
where applicable) within 10 business days of receiving the error notice. If the financial institution has a
reasonable basis for believing that an unauthorized electronic fund transfer has occurred and the institution
has satisfied the requirements of § 205.6(a), the institution may withhold a maximum of $50 from the amount
credited. An institution need not provisionally credit the consumer’s account if:

(A) The institution requires but does not receive written confirmation within 10 business days of an oral
notice of error; or

(B) The alleged error involves an account that is subject to Regulation T (Securities Credit by Brokers and
Dealers, 12 CFR art 220);

(ii) Informs the consumer, within two business days after the provisional crediting, of the amount and
date of the provisional crediting and gives the consumer full use of the funds during the investigation;

(iii) Corrects the error, if any, within one business day after determining that an error occurred; and

(iv) Reports the results to the consumer within three business days after completing its investigation
(including, if applicable, notice that a provisional credit has been made final).

(3) Extension of time periods. The time periods in paragraphs (c)(1) and (c)(2) of this section are extended
as follows:

(i) The applicable time is 20 business days in place of 10 business days under paragraphs (c)(1) and (c)(2)
of this section if the notice of error involves an electronic fund transfer to or from the account within 30 days
after the first deposit to the account was made.

(ii) The applicable time is 90 days in place of 45 days under paragraph (c)(2) of this section, for
completing an investigation, if a notice of error involves an electronic fund transfer that:

(A) Was not initiated within a state;
(B) Resulted from a point-of-sale debit card transaction; or
(C) Occurred within 30 days after the first deposit to the account was made.

(4) Investigation. With the exception of transfers covered by §205.14, a financial institution’s review of
its own records regarding an alleged error satisfies the requirements of this section if:

(i) The alleged error concerns a transfer to or from a third party; and

(ii) There is no agreement between the institution and the third party for the type of electronic fund
transfer involved.

(d) Procedures if financial institution determines no error or different error occurred. In addition to
following the procedures specified in paragraph (c) of this section, the financial institution shall follow the
procedures set forth in this paragraph (d) if it determines that no error occurred or that an error occurred in a
manner or amount different from that described by the consumer:

(1) Written explanation. The institution’s report of the results of its investigation shall include a written
explanation of the institution’s findings and shall note the consumer’s right to request the documents that the
institution relied on in making its determination. Upon request, the institution shall promptly provide copies
of the documents.
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(2) Debiting provisional credit. Upon debiting a provisionally credited amount, the financial institution
shall:

(i) Notify the consumer of the date and amount of the debiting;

(ii) Notify the consumer that the institution will honor checks, drafts, or similar instruments payable to
third parties and preauthorized transfers from the consumer’s account (without charge to the consumer as a
result of an overdraft) for five business days after the notification. The institution shall honor items as
specified in the notice, but need honor only items that it would have paid if the provisionally credited funds
had not been debited.

(e) Reassertion of error. A financial institution that has fully complied with the error resolution
requirements has no further responsibilities under this section should the consumer later reassert the same
error, except in the case of an error asserted by the consumer following receipt of information provided under
paragraph (a)(1)(vii) of this section.

History: Sec. 205.11 as amended September 29, 1998, 63 FR 52115.
§205.12 Relation to other laws.
(a) Relation to Truth in Lending. (1) The Electronic Fund Transfer Act and this part govern:

(i) The addition to an accepted credit card, as defined in Regulation Z (12 CFR 226.12(a)(2), footnote 21),
of the capability to initiate electronic fund transfers;

(ii) The issuance of an access device that permits credit extensions (under a preexisting agreement
between a consumer and a financial institution) only when the consumer’s account is overdrawn or to
maintain a specified minimum balance in the consumer’s account; and

(iii) A consumer’s liability for an unauthorized electronic fund transfer and the investigation of errors
involving an extension of credit that occurs under an agreement between the consumer and a financial
institution to extend credit when the consumer’s account is overdrawn or to maintain a specified minimum
balance in the consumer’s account.

(2) The Truth in Lending Act and Regulation Z (12 CFR part 226), which prohibit the unsolicited issuance
of credit cards, govern:

(i) The addition of a credit feature to an accepted access device; and

(i) Except as provided in paragraph (a)(1)(ii) of this section, the issuance of a credit card that is also an
access device.

(b) Preemption of inconsistent state laws—(1) Inconsistent requirements. The Board shall determine,
upon its own motion or upon the request of a state, financial institution, or other interested party, whether the
act and this part preempt state law relating to electronic fund transfers. Only state laws that are inconsistent
with the act and this part are preempted and then only to the extent of the inconsistency. A state law is not
inconsistent with the act and this part if it is more protective of consumers.

(2) Standards for determination. State law is inconsistent with the requirements of the act and this part if
it:
(i) Requires or permits a practice or act prohibited by the federal law;

(ii) Provides for consumer liability for unauthorized electronic fund transfers that exceeds the limits
imposed by the federal law;

(iii) Allows longer time periods than the federal law for investigating and correcting alleged errors, or
does not require the financial institution to credit the consumer’s account during an error investigation in
accordance with § 205.11(c)(2)(i); or

(iv) Requires initial disclosures, periodic statements, or receipts that are different in content from those
required by the federal law except to the extent that the disclosures relate to consumer rights granted by the
state law and not by the federal law.

(c) State exemptions—(1) General rule. Any state may apply for an exemption from the requirements of
the act or this part for any class of electronic fund transfers within the state. The Board shall grant an
exemption if it determines that:
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(i) Under state law the class of electronic fund transfers is subject to requirements substantially similar to
those imposed by the federal law; and

(ii) There is adequate provision for state enforcement.

(2) Exception. To assure that the federal and state courts continue to have concurrent jurisdiction, and to
aid in implementing the act:

(i) No exemption shall extend to the civil liability provisions of section 915 of the act; and

(ii) When the Board grants an exemption, the state law requirements shall constitute the requirements of
the federal law for purposes of section 915 of the act, except for state law requirements not imposed by the
federal law.

§205.13 Administrative enforcement; record retention.

(a) Enforcement by federal agencies. Compliance with this part is enforced by the agencies listed in
Appendix B of this part.

(b) Record retention. (1) Any person subject to the act and this part shall retain evidence of compliance
with the requirements imposed by the act and this part for a period of not less than two years from the date
disclosures are required to be made or action is required to be taken.

(2) Any person subject to the act and this part having actual notice that it is the subject of an investigation
or an enforcement proceeding by its enforcement agency, or having been served with notice of an action filed
under sections 910, 915, or 916(a) of the act, shall retain the records that pertain to the investigation, action,
or proceeding until final disposition of the matter unless an earlier time is allowed by court or agency order.

§205.14 Electronic fund transfer service provider not holding consumer’s account.

(a) Provider of electronic fund transfer service. A person that provides an electronic fund transfer service
to a consumer but that does not hold the consumer’s account is subject to all requirements of this part if the
person:

(1) Issues a debit card (or other access device) that the consumer can use to access the consumer’s account
held by a financial institution; and

(2) Has no agreement with the account-holding institution regarding such access.

(b) Compliance by service provider. In addition to the requirements generally applicable under this part,
the service provider shall comply with the following special rules:

(1) Disclosures and documentation. The service provider shall give the disclosures and documentation
required by § § 205.7, 205.8, and 205.9 that are within the purview of its relationship with the consumer. The
service provider need not furnish the periodic statement required by § 205.9(b) if the following conditions are
met:

(i) The debit card (or other access device) issued to the consumer bears the service provider’s name and
an address or telephone number for making inquiries or giving notice of error;

(ii) The consumer receives a notice concerning use of the debit card that is substantially similar to the
notice contained in Appendix A of this part;

(iii) The consumer receives, on or with the receipts required by §205.9(a), the address and telephone
number to be used for an inquiry, to give notice of an error, or to report the loss or theft of the debit card;

(iv) The service provider transmits to the account-holding institution the information specified in
§205.9(b)(1), in the format prescribed by the automated clearinghouse system used to clear the fund
transfers;

(v) The service provider extends the time period for notice of loss or theft of a debit card, set forth in
§205.6(b) (1) and (2), from two business days to four business days after the consumer learns of the loss or
theft; and extends the time periods for reporting unauthorized transfers or errors, set forth in § § 205.6(b)(3)
and 205.11(b)(1)(i), from 60 days to 90 days following the transmittal of a periodic statement by the account-
holding institution.
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(2) Error resolution. (i) The service provider shall extend by a reasonable time the period in which notice
of an error must be received, specified in §205.11(b)(1)(i), if a delay resulted from an initial attempt by the
consumer to notify the account-holding institution.

(ii) The service provider shall disclose to the consumer the date on which it initiates a transfer to effect a
provisional credit in accordance with § 205.11(c)(2)(ii).

(iii) If the service provider determines an error occurred, it shall transfer funds to or from the consumer’s
account, in the appropriate amount and within the applicable time period, in accordance with
§205.11(c)(2)(d).

(iv) If funds were provisionally credited and the service provider determines no error occurred, it may
reverse the credit. The service provider shall notify the account-holding institution of the period during which
the account-holding institution must honor debits to the account in accordance with § 205.11(d)(2)(ii). If an
overdraft results, the service provider shall promptly reimburse the account-holding institution in the amount
of the overdraft.

(c) Compliance by account-holding institution. The account-holding institution need not comply with the
requirements of the act and this part with respect to electronic fund transfers initiated through the service
provider except as follows:

(1) Documentation. The account-holding institution shall provide a periodic statement that describes
each electronic fund transfer initiated by the consumer with the access device issued by the service provider.
The account-holding institution has no liability for the failure to comply with this requirement if the service
provider did not provide the necessary information; and

(2) Error resolution. Upon request, the account-holding institution shall provide information or copies of
documents needed by the service provider to investigate errors or to furnish copies of documents to the
consumer. The account-holding institution shall also honor debits to the account in accordance with
§205.11(d)(2)(ii).

§205.15 Electronic fund transfer of government benefits.

(a) Government agency subject to regulation. (1) A government agency is deemed to be a financial
institution for purposes of the act and this part if directly or indirectly it issues an access device to a consumer
for use in initiating an electronic fund transfer of government benefits from an account, other than needs-
tested benefits in a program established under state or local law or administered by a state or local agency.
The agency shall comply with all applicable requirements of the act and this part, except as provided in this
section.

(2) For purposes of this section, the term account means an account established by a government agency
for distributing government benefits to a consumer electronically, such as through automated teller machines
or point-of-sale terminals, but does not include an account for distributing needs-tested benefits in a program
established under state or local law or administered by a state or local agency.

(b) Issuance of access devices. For purposes of this section, a consumer is deemed to request an access
device when the consumer applies for government benefits that the agency disburses or will disburse by
means of an electronic fund transfer. The agency shall verify the identity of the consumer receiving the device
by reasonable means before the device is activated.

(c) Alternative to periodic statement. A government agency need not furnish the periodic statement
required by § 205.9(b) if the agency makes available to the consumer:

(1) The consumer’s account balance, through a readily available telephone line and at a terminal (such as
by providing balance information at a balance-inquiry terminal or providing it, routinely or upon request, on
a terminal receipt at the time of an electronic fund transfer); and

(2) A written history of the consumer’s account transactions that is provided promptly in response to an
oral or written request and that covers at least 60 days preceding the date of a request by the consumer.

(d) Modified requirements. A government agency that does not furnish periodic statements, in accor-
dance with paragraph (c) of this section, shall comply with the following special rules:

(1) Initial disclosures. The agency shall modify the disclosures under § 205.7(b) by disclosing;:
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(i) Account balance. The means by which the consumer may obtain information concerning the account
balance, including a telephone number. The agency provides a notice substantially similar to the notice
contained in paragraph A-5 in Appendix A of this part.

(ii) Written account history. A summary of the consumer’s right to receive a written account history upon
request, in place of the periodic statement required by §205.7(b)(6), and the telephone number to call to
request an account history. This disclosure may be made by providing a notice substantially similar to the
notice contained in paragraph A-5 in Appendix A of this part.

(iii) Error resolution. A notice concerning error resolution that is substantially similar to the notice
contained in paragraph A-5 in Appendix A of this part, in place of the notice required by § 205.7(b)(10).

(2) Annual error resolution notice. The agency shall provide an annual notice concerning error resolution
that is substantially similar to the notice contained in paragraph A-5 in appendix A, in place of the notice
required by § 205.8(b).

(3) Limitations on liability. For purposes of §205.6(b)(3), regarding a 60-day period for reporting any
unauthorized transfer that appears on a periodic statement, the 60-day period shall begin with transmittal of a
written account history or other account information provided to the consumer under paragraph (c) of this
section.

(4) Error resolution. The agency shall comply with the requirements of § 205.11 in response to an oral or
written notice of an error from the consumer that is received no later than 60 days after the consumer obtains
the written account history or other account information, under paragraph (c) of this section, in which the
error is first reflected.

History: Sec. 205.15 as amended August 14, 1997, 62 FR 43467.
§205.16 Disclosures at automated teller machines.

(a) Definition. Automated teller machine operator means any person that operates an automated teller
machine at which a consumer initiates an electronic fund transfer or a balance inquiry and that does not hold
the account to or from which the transfer is made, or about which an inquiry is made.

(b) General. An automated teller machine operator that imposes a fee on a consumer for initiating an
electronic fund transfer or a balance inquiry shall:

(1) Provide notice that a fee will be imposed for providing electronic fund transfer services or a balance
inquiry; and

(2) Disclose the amount of the fee.
(c) Notice requirement. An automated teller machine operator must comply with the following;:

(1) On the machine. Post the notice required by paragraph (b)(l) of this section in a prominent and
conspicuous location on or at the automated teller machine; and

(2) Screen or paper notice. Provide the notice required by paragraphs (b)(1) and (b)(2) of this section
either by showing it on the screen of the automated teller machine or by providing it on paper, before the
consumer is committed to paying a fee.

(d) Temporary exemption. Through December 31, 2004, the notice requirement in paragraph (c)(2) of this
section does not apply to any automated teller machine that lacks the technical capability to provide such
information.

(e) Imposition of fee. An automated teller machine operator may impose a fee on a consumer for
initiating an electronic fund transfer or a balance inquiry only if

(1) The consumer is provided the notices required under paragraph (c) of this section, and
(2) The consumer elects to continue the transaction or inquiry after receiving such notices.

History: Sec. 205.16 added March 9, 2001, 66 FR 13409.
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§205.17 Requirements for electronic communication.

(a) Definition. Electronic communication means a message transmitted electronically between a financial
institution and a consumer in a format that allows visual text to be displayed on equipment, for example, a
personal computer monitor.

(b) General rule. In accordance with the Electronic Signatures in Global and National Commerce Act (the
E-Sign Act), 15 U.S.C. 7001 et seq., and the rules of this part, a financial institution may provide by electronic
communication any disclosure required by this part to be in writing.

(c) Address or location to receive electronic communication. A financial institution that uses electronic
communication to provide disclosures required by this part shall:

(1) Send the disclosure to the consumer’s electronic address; or
(2) Make the disclosure available at another location such as an Internet web site; and

(i) Alert the consumer of the disclosure’s availability by sending a notice to the consumer’s electronic
address (or to a postal address, at the financial institution’s option). The notice shall identify the account
involved and the address of the Internet web site or other location where the disclosure is available; and

(if) Make the disclosure available for at least 90 days from the date the disclosure first becomes available
or from the date of the notice alerting the consumer of the disclosure, whichever comes later.

(d) Redelivery. When a disclosure provided by electronic communication is returned to a financial
institution undelivered, the financial institution shall take reasonable steps to attempt redelivery using
information in its files.

(e) Persons other than financial institutions. Persons other than a financial institution that are required to
comply with this part may use electronic communication in accordance with the requirements of § 205.17, as
applicable.

History: Sec. 205.17 added by interim rule April 4, 2001, 66 FR 17786.
APPENDIX A—MODEL DISCLOSURE CLAUSES AND FORMS
A-1—Model clauses for unsolicited issuance (§205.5(b)(2))

(a) Accounts using cards. You cannot use the enclosed card to transfer money into or out of your account
until we have validated it. If you do not want to use the card, please (destroy it at once by cutting it in half).

[Financial institution may add validation instructions here.]

(b) Accounts using codes. You cannot use the enclosed code to transfer money into or out of your account
until we have validated it. If you do not want to use the code, please (destroy this notice at once).

[Financial institution may add validation instructions here.]
A-2—Model Clauses for Initial Disclosures (§205.7(b)(a))

(a) Consumer Liability (§ 205.7(b)(1)). (Tell us AT ONCE if you believe your [card] [code] has been lost or
stolen. Telephoning is the best way of keeping your possible losses down. You could lose all the money in
your account (plus your maximum overdraft line of credit). If you tell us within 2 business days, you can lose
no more than $50 if someone used your [card][code] without your permission. (If you believe your [card]
[code] has been lost or stolen, and you tell us within 2 business days after you learn of the loss or theft, you
can lose no more than $50 if someone used your [card] [code] without your permission.)

If you do NOT tell us within 2 business days after you learn of the loss or theft of your [card] [code], and
we can prove we could have stopped someone from using your [card] [code] without your permission if you
had told us, you could lose as much as $500.

Also, if your statement shows transfers that you did not make, tell us at once. If you do not tell us within
60 days after the statement was mailed to you, you may not get back any money you lost after the 60 days if
we can prove that we could have stopped someone from taking the money if you had told us in time.

If a good reason (such as a long trip or a hospital stay) kept you from telling us, we will extend the time
periods.
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(b) Contact in event of unauthorized transter (§ 205.7(b)(2)). If you believe your [card] [code] has been
lost or stolen or that someone has transferred or may transfer money from your account without your
permission, call:

[Telephone number]

or write:

[Name of person or office to be notified]
[Address]

(c) Business days (§ 205.7(b)(3)). For purposes of these disclosures, our business days are (Monday
through Friday) (Monday through Saturday) (any day including Saturdays and Sundays). Holidays are (not)
included.

(d) Transfer types and limitations (§ 205.7(b)(4))—(1) Account access. You may use your [card][code] to:
(i) Withdraw cash from your [checking] [or] [savings] account.

(if) Make deposits to your [checking] [or] [savings] account.

(iii) Transfer funds between your checking and savings accounts whenever you request.

(iv) Pay for purchases at places that have agreed to accept the [card] [code].

(v) Pay bills directly [by telephone] from your [checking] [or] [savings] account in the amounts and on the
days you request.

Some of these services may not be available at all terminals.

(2) Limitations on frequency of transfers.—(i) You may make only [insert number, e.g., 3] cash withdraw-
als from our terminals each [insert time period, e.g., week].

(i) You can use your telephone bill-payment service to pay [insert number] bills each [insert time period]
[telephone call].

(iii) You can use our point-of-sale transfer service for [insert number] transactions each [insert time
period].

(iv) For security reasons, there are limits on the number of transfers you can make using our [terminals]
[telephone bill-payment service] [point-of-sale transfer service].

(3) Limitations on dollar amounts of transfers—(i) You may withdraw up to [insert dollar amount] from
our terminals each [insert time period] time you use the [card] [code].

(ii) You may buy up to [insert dollar amount] worth of goods or services each [insert time period] time
you use the [card] [code] in our point-of-sale transfer service.

(e) Fees (§205.7(b)(5)—(1) Per transfer charge. We will charge you [insert dollar amount] for each
transfer you make using our [automated teller machines] [telephone bill-payment service] [point-of-sale
transfer service].

(2) Fixed charge. We will charge you [insert dollar amount] each [insert time period] for our [automated
teller machine service] [telephone bill-payment service] [point-of-sale transfer service].

(3) Average or minimum balance charge. We will only charge you for using our [automated teller
machines] [telephone bill-payment service] [point-of-sale transfer service] if the [average] [minimum] balance
in your [checking account] [savings account] [accounts] falls below [insert dollar amount]. If it does, we will
charge you [insert dollar amount] each [transfer] [insert time period].

(f) Confidentiality (§ 205.7(b)(9)). We will disclose information to third parties about your account or the
transfers you make:

(i) Where it is necessary for completing transfers, or

(ii) In order to verify the existence and condition of your account for a third party, such as a credit bureau
or merchant, or

(iii) In order to comply with government agency or court orders, or

(iv) If you give us your written permission.
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(g) Documentation (§ 205.7(b)(6))—(1) Terminal transfers. You can get a receipt at the time you make any
transfer to or from your account using one of our [automated teller machines] [or] [point-of-sale terminals].

(2) Preauthorized credits. If you have arranged to have direct deposits made to your account at least once
every 60 days from the same person or company, (we will let you know if the deposit is [not] made.) [the
person or company making the deposit will tell you every time they send us the money] [you can call us at
(insert telephone number) to find out whether or not the deposit has been made].

(3) Periodic statements. You will get a [monthly] [quarterly] account statement (unless there are no
transfers in a particular month. In any case you will get the statement at least quarterly).

(4) Passbook account where the only possible electronic fund transfers are preauthorized credits. If you
bring your passbook to us, we will record any electronic deposits that were made to your account since the
last time you brought in your passbook.

(h) Preauthorized payments (§205.7(b) (6), (7) and (8); § 205.10(d))—(1) Right to stop payment and
procedure for doing so. If you have told us in advance to make regular payments out of your account, you can
stop any of these payments. Here’s how:

Call us at [insert telephone number], or write us at [insert address], in time for us to receive your request 3
business days or more before the payment is scheduled to be made. If you call, we may also require you to
put your request in writing and get it to us within 14 days after you call. (We will charge you [insert amount]
for each stop-payment order you give.)

(2) Notice of varying amounts. If these regular payments may vary in amount, [we] [the person you are
going to pay] will tell you, 10 days before each payment, when it will be made and how much it will be. (You
may choose instead to get this notice only when the payment would differ by more than a certain amount
from the previous payment, or when the amount would fall outside certain limits that you set.)

(3) Liability for failure to stop payment of preauthorized transfer. If you order us to stop one of these
payments 3 business days or more before the transfer is scheduled, and we do not do so, we will be liable for
your losses or damages.

(i) Financial institution’s liability (§ 205.7(b)(8)). If we do not complete a transfer to or from your account
on time or in the correct amount according to our agreement with you, we will be liable for your losses or
damages. However, there are some exceptions. We will not be liable, for instance:

(1) If, through no fault of ours, you do not have enough money in your account to make the transfer.
(2) If the transfer would go over the credit limit on your overdraft line.
(3) If the automated teller machine where you are making the transfer does not have enough cash.

(4) If the [terminal] [system] was not working properly and you knew about the breakdown when you
started the transfer.

(5) If circumstances beyond our control (such as fire or flood) prevent the transfer, despite reasonable
precautions that we have taken.

(6) There may be other exceptions stated in our agreement with you.

(j) ATM fees (§ 205.7(b)(11)). When you use an ATM not owned by us, you may be charged a fee by the
ATM operator [or any network used] (and you may be charged a fee for a balance inquiry even if you do not
complete a fund transfer).

History: Appendix A-2 amended March 9, 2001, 66 FR 13409.
A-3—Model forms for error resolution notice (§ §205.7(b)(10) and 205.8(b))
(a) Initial and annual error resolution notice (§ § 205.7(b)(10) and 205.8(b))

In Case of Errors or Questions About Your Electronic Transfers, Telephone us at [insert telephone
number] or Write us at [insert address] as soon as you can, if you think your statement or receipt is wrong or if
you need more information about a transfer listed on the statement or receipt. We must hear from you no
later than 60 days after we sent the FIRST statement on which the problem or error appeared.

(1) Tell us your name and account number (if any).
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(2) Describe the error or the transfer you are unsure about, and explain as clearly as you can why you
believe it is an error or why you need more information.

(3) Tell us the dollar amount of the suspected error.

If you tell us orally, we may require that you send us your complaint or question in writing within 10
business days.

We will determine whether an error occurred within 10 business days after we hear from you and will
correct any error promptly. If we need more time, however, we may take up to 45 days to investigate your
complaint or question. If we decide to do this, we will credit your account within 10 business days for the
amount you think is in error, so that you will have the use of the money during the time it takes us to
complete our investigation. If we ask you to put your complaint or question in writing and we do not receive
it within 10 business days, we may not credit your account.

We will tell you the results within three business days after completing our investigation. If we decide
that there was no error, we will send you a written explanation.

You may ask for copies of the documents that we used in our investigation.
(b) Error resolution notice on periodic statements § 205.8(b)

In Case of Errors or Questions About Your Electronic Transfers, Telephone us at [insert telephone
number] or Write us at [insert address] as soon as you can, if you think your statement or receipt is wrong or if
you need more information about a transfer on the statement or receipt. We must hear from you no later than
60 days after we sent you the FIRST statement on which the error or problem appeared.

(1) Tell us your name and account number (if any).

(2) Describe the error or the transfer you are unsure about, and explain as clearly as you can why you
believe it is an error or why you need more information.

(3) Tell us the dollar amount of the suspected error.

We will investigate your complaint and will correct any error promptly. If we take more than 10 business
days to do this, we will credit your account for the amount you think is in error, so that you will have the use
of the money during the time it takes us to complete our investigation.

A-3—Model Forms for Error Resolution Notice (§ §205.7(b)(10) and 205.8(b))
(a) Initial and annual error resolution notice (§ § 205.7(b)(10) and 205.8(Db)).

In Case of Errors or Questions About Your Electronic Transfers Telephone us at [insert telephone
number| Write us at [insert address] [or E-mail us at [insert electronic mail address]] as soon as you can, if you
think your statement or receipt is wrong or if you need more information about a transfer listed on the
statement or receipt. We must hear from you no later than 60 days after we sent the FIRST statement on
which the problem or error appeared.

(1) Tell us your name and account number (if any).

(2) Describe the error or the transfer you are unsure about, and explain as clearly as you can why you
believe it is an error or why you need more information.

(3) Tell us the dollar amount of the suspected error.

If you tell us orally, we may require that you send us your complaint or question in writing within 10
business days.

We will determine whether an error occurred within 10 business days after we hear from you and will
correct any error promptly. If we need more time, however, we may take up to 45 days to investigate your
complaint or question. If we decide to do this, we will credit your account within 10 business days for the
amount you think is in error, so that you will have the use of the money during the time it takes us to
complete our investigation. If we ask you to put your complaint or question in writing and we do not receive
it within 10 business days, we may not credit your account.

For errors involving new accounts, point-of-sale, or foreign-initiated transactions, we may take up to 90
days to investigate your complaint or question. For new accounts, we may take up to 20 business days to
credit your account for the amount you think is in error.
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We will tell you the results within three business days after completing our investigation. If we decide
that there was no error, we will send you a written explanation. You may ask for copies of the documents that
we used in our investigation.

(b) Error resolution notice on periodic statements (§ 205.8(b)).

History: Appendix A-3 amended by interim rule April 4, 2001, 66 FR 17786.
A-4—Model form for service-providing institutions (§205.14(b)(1)(ii))
§205.15(b)(1)({i)

ALL QUESTIONS ABOUT TRANSACTIONS MADE WITH YOUR (NAME OF CARD) CARD MUST BE
DIRECTED TO US (NAME OF SERVICE PROVIDER), AND NOT TO THE BANK OR OTHER FINANCIAL
INSTITUTION WHERE YOU HAVE YOUR ACCOUNT. We are responsible for the [name of service] service
and for resolving any errors in transactions made with your [name of card] card.

We will not send you a periodic statement listing transactions that you make using your [name of card]
card. The transactions will appear only on the statement issued by your bank or other financial institution.
SAVE THE RECEIPTS YOU ARE GIVEN WHEN YOU USE YOUR [NAME OF CARD] CARD, AND CHECK
THEM AGAINST THE ACCOUNT STATEMENT YOU RECEIVE FROM YOUR BANK OR OTHER FINAN-
CIAL INSTITUTION. If you have any questions about one of these transactions, call or write us at [telephone
number and address] [the telephone number and address indicated below].

IF YOUR [NAME OF CARD] CARD IS LOST OR STOLEN, NOTIFY US AT ONCE by calling or writing
to us at [telephone number and address].

A-5—Model forms for government agencies (§205.15(d) (1) and (2))

(1) Disclosure by government agencies of information about obtaining account balances and account
histories § 205.15(d)(1) (i) and (ii)

You may obtain information about the amount of benefits you have remaining by calling [telephone
number]. That information is also available [on the receipt you get when you make a transfer with your card
at (an ATM) (a POS terminal)] [when you make a balance inquiry at an ATM][when you make a balance
inquiry at specified locations].

You also have the right to receive a written summary of transactions for the 60 days preceding your
request by calling [telephone number]. [Optional: Or you may request the summary by contacting your
caseworker.]

(2) Disclosure of error resolution procedures for government agencies that do not provide periodic
statements (§ 205.15 (d)(1)(iii) and (d)(2))

In Case of Errors or Questions About Your Electronic Transfers Telephone us at [telephone number]| or
Write us at [address] as soon as you can, if you think an error has occurred in your [EBT]lagency’s name for
program] account. We must hear from you no later than 60 days after you learn of the error. You will need to
tell us:

e Your name and [case] [file] number.
e Why you believe there is an error, and the dollar amount involved.
e Approximately when the error took place.

If you tell us orally, we may require that you send us your complaint or question in writing within 10
business days. We will generally complete our investigation within 10 business days and correct any error
promptly. In some cases, an investigation may take longer, but you will have the use of the funds in question
after the 10 business days. If we ask you to put your complaint or question in writing and we do not receive it
within 10 business days, we may not credit your account during the investigation.

For errors involving transactions at point-of-sale terminals in food stores, the periods referred to above
are 20 business days instead of 10 business days.

If we decide that there was no error, we will send you a written explanation within three business days
after we finish our investigation. You may ask for copies of the documents that we used in our investigation.
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If you need more information about our error resolution procedures, call us at [telephone number][the
telephone number shown above].

A-5—Model Forms for Government Agencies (§205.15(d)(1) and (2))

(a) Disclosure by government agencies of information about obtaining account balances and account
histories (§ 205.15(d)(1)(i) and (ii)).

You may obtain information about the amount of benefits you have remaining by calling [telephone
number]. That information is also available [on the receipt you get when you make a transfer with your card
at (an ATM)(a POS terminal)][when you make a balance inquiry at an ATM][when you make a balance
inquiry at specified locations].

You also have the right to receive a written summary of transactions for the 60 days preceding your
request by calling [telephone number]. [Optional: Or you may request the summary by contacting your
caseworker.]

(b) Disclosure of error resolution procedures for government agencies that do not provide periodic
statements (§ 205.15(d)(1)(iii) and (d)(2)).

In Case of Errors or Questions About Your Electronic Transfers Telephone us at [telephone number]
Write us at [insert address] [or E-mail us at [insert electronic mail address]] as soon as you can, if you think an
error has occurred in your [EBT][agency’s name for program] account. We must hear from you no later than 60
days after you learn of the error. You will need to tell us:

e Your name and [case] [file] number.
e Why you believe there is an error, and the dollar amount involved.
e Approximately when the error took place.

If you tell us orally, we may require that you send us your complaint or question in writing within 10
business days.

We will determine whether an error occurred within 10 business days after we hear from you and will
correct any error promptly. If we need more time, however, we may take up to 45 days to investigate your
complaint or question. If we decide to do this, we will credit your account within 10 business days for the
amount you think is in error, so that you will have the use of the money during the time it takes us to
complete our investigation. If we ask you to put your complaint or question in writing and we do not receive
it within 10 business days, we may not credit your account.

For errors involving new accounts, point-of-sale, or foreign-initiated transactions, we may take up to 90
days to investigate your complaint or question. For new accounts, we may take up to 20 business days to
credit your account for the amount you think is in error.

We will tell you the results within three business days after completing our investigation. If we decide
that there was no error, we will send you a written explanation. You may ask for copies of the documents that
we used in our investigation.

If you need more information about our error resolution procedures, call us at [telephone number][the
telephone number shown above].

History: Appendix A-5 as revised May 2, 1996 (mandatory compliance January 1, 1997), 61 FR 19662;
amended September 29, 1998, 63 FR 52115. Amended by interim rule April 4, 2001, 66 FR 17786.

APPENDIX B TO PART 205—FEDERAL ENFORCEMENT A GENCIES

The following list indicates which Federal agency enforces Regulation E (12 CFR part 205) for particular
classes of institutions. Any questions concerning compliance by a particular institution should be directed to
the appropriate enforcing agency. Terms that are not defined in the Federal Deposit Insurance Act (12 U.S.C.
1813(s)) shall have the meaning given to them in the International Banking Act of 1978 (12 U.S.C. 3101).

National banks, and Federal branches and Federal agencies of foreign banks

District office of the Office of the Comptroller of the Currency where the institution is located.
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State member banks, branches and agencies of foreign banks (other than Federal branches, Federal
agencies, and insured state branches of foreign banks), commercial lending companies owned or controlled
by foreign banks, and organizations operating under section 25 or 25(a) of the Federal Reserve Act

Federal Reserve Bank serving the District in which the institution is located.
Nonmember insured banks and insured state branches of foreign banks
Federal Deposit Insurance Corporation regional director for the region in which the institution is located.

Savings institutions insured under the Savings Association Insurance Fund of the FDIC and federally-
chartered savings banks insured under the Bank Insurance Fund of the FDIC (but not including state-
chartered savings banks insured under the Bank Insurance Fund)

Office of Thrift Supervision Regional Director for the region in which the institution is located.
Federal Credit Unions

Division of Consumer Affairs, National Credit Union Administration, 1775 Duke Street, Alexandria,
Virginia 22314-3428

Air Carriers

Assistant General Counsel for Aviation Enforcement and Proceedings, Department of Transportation,
400 Seventh Street, S.W., Washington, D.C. 20590.

Brokers and Dealers
Division of Market Regulation, Securities and Exchange Commission, Washington, D.C. 20549.

Retailers, Consumer Finance Companies, Certain Other Financial Institutions, and all others not covered
above

Federal Trade Commission, Electronic Fund Transfers, Washington, D.C. 20580.

History: Appendix B as added May 13, 1992; 57 FR 20399; revised effective May 2, 1996 (mandatory
compliance January 1, 1997), 61 FR 19662.

APPENDIX C TO PART 205—ISSUANCE OF STAFF INTERPRETATIONS
Official Staff Interpretations

Pursuant to section 915(d) of the act, the Board has designated the director and other officials of the
Division of Consumer and Community Affairs as officials “duly authorized” to issue, at their discretion,
official staff interpretations of this part. Except in unusual circumstances, such interpretations will not be
issued separately but will be incorporated in an official commentary to this part, which will be amended
periodically.

Requests for Issuance of Official Staff Interpretations

A request for an official staff interpretation shall be in writing and addressed to the Director, Division of
Consumer and Community Affairs, Board of Governors of the Federal Reserve System, Washington, D.C.
20551. The request shall contain a complete statement of all relevant facts concerning the issue, including
copies of all pertinent documents.

Scope of Interpretations

No staff interpretations will be issued approving financial institutions” forms or statements. This restric-
tion does not apply to forms or statements whose use is required or sanctioned by a government agency.

History: Appendix C as added effective May 2, 1996 (mandatory compliance January 1, 1997), 61 FR
19662.

Supplement I to Part 205—Official Staff Interpretations
Section 205.2—Definitions.
2(a) Access Device

1. Examples. The term access device includes debit cards, personal identification numbers (PINs),
telephone transfer and telephone bill payment codes, and other means that may be used by a consumer to
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initiate an electronic fund transfer (EFT) to or from a consumer account. The term does not include magnetic
tape or other devices used internally by a financial institution to initiate electronic transfers.

2. Checks used to capture information. The term “access device”” does not include a check or draft used to
capture the MICR (Magnetic Ink Character Recognition) encoding to initiate a one-time ACH debit. For
example, if a consumer authorizes a one-time ACH debit from the consumer’s account using a blank, partially
completed, or fully completed and signed check for the merchant to capture the routing, account, and serial
numbers to initiate the debit, the check is not an access device. (Although the check is not an access device
under Regulation E, the transaction is nonetheless covered by the regulation. See comment 3(b)-1(v).)

2(b) Account
1. Consumer asset account. The term consumer asset account includes:

i. Club accounts, such as vacation clubs. In many cases, however, these accounts are exempt from the
regulation under § 205.3(c)(5) because all electronic transfers to or from the account have been preauthorized
by the consumer and involve another account of the consumer at the same institution.

ii. A retail repurchase agreement (repo), which is a loan made to a financial institution by a consumer that
is collateralized by government or government-insured securities.

2. Examples of accounts not covered by Regulation E (12 CFR part 205) include:

i. Profit-sharing and pension accounts established under a trust agreement, which are exempt under
§205.2(b)(2).

ii. Escrow accounts, such as those established to ensure payment of items such as real estate taxes,
insurance premiums, or completion of repairs or improvements.

iii. Accounts for accumulating funds to purchase U.S. savings bonds.
Paragraph 2(b)(2)

1. Bona fide trust agreements. The term bona fide trust agreement is not defined by the act or regulation;
therefore, financial institutions must look to state or other applicable law for interpretation.

2. Custodial agreements. An account held under a custodial agreement that qualifies as a trust under the
Internal Revenue Code, such as an individual retirement account, is considered to be held under a trust
agreement for purposes of Regulation E.

2(d) Business Day

1. Duration. A business day includes the entire 24-hour period ending at midnight, and a notice required
by the regulation is effective even if given outside normal business hours. The regulation does not require,
however, that a financial institution make telephone lines available on a 24-hour basis.

2. Substantially all business functions. ““Substantially all business functions” include both the public and
the back-office operations of the institution. For example, if the offices of an institution are open on Saturdays
for handling some consumer transactions (such as deposits, withdrawals, and other teller transactions), but
not for performing internal functions (such as investigating account errors), then Saturday is not a business
day for that institution. In this case, Saturday does not count toward the business-day standard set by the
regulation for reporting lost or stolen access devices, resolving errors, etc.

3. Short hours. A financial institution may determine, at its election, whether an abbreviated day is a
business day. For example, if an institution engages in substantially all business functions until noon on
Saturdays instead of its usual 3:00 p.m. closing, it may consider Saturday a business day.

4. Telephone line. If a financial institution makes a telephone line available on Sundays for reporting the
loss or theft of an access device, but performs no other business functions, Sunday is not a business day under
the “substantially all business functions” standard.

2(h) Electronic Terminal

1. Point-of-sale (POS) payments initiated by telephone. Because the term electronic terminal excludes a
telephone operated by a consumer, a financial institution need not provide a terminal receipt when:

i. A consumer uses a debit card at a public telephone to pay for the call.
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ii. A consumer initiates a transfer by a means analogous in function to a telephone, such as by home
banking equipment or a facsimile machine.

2. POS terminals. A POS terminal that captures data electronically, for debiting or crediting to a
consumer’s asset account, is an electronic terminal for purposes of Regulation E even if no access device is
used to initiate the transaction. (See § 205.9 for receipt requirements.)

3. Teller-operated terminals. A terminal or other computer equipment operated by an employee of a
financial institution is not an electronic terminal for purposes of the regulation. However, transfers initiated at
such terminals by means of a consumer’s access device (using the consumer’s PIN, for example) are EFTs and
are subject to other requirements of the regulation. If an access device is used only for identification purposes
or for determining the account balance, the transfers are not EFTs for purposes of the regulation.

2(k) Preauthorized Electronic Fund Transfer

1. Advance authorization. A ““preauthorized electronic fund transfer”” under Regulation E is one author-
ized by the consumer in advance of a transfer that will take place on a recurring basis, at substantially regular
intervals, and will require no further action by the consumer to initiate the transfer. In a bill-payment system,
for example, if the consumer authorizes a financial institution to make monthly payments to a payee by
means of EFTs, and the payments take place without further action by the consumer, the payments are
preauthorized EFTs. In contrast, if the consumer must take action each month to initiate a payment (such as
by entering instructions on a touch-tone telephone or home computer), the payments are not preauthorized
EFTs.

2(m) Unauthorized Electronic Fund Transfer

1. Transfer by institution’s employee. A consumer has no liability for erroneous or fraudulent transfers
initiated by an employee of a financial institution.

2. Authority. If a consumer furnishes an access device and grants authority to make transfers to a person
(such as a family member or co-worker) who exceeds the authority given, the consumer is fully liable for the
transfers unless the consumer has notified the financial institution that transfers by that person are no longer
authorized.

3. Access device obtained through robbery or fraud. An unauthorized EFT includes a transfer initiated by
a person who obtained the access device from the consumer through fraud or robbery.

4. Forced initiation. An EFT at an automated teller machine (ATM) is an unauthorized transfer if the
consumer has been induced by force to initiate the transfer.

5. Reversal of direct deposits. The reversal of a direct deposit made in error is not an unauthorized EFT
when it involves:

i. A credit made to the wrong consumer’s account;
ii. A duplicate credit made to a consumer’s account; or

iii. A credit in the wrong amount (for example, when the amount credited to the consumer’s account
differs from the amount in the transmittal instructions).

Section 205.3—Coverage
3(a) General

1. Accounts covered. The requirements of the regulation apply only to an account for which an
agreement for EFT services to or from the account has been entered into between:

i. The consumer and the financial institution (including an account for which an access device has been
issued to the consumer, for example);

ii. The consumer and a third party (for preauthorized debits or credits, for example), when the account-
holding institution has received notice of the agreement and the fund transfers have begun.

2. Automated clearing house (ACH) membership. The fact that membership in an ACH requires a
financial institution to accept EFTs to accounts at the institution does not make every account of that
institution subject to the regulation.
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3. Foreign applicability. Regulation E applies to all persons (including branches and other offices of
foreign banks located in the United States) that offer EFT services to residents of any state, including resident
aliens. It covers any account located in the United States through which EFTs are offered to a resident of a
state. This is the case whether or not a particular transfer takes place in the United States and whether or not
the financial institution is chartered in the United States or a foreign country. The regulation does not apply to
a foreign branch of a U.S. bank unless the EFT services are offered in connection with an account in a state as
defined in § 205.2(1).

3(b) Electronic Fund Transfer
1. Fund transfers covered. The term electronic fund transfer includes:

i. A deposit made at an ATM or other electronic terminal (including a deposit in cash or by check)
provided a specific agreement exists between the financial institution and the consumer for EFTs to or from
the account to which the deposit is made.

ii. A transfer sent via ACH. For example, social security benefits under the U.S. Treasury’s direct-deposit
program are covered, even if the listing of payees and payment amounts reaches the account-holding
institution by means of a computer printout from a correspondent bank.

iii. A preauthorized transfer credited or debited to an account in accordance with instructions contained
on magnetic tape, even if the financial institution holding the account sends or receives a composite check.

iv. A transfer from the consumer’s account resulting from a debit-card transaction at a merchant location,
even if no electronic terminal is involved at the time of the transaction, if the consumer’s asset account is
subsequently debited for the amount of the transfer.

v. A transfer via ACH where a consumer has provided a check to enable the merchant or other payee to
capture the routing, account, and serial numbers to initiate the transfer, whether the check is blank, partially
completed, or fully completed and signed; whether the check is presented at POS or is mailed to a merchant
or other payee or lockbox and later converted to an EFT; or whether the check is retained by the consumer,
the merchant or other payee, or the payee’s financial institution.

vi. A payment made by a bill payer under a bill-payment service available to a consumer via computer or
other electronic means, unless the terms of the bill-payment service explicitly state that all payments, or all
payments to a particular payee or payees, will be solely by check, draft, or similar paper instrument drawn on
the consumer’s account, and the payee or payees that will be paid in this manner are identified to the
consumer.

2. Fund transfers not covered. The term electronic fund transfer does not include:

i. A payment that does not debit or credit a consumer asset account, such as a payroll allotment to a
creditor to repay a credit extension (which is deducted from salary).

ii. A payment made in currency by a consumer to another person at an electronic terminal.

iii. A preauthorized check drawn by the financial institution on the consumer’s account (such as an
interest or other recurring payment to the consumer or another party), even if the check is computer-
generated.

3. Authorization of one-time EFT initiated using MICR encoding on a check. A consumer authorizes a
one-time EFT (in providing a check to a merchant or other payee for the MICR encoding), where the
consumer receives notice that the transaction will be processed as an EFT and completes the transaction.
Examples of notice include, but are not limited to, signage at POS and written statements.

3(c) Exclusions From Coverage

Paragraph 3(c)(1)—Checks

1. Re-presented checks. The electronic re-presentment of a returned check is not covered by Regulation E
because the transaction originated by check. Regulation E does apply, however, to any fee authorized by the
consumer to be debited electronically from the consumer’s account because the check was returned for

insufficient funds. Authorization occurs where the consumer has received notice that a fee imposed for
returned checks will be debited electronically from the consumer’s account.

2. Check used to capture information for a one-time EFT. See comment 3(b)-1(v).
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Paragraph 3(c)(2)—Check Guarantee or Authorization

1. Memo posting. Under a check guarantee or check authorization service, debiting of the consumer’s
account occurs when the check or draft is presented for payment. These services are exempt from coverage,
even when a temporary hold on the account is memo-posted electronically at the time of authorization.

Paragraph 3(c)(3)—Wire or Other Similar Transfers

1. Fedwire and ACH. If a financial institution makes a fund transfer to a consumer’s account after
receiving funds through Fedwire or a similar network, the transfer by ACH is covered by the regulation even
though the Fedwire or network transfer is exempt.

2. Article 4A. Financial institutions that offer telephone-initiated Fedwire payments are subject to the
requirements of UCC section 4A-202, which encourages verification of Fedwire payment orders pursuant to a
security procedure established by agreement between the consumer and the receiving bank. These transfers
are not subject to Regulation E and the agreement is not considered a telephone plan if the service is offered
separately from a telephone bill-payment or other prearranged plan subject to Regulation E. The Board’s
Regulation ] (12 CFR part 210) specifies the rules applicable to funds handled by Federal Reserve Banks. To
ensure that the rules for all fund transfers through Fedwire are consistent, the Board used its preemptive
authority under UCC section 4A-107 to determine that subpart B of Regulation ] (12 CFR part 210), including
the provisions of Article 4A, applies to all fund transfers through Fedwire, even if a portion of the fund
transfer is governed by the EFTA. The portion of the fund transfer that is governed by the EFTA is not
governed by subpart B of Regulation J (12 CFR part 210).

3. Similar fund transfer systems. Fund transfer systems that are similar to Fedwire include the Clearing
House Interbank Payments System (CHIPS), Society for Worldwide Interbank Financial Telecommunication
(SWIFT), Telex, and transfers made on the books of correspondent banks.

Paragraph 3(c)(4)—Securities and Commodities Transfers

1. Coverage. The securities exemption applies to securities and commodities that may be sold by a
registered broker-dealer or futures commission merchant, even when the security or commodity itself is not
regulated by the Securities and Exchange Commission or the Commodity Futures Trading Commission.

2. Example of exempt transfer. The exemption applies to a transfer involving a transfer initiated by a
telephone order to a stockbroker to buy or sell securities or to exercise a margin call.

3. Examples of nonexempt transfers. The exemption does not apply to a transfer involving:

i. A debit card or other access device that accesses a securities or commodities account such as a money
market mutual fund and that the consumer uses for purchasing goods or services or for obtaining cash.

ii. A payment of interest or dividends into the consumer’s account (for example, from a brokerage firm or
from a Federal Reserve Bank for government securities).

Paragraph 3(c)(5)—Automatic Transfers by Account-Holding Institution
1. Automatic transters exempted. The exemption applies to:

i. Electronic debits or credits to consumer accounts for check charges, stop-payment charges, NSF
charges, overdraft charges, provisional credits, error adjustments, and similar items that are initiated automat-
ically on the occurrence of certain events.

ii. Debits to consumer accounts for group insurance available only through the financial institution and
payable only by means of an aggregate payment from the institution to the insurer.

iii. EFTs between a thrift institution and its paired commercial bank in the state of Rhode Island, which
are deemed under state law to be intra-institutional.

iv. Automatic transfers between a consumer’s accounts within the same financial institution, even if the
account holders on the two accounts are not identical.

2. Automatic transfers not exempted. Transfers between accounts of the consumer at affiliated institu-
tions (such as between a bank and its subsidiary or within a holding company) are not intra-institutional
transfers, and thus do not qualify for the exemption.

Paragraph 3(c)(6)—Telephone-Initiated Transfers
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1. Written plan or agreement. A transfer that the consumer initiates by telephone is covered by
Regulation E if the transfer is made under a written plan or agreement between the consumer and the
financial institution making the transfer. A written statement available to the public or to account holders that
describes a service allowing a consumer to initiate transfers by telephone constitutes a plan—for example, a
brochure, or material included with periodic statements. The following, however, do not by themselves
constitute a written plan or agreement:

i. A hold-harmless agreement on a signature card that protects the institution if the consumer requests a
transfer.

ii. A legend on a signature card, periodic statement, or passbook that limits the number of telephone-
initiated transfers the consumer can make from a savings account because of reserve requirements under
Regulation D (12 CFR part 204).

ili. An agreement permitting the consumer to approve by telephone the rollover of funds at the maturity
of an instrument.

2. Examples of covered transfers. When a written plan or agreement has been entered into, a transfer
initiated by a telephone call from a consumer is covered even though:

i. An employee of the financial institution completes the transfer manually (for example, by means of a
debit memo or deposit slip).

ii. The consumer is required to make a separate request for each transfer.
iii. The consumer uses the plan infrequently.
iv. The consumer initiates the transfer via a facsimile machine.

v. The consumer initiates the transfer using a financial institution’s audio-response or voice-response
telephone system.

Paragraph 3(c)(7)—Small Institutions

1. Coverage. This exemption is limited to preauthorized transfers; institutions that offer other EFTs must
comply with the applicable sections of the regulation as to such services. The preauthorized transfers remain
subject to sections 913, 915, and 916 of the act and §205.10(e), and are therefore exempt from UCC Article
4A.

Section 205.4—General Disclosure Requirements; Jointly Offered Services
4(a) Form of Disclosures

1. General. Although no particular rules govern type size, number of pages, or the relative conspicuous-
ness of various terms, the disclosures must be in a clear and readily understandable written form that the
consumer may retain. Numbers or codes are considered readily understandable if explained elsewhere on the
disclosure form.

2. Foreign language disclosures. Disclosures may be made in languages other than English, provided they
are available in English upon request.

Section 205.5—Issuance of Access Devices

1. Coverage. The provisions of this section limit the circumstances under which a financial institution
may issue an access device to a consumer. Making an additional account accessible through an existing access
device is equivalent to issuing an access device and is subject to the limitations of this section.

5(a) Solicited Issuance
Paragraph 5(a)(1)

1. Joint account. For a joint account, a financial institution may issue an access device to each account
holder if the requesting holder specifically authorizes the issuance.

2. Permissible forms of request. The request for an access device may be written or oral (for example, in
response to a telephone solicitation by a card issuer).

Paragraph 5(a)(2)
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1. One-for-one rule. In issuing a renewal or substitute access device, a financial institution may not
provide additional devices. For example, only one new card and PIN may replace a card and PIN previously
issued. If the replacement device permits either additional or fewer types of electronic fund transfer services, a
change-in-terms notice or new disclosures are required.

2. Renewal or substitution by a successor institution. A successor institution is an entity that replaces the
original financial institution (for example, following a corporate merger or acquisition) or that acquires
accounts or assumes the operation of an EFT system.

5(b) Unsolicited Issuance

1. Compliance. A financial institution may issue an unsolicited access device (such as the combination of
a debit card and PIN) if the institution’s ATM system has been programmed not to accept the access device
until after the consumer requests and the institution validates the device. Merely instructing a consumer not
to use an unsolicited debit card and PIN until after the institution verifies the consumer’s identity does not
comply with the regulation.

2. PINS. A financial institution may impose no liability on a consumer for unauthorized transfers
involving an unsolicited access device until the device becomes an “accepted access device” under the
regulation. A card and PIN combination may be treated as an accepted access device once the consumer has
used it to make a transfer.

3. Functions of PIN. If an institution issues a PIN at the consumer’s request, the issuance may constitute
both a way of validating the debit card and the means to identify the consumer (required as a condition of
imposing liability for unauthorized transfers).

4. Verification of identity. To verify the consumer’s identity, a financial institution may use any
reasonable means, such as a photograph, fingerprint, personal visit, signature comparison, or personal
information about the consumer. However, even if reasonable means were used, if an institution fails to
verify correctly the consumer’s identity and an imposter succeeds in having the device validated, the
consumer is not liable for any unauthorized transfers from the account.

Section 205.6—Liability of Consumer for Unauthorized Transfers
6(a) Conditions for Liability

1. Means of identification. A financial institution may use various means for identifying the consumer to
whom the access device is issued, including but not limited to:

i. Electronic or mechanical confirmation (such as a PIN).
ii. Comparison of the consumer’s signature, fingerprint, or photograph.

2. Multiple users. When more than one access device is issued for an account, the financial institution
may, but need not, provide a separate means to identify each user of the account.

6(b) Limitations on Amount of Liability

1. Application of liability provisions. There are three possible tiers of consumer liability for unauthorized
EFTs depending on the situation. A consumer may be liable for (1) up to $50; (2) up to $500; or (3) an
unlimited amount depending on when the unauthorized EFT occurs. More than one tier may apply to a given
situation because each corresponds to a different (sometimes overlapping) time period or set of conditions.

2. Consumer negligence. Negligence by the consumer cannot be used as the basis for imposing greater
liability than is permissible under Regulation E. Thus, consumer behavior that may constitute negligence
under state law, such as writing the PIN on a debit card or on a piece of paper kept with the card, does not
affect the consumer’s liability for unauthorized transfers. (However, refer to comment 2(m)-2 regarding
termination of the authority of given by the consumer to another person.)

3. Limits on liability. The extent of the consumer’s liability is determined solely by the consumer’s
promptness in reporting the loss or theft of an access device. Similarly, no agreement between the consumer
and an institution may impose greater liability on the consumer for an unauthorized transfer than the limits
provided in Regulation E.
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Paragraph 6(b)(1)—Timely Notice Given

1. $50 limit applies. The basic liability limit is $50. For example, the consumer’s card is lost or stolen on
Monday and the consumer learns of the loss or theft on Wednesday. If the consumer notifies the financial
institution within two business days of learning of the loss or theft (by midnight Friday), the consumer’s
liability is limited to $50 or the amount of the unauthorized transfers that occurred before notification,
whichever is less.

2. Knowledge of loss or theft of access device. The fact that a consumer has received a periodic statement
that reflects unauthorized transfers may be a factor in determining whether the consumer had knowledge of
the loss or theft, but cannot be deemed to represent conclusive evidence that the consumer had such
knowledge.

3. Two-business-day rule. The two-business-day period does not include the day the consumer learns of
the loss or theft or any day that is not a business day. The rule is calculated based on two 24-hour periods,
without regard to the financial institution’s business hours or the time of day that the consumer learns of the
loss or theft. For example, a consumer learns of the loss or theft at 6 p.m. on Friday. Assuming that Saturday
is a business day and Sunday is not, the two-business-day period begins on Saturday and expires at 11:59
p-m. on Monday, not at the end of the financial institution’s business day on Monday.

Paragraph 6(b)(2)—Timely Notice Not Given

1. $500 limit applies. The second tier of liability is $500. For example, the consumer’s card is stolen on
Monday and the consumer learns of the theft that same day. The consumer reports the theft on Friday. The
$500 limit applies because the consumer failed to notify the financial institution within two business days of
learning of the theft (which would have been by midnight Wednesday). How much the consumer is actually
liable for, however, depends on when the unauthorized transfers take place. In this example, assume a $100
unauthorized transfer was made on Tuesday and a $600 unauthorized transfer on Thursday. Because the
consumer is liable for the amount of the loss that occurs within the first two business days (but no more than
$50), plus the amount of the unauthorized transfers that occurs after the first two business days and before
the consumer gives notice, the consumer’s total liability is $500 ($50 of the $100 transfer plus $450 of the
$600 transfer, in this example). But if $600 was taken on Tuesday and $100 on Thursday, the consumer’s
maximum liability would be $150 ($50 of the $600 plus $100).

Paragraph 6(b)(3)—Periodic Statement; Timely Notice Not Given

1. Unlimited liability applies. The standard of unlimited liability applies if unauthorized transfers appear
on a periodic statement, and may apply in conjunction with the first two tiers of liability. If a periodic
statement shows an unauthorized transfer made with a lost or stolen debit card, the consumer must notify the
financial institution within 60 calendar days after the periodic statement was sent; otherwise, the consumer
faces unlimited liability for all unauthorized transfers made after the 60-day period. The consumer’s liability
for unauthorized transfers before the statement is sent, and up to 60 days following, is determined based on
the first two tiers of liability: up to $50 if the consumer notifies the financial institution within two business
days of learning of the loss or theft of the card and up to $500 if the consumer notifies the institution after two
business days of learning of the loss or theft.

2. Transfers not involving access device. The first two tiers of liability do not apply to unauthorized
transfers from a consumer’s account made without an access device. If, however, the consumer fails to report
such unauthorized transfers within 60 calendar days of the financial institution’s transmittal of the periodic
statement, the consumer may be liable for any transfers occurring after the close of the 60 days and before
notice is given to the institution. For example, a consumer’s account is electronically debited for $200 without
the consumer’s authorization and by means other than the consumer’s access device. If the consumer notifies
the institution within 60 days of the transmittal of the periodic statement that shows the unauthorized
transfer, the consumer has no liability. However, if in addition to the $200, the consumer’s account is debited
for a $400 unauthorized transfer on the 61st day and the consumer fails to notify the institution of the first
unauthorized transfer until the 62nd day, the consumer may be liable for the full $400.

Paragraph 6(b)(4)—Extension of Time Limits

1. Extenuating circumstances. Examples of circumstances that require extension of the notification
periods under this section include the consumer’s extended travel or hospitalization.
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Paragraph 6(b)(5)—Notice to Financial Institution

1. Receipt of notice. A financial institution is considered to have received notice for purposes of limiting
the consumer’s liability if notice is given in a reasonable manner, even if the consumer notifies the institution
but uses an address or telephone number other than the one specified by the institution.

2. Notice by third party. Notice to a financial institution by a person acting on the consumer’s behalf is
considered valid under this section. For example, if a consumer is hospitalized and unable to report the loss or
theft of an access device, notice is considered given when someone acting on the consumer’s behalf notifies
the bank of the loss or theft. A financial institution may require appropriate documentation from the person
representing the consumer to establish that the person is acting on the consumer’s behalf.

3. Content of notice. Notice to a financial institution is considered given when a consumer takes
reasonable steps to provide the institution with the pertinent account information. Even when the consumer
is unable to provide the account number or the card number in reporting a lost or stolen access device or an
unauthorized transfer, the notice effectively limits the consumer’s liability if the consumer otherwise identi-
fies sufficiently the account in question. For example, the consumer may identify the account by the name on
the account and the type of account in question.

Section 205.7—Initial Disclosures
7(a) Timing of Disclosures

1. Early disclosures. Disclosures given by a financial institution earlier than the regulation requires (for
example, when the consumer opens a checking account) need not be repeated when the consumer later enters
into an agreement with a third party who will initiate preauthorized transfers to or from the consumer’s
account, unless the terms and conditions differ from those that the institution previously disclosed. On the
other hand, if an agreement is directly between the consumer and the account-holding institution, disclosures
must be given in close proximity to the event requiring disclosure, for example, when the consumer contracts
for a new service.

2. Lack of advance notice of a transfer. Where a consumer authorizes a third party to debit or credit the
consumer’s account, an account-holding institution that has not received advance notice of the transfer or
transfers must provide the required disclosures as soon as reasonably possible after the first debit or credit is
made, unless the institution has previously given the disclosures.

3. Addition of new accounts. If a consumer opens a new account permitting EFTs at a financial
institution, and the consumer already has received Regulation E disclosures for another account at that
institution, the institution need only disclose terms and conditions that differ from those previously given.

4. Addition of EFT services. If an EFT service is added to a consumer’s account and is subject to terms and
conditions different from those described in the initial disclosures, disclosures for the new service are
required. The disclosures must be provided when the consumer contracts for the new service or before the
first EFT is made using the new service.

5. Addition of service in interchange systems. If a financial institution joins an interchange or shared
network system (which provides access to terminals operated by other institutions), disclosures are required
for additional EFT services not previously available to consumers if the terms and conditions differ from those
previously disclosed.

6. Disclosures covering all EFT services offered. An institution may provide disclosures covering all EFT
services that it offers, even if some consumers have not arranged to use all services.

7(b) Content of Disclosures
Paragraph 7(b)(1)—Liability of Consumer

1. No liability imposed by financial institution. If a financial institution chooses to impose zero liability
for unauthorized EFTs, it need not provide the liability disclosures. If the institution later decides to impose
liability, however, it must first provide the disclosures.

2. Preauthorized transfers. If the only EFTs from an account are preauthorized transfers, liability could
arise if the consumer fails to report unauthorized transfers reflected on a periodic statement. To impose such
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liability on the consumer, the institution must have disclosed the potential liability and the telephone number
and address for reporting unauthorized transfers.

3. Additional information. At the institution’s option, the summary of the consumer’s liability may
include advice on promptly reporting unauthorized transfers or the loss or theft of the access device.

Paragraph 7(b)(2)—Telephone Number and Address

1. Disclosure of telephone numbers. An institution may use the same or different telephone numbers in
the disclosures for the purpose of:

i. Reporting the loss or theft of an access device or possible unauthorized transfers;
ii. Inquiring about the receipt of a preauthorized credit;

iii. Stopping payment of a preauthorized debit;

iv. Giving notice of an error.

2. Location of telephone number. The telephone number need not be incorporated into the text of the
disclosure; for example, the institution may instead insert a reference to a telephone number that is readily
available to the consumer, such as “Call your branch office. The number is shown on your periodic
statement.” However, an institution must provide a specific telephone number and address, on or with the
disclosure statement, for reporting a lost or stolen access device or a possible unauthorized transfer.

Paragraph 7(b)(4)—Types of Transfers; Limitations

1. Security limitations. Information about limitations on the frequency and dollar amount of transfers
generally must be disclosed in detail, even if related to security aspects of the system. If the confidentiality of
certain details is essential to the security of an account or system, these details may be withheld (but the fact
that limitations exist must still be disclosed). For example, an institution limits cash ATM withdrawals to $100
per day. The institution may disclose that daily withdrawal limitations apply and need not disclose that the
limitations may not always be in force (such as during periods when its ATMs are off-line).

2. Restrictions on certain deposit accounts. A limitation on account activity that restricts the consumer’s
ability to make EFTs must be disclosed even if the restriction also applies to transfers made by nonelectronic
means. For example, Regulation D (12 CFR Part 204) restricts the number of payments to third parties that
may be made from a money market deposit account; an institution that does not execute fund transfers in
excess of those limits must disclose the restriction as a limitation on the frequency of EFTs.

3. Preauthorized transfers. Financial institutions are not required to list preauthorized transfers among
the types of transfers that a consumer can make.

Paragraph 7(b)(5)—Fees

1. Disclosure of EFT fees. An institution is required to disclose all fees for EFTs or the right to make them.
Others fees (for example, minimum-balance fees, stop-payment fees, or account overdrafts) may, but need
not, be disclosed (but see Regulation DD, 12 CER Part 230. An institution is not required to disclose fees for
inquiries made at an ATM since no transfer of funds is involved.

2. Fees also applicable to non-EFT. A per-item fee for EFTs must be disclosed even if the same fee is
imposed on nonelectronic transfers. If a per-item fee is imposed only under certain conditions, such as when
the transactions in the cycle exceed a certain number, those conditions must be disclosed. Itemization of the
various fees may be provided on the disclosure statement or on an accompanying document that is referenced
in the statement.

3. Interchange system fees. Fees paid by the account-holding institution to the operator of a shared or
interchange ATM system need not be disclosed, unless they are imposed on the consumer by the account-
holding institution. Fees for use of an ATM that are debited directly from the consumer’s account by an
institution other than the account-holding institution (for example, fees included in the transfer amount) need
not be disclosed. (See § 205.7(b)(11) for the general notice requirement regarding fees that may be imposed by
ATM operators and by a network used to complete the transfer.)

Paragraph 7(b)(9)—Confidentiality
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1. Information provided to third parties. An institution must describe the circumstances under which any
information relating to an account to or from which EFTs are permitted will be made available to third parties,
not just information concerning those EFTs. The term “third parties” includes affiliates such as other
subsidiaries of the same holding company.

Paragraph 7(b)(10)—Error Resolution

1. Substantially similar. The error resolution notice must be substantially similar to the model form in
appendix A of part 205. An institution may use different wording so long as the substance of the notice
remains the same, may delete inapplicable provisions (for example, the requirement for written confirmation
of an oral notification), and may substitute substantive state law requirements affording greater consumer
protection than Regulation E.

2. Extended time-period for certain transactions. To take advantage of the longer time periods for
resolving errors under §205.11(c)(3) (for new accounts as defined in Regulation CC (12 CFR part 229),
transfers initiated outside the United States, or transfers resulting from POS debit-card transactions), a
financial institution must have disclosed these longer time periods. Similarly, an institution that relies on the
exception from provisional crediting in § 205.11(c)(2) for accounts subject to Regulation T (12 CER part 220)
must have disclosed accordingly.

Section 205.8—Change-in-Terms Notice; Error Resolution Notice
8(a) Change-in-Terms Notice

1. Form of notice. No specific form or wording is required for a change-in-terms notice. The notice may
appear on a periodic statement, or may be given by sending a copy of a revised disclosure statement,
provided attention is directed to the change (for example, in a cover letter referencing the changed term).

2. Changes not requiring notice. The following changes do not require disclosure:
i. Closing some of an institution’s ATMs;
ii. Cancellation of an access device.

3. Limitations on transfers. When the initial disclosures omit details about limitations because secrecy is
essential to the security of the account or system, a subsequent increase in those limitations need not be
disclosed if secrecy is still essential. If, however, an institution had no limits in place when the initial
disclosures were given and now wishes to impose limits for the first time, it must disclose at least the fact that
limits have been adopted. (See also § 205.7(b)(4) and the related commentary.)

4. Change in telephone number or address. When a financial institution changes the telephone number
or address used for reporting possible unauthorized transfers, a change-in-terms notice is required only if the
institution will impose liability on the consumer for unauthorized transfers under § 205.6. (See also § 205.6(a)
and the related commentary.)

8(b) Error Resolution Notice

1. Change between annual and periodic notice. If an institution switches from an annual to a periodic
notice, or vice versa, the first notice under the new method must be sent no later than 12 months after the last
notice sent under the old method.

2. Exception for new accounts. For new accounts, disclosure of the longer error resolution time periods
under § 205.11(c)(3) is not required in the annual error resolution notice or in the notice that may be provided
with each periodic statement as an alternative to the annual notice.

Section 205.9—Receipts at Electronic Terminals; Periodic Statements
9(a) Receipts at Electronic Terminals

2. Third party providing receipt. An account-holding institution may make terminal receipts available
through third parties such as merchants or other financial institutions.

3. Inclusion of promotional material. A financial institution may include promotional material on receipts
if the required information is set forth clearly (for example, by separating it from the promotional material). In
addition, a consumer may not be required to surrender the receipt or that portion containing the required
disclosures in order to take advantage of a promotion.
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4. Transfer not completed. The receipt requirement does not apply to a transfer that is initiated but not
completed (for example, if the ATM is out of currency or the consumer decides not to complete the transfer).

5. Receipts not furnished due to inadvertent error. If a receipt is not provided to the consumer because of
a bona fide unintentional error, such as when a terminal runs out of paper or the mechanism jams, no
violation results if the financial institution maintains procedures reasonably adapted to avoid such
occurrences.

6. Multiple transfers. If the consumer makes multiple transfers at the same time, the financial institution
may document them on a single or on separate receipts.

Paragraph 9(a)(1)—Amount

1. Disclosure of transaction fee. The required display of a fee amount on or at the terminal may be
accomplished by displaying the fee on a sign at the terminal or on the terminal screen for a reasonable
duration. Displaying the fee on a screen provides adequate notice, as long as a consumer is given the option to
cancel the transaction after receiving notice of a fee. (See §205.16 for the notice requirements applicable to
ATM operators that impose a fee for providing EFT services.)

2. Relationship between § 205.9(a)(1) and § 205.16. The requirements of § &sect 205.9(a)(1) and 205.16
are similar but not identical.

i. Section 205.9(a)(1) requires that if the amount of the transfer as shown on the receipt will include the
fee, then the fee must be disclosed either on a sign on or at the terminal, or on the terminal screen. Section
205.16 requires disclosure both on a sign on or at the terminal (in a prominent and conspicuous location) and
on the terminal screen. Section 205.16 permits disclosure on a paper notice as an alternative to the on-screen
disclosure.

ii. The disclosure of the fee on the receipt under §205.9(a)(1) cannot be used to comply with the
alternative paper disclosure procedure under §205.16, if the receipt is provided at the completion of the
transaction because, pursuant to the statute, the paper notice must be provided before the consumer is
committed to paying the fee.

iii. Section 205.9(a)(1) applies to any type of electronic terminal as defined in Regulation E (for example,
to POS terminals as well as to ATMs), while § 205.16 applies only to ATMs.

Paragraph 9(a)(2)—Date

1. Calendar date. The receipt must disclose the calendar date on which the consumer uses the electronic
terminal. An accounting or business date may be disclosed in addition if the dates are clearly distinguished.

Paragraph 9(a)(3)—Type

1. Identifying transfer and account. Examples identifying the type of transfer and the type of the
consumer’s account include “withdrawal from checking,” “transfer from savings to checking,” or “payment
from savings.”

2. Exception. Identification of an account is not required when the consumer can access only one asset
account at a particular time or terminal, even if the access device can normally be used to access more than
one account. For example, the consumer may be able to access only one particular account at terminals not
operated by the account-holding institution, or may be able to access only one particular account when the
terminal is off-line. The exception is available even if, in addition to accessing one asset account, the
consumer also can access a credit line.

3. Access to multiple accounts. If the consumer can use an access device to make transfers to or from
different accounts of the same type, the terminal receipt must specify which account was accessed, such as
“withdrawal from checking I"” or “withdrawal from checking IL.”" If only one account besides the primary
checking account can be debited, the receipt can identify the account as “withdrawal from other account.”

4. Generic descriptions. Generic descriptions may be used for accounts that are similar in function, such
as share draft or NOW accounts and checking accounts. In a shared system, for example, when a credit union
member initiates transfers to or from a share draft account at a terminal owned or operated by a bank, the
receipt may identify a withdrawal from the account as a “withdrawal from checking.”



126

5. Point-of-sale transactions. There is no prescribed terminology for identifying a transfer at a merchant’s
POS terminal. A transfer may be identified, for example, as a purchase, a sale of goods or services, or a
payment to a third party. When a consumer obtains cash from a POS terminal in addition to purchasing
goods, or obtains cash only, the documentation need not differentiate the transaction from one involving the
purchase of goods.

Paragraph 9(a)(5)—Terminal Location
1. Options for identifying terminal. The institution may provide either:
i. The city, state or foreign country, and the information in § § 205.9(a)(5) (i), (ii), or (iii), or

ii. A number or a code identifying the terminal. If the institution chooses the second option, the code or
terminal number identifying the terminal where the transfer is initiated may be given as part of a transaction
code.

2. Omission of city name. The city may be omitted if the generally accepted name (such as a branch
name) contains the city name.

3. Omission of a state. A state may be omitted from the location information on the receipt if:

i. All the terminals owned or operated by the financial institution providing the statement (or by the
system in which it participates) are located in that state, or

ii. All transfers occur at terminals located within 50 miles of the financial institutions’s main office.

4. Omission of a city and state. A city and state may be omitted if all the terminals owned or operated by
the financial institution providing the statement (or by the system in which it participates) are located in the
same city.

Paragraph 9(a)(5)(i)

1. Street address. The address should include number and street (or intersection); the number (or
intersecting street) may be omitted if the street alone uniquely identifies the terminal location.

Paragraph 9(a)(5)(ii)

1. Generally accepted name. Examples of a generally accepted name for a specific location include a
branch of the financial institution, a shopping center, or an airport.

Paragraph 9(a)(5)(iii)

1. Name of owner or operator of terminal. Examples of an owner or operator of a terminal are a financial
institution or a retail merchant.

Paragraph 9(a)(6)—Third Party Transfer

1. Omission of third-party name. The receipt need not disclose the third-party name if the name is
provided by the consumer in a form that is not machine readable (for example, if the consumer indicates the
payee by depositing a payment stub into the ATM). If, on the other hand, the consumer keys in the identity of
the payee, the receipt must identify the payee by name or by using a code that is explained elsewhere on the
receipt.

2. Receipt as proof of payment. Documentation required under the regulation constitutes prima facie
proof of a payment to another person, except in the case of a terminal receipt documenting a deposit.

9(b) Periodic Statements

1. Periodic cycles. Periodic statements may be sent on a cycle that is shorter than monthly. The
statements must correspond to periodic cycles that are reasonably equal, that is, do not vary by more than
four days from the regular cycle. The requirement of reasonably equal cycles does not apply when an
institution changes cycles for operational or other reasons, such as to establish a new statement day or date.

2. Interim statements. Generally, a financial institution must provide periodic statements for each
monthly cycle in which an EFT occurs, and at least quarterly if a transfer has not occurred. Where EFTs occur
between regularly-scheduled cycles, interim statements must be provided. For example, if an institution
issues quarterly statements at the end of March, June, September and December, and the consumer initiates



127

an EFT in February, an interim statement for February must be provided. If an interim statement contains
interest or rate information, the institution must comply with Regulation DD, 12 CFR 230.6.

3. Inactive accounts. A financial institution need not send statements to consumers whose accounts are
inactive as defined by the institution.

4. Statement pickup. A financial institution may permit, but may not require, consumers to pick up their
periodic statements at the financial institution.

5. Periodic statements limited to EFT activity. A financial institution that uses a passbook as the primary
means for displaying account activity, but also allows the account to be debited electronically, may provide a
periodic statement requirement that reflects only the EFTs and other required disclosures (such as charges,
account balances, and address and telephone number for inquiries). (See §205.9(c)(1)(i) for the exception
applicable to preauthorized transfers for passbook accounts.)

6. Codes and accompanying documents. To meet the documentation requirements for periodic state-
ments, a financial institution may:

i. Include copies of terminal receipts to reflect transfers initiated by the consumer at electronic terminals;

ii. Enclose posting memos, deposit slips, and other documents that, together with the statement, disclose
all the required information;

iii. Use codes for names of third parties or terminal locations and explain the information to which the
codes relate on an accompanying document.

Paragraph 9(b)(1)—Transaction Information

1. Information obtained from others. While financial institutions must maintain reasonable procedures to
ensure the integrity of data obtained from another institution, a merchant, or other third parties, verification
of each transfer that appears on the periodic statement is not required.

Paragraph 9(b)(1)(i)

1. Incorrect deposit amount. If a financial institution determines that the amount actually deposited at an
ATM is different from the amount entered by the consumer, the institution need not immediately notify the
consumer of the discrepancy. The periodic statement reflecting the deposit may show either the correct
amount of the deposit or the amount entered by the consumer along with the institution’s adjustment.

Paragraph 9(b)(1)(iii)

1. Type of transfer. There is no prescribed terminology for describing a type of transfer. Placement of the
amount of the transfer in the debit or the credit column is sufficient if other information on the statement,
such as a terminal location or third-party name, enables the consumer to identify the type of transfer.

Paragraph 9(b)(1)(iv)

1. Nonproprietary terminal in network. An institution need not reflect on the periodic statement the
street addresses, identification codes, or terminal numbers for transfers initiated in a shared or interchange
system at a terminal operated by an institution other than the account-holding institution. The statement
must, however, specify the entity that owns or operates the terminal, plus the city and state.

Paragraph 9(b)(1)(v)

1. Recurring payments by government agency. The third-party name for recurring payments from
federal, state, or local governments need not list the particular agency. For example, “U.S. gov't” or “N.Y.
sal” will suffice.

2. Consumer as third-party payee. If a consumer makes an electronic fund transfer to another consumer,
the financial institution must identify the recipient by name (not just by an account number, for example).

3. Terminal location/third party. A single entry may be used to identify both the terminal location and
the name of the third party to or from whom funds are transferred. For example, if a consumer purchases
goods from a merchant, the name of the party to whom funds are transferred (the merchant) and the location
of the terminal where the transfer is initiated will be satisfied by a disclosure such as “XYZ Store, Anytown,
Ohio.”
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4. Account-holding institution as third party. Transfers to the account-holding institution (by ATM, for
example) must show the institution as the recipient, unless other information on the statement (such as, “loan
payment from checking”) clearly indicates that the payment was to the account-holding institution.

5. Consistency in third-party identity. The periodic statement must disclose a third-party name as it
appeared on the receipt, whether it was, for example, the “dba’ (doing business as) name of the third party or
the parent corporation’s name.

6. Third-party identity on deposits at electronic terminal. A financial institution need not identify third
parties whose names appear on checks, drafts, or similar paper instruments deposited to the consumer’s
account at an electronic terminal.

Paragraph 9(b)(3)—Fees

1. Disclosure of fees. The fees disclosed may include fees for EFTs and for other nonelectronic services,
and both fixed fees and per-item fees; they may be given as a total or may be itemized in part or in full.

2. Fees in interchange system. An account-holding institution must disclose any fees it imposes on the
consumer for EFTs, including fees for ATM transactions in an interchange or shared ATM system. Fees for use
of an ATM imposed on the consumer by an institution other than the account-holding institution and
included in the amount of the transfer by the terminal-operating institution need not be separately disclosed
on the periodic statement.

3. Finance charges. The requirement to disclose any fees assessed against the account does not include a
finance charge imposed on the account during the statement period.

Paragraph 9(b)(4)—Account Balances

1. Opening and closing balances. The opening and closing balances must reflect both EFTs and other
account activity.

Paragraph 9(b)(5)—Address and Telephone Number for Inquiries

1. Telephone number. A single telephone number, preceded by the “direct inquiries to” language, will
satisfy the requirements of § 205.9(b)(5) and (6).

Paragraph 9(b)(6)—Telephone Number for Preauthorized Transfers
1. Telephone number. See comment 9(b)(5)-1.
9(c) Exceptions to the Periodic Statement Requirements for Certain Accounts

1. Transfers between accounts. The regulation provides an exception from the periodic statement
requirement for certain intra-institutional transfers between a consumer’s accounts. The financial institution
must still comply with the applicable periodic statement requirements for any other EFTs to or from the
account. For example, a Regulation E statement must be provided quarterly for an account that also receives
payroll deposits electronically, or for any month in which an account is also accessed by a withdrawal at an
ATM.

Paragraph 9(c)(1)—Preauthorized Transfers to Accounts

1. Accounts that may be accessed only by preauthorized transfers to the account. The exception for
“accounts that may be accessed only by preauthorized transfers to the account” includes accounts that can be
accessed by means other than EFTs, such as checks. If, however, an account may be accessed by any EFT
other than preauthorized credits to the account, such as preauthorized debits or ATM transactions, the
account does not qualify for the exception.

2. Reversal of direct deposits. For direct-deposit-only accounts, a financial institution must send a
periodic statement at least quarterly. A reversal of a direct deposit to correct an error does not trigger the
monthly statement requirement when the error represented a credit to the wrong consumer’s account, a
duplicate credit, or a credit in the wrong amount. (See also comment 2(m)-5.)

9(d) Documentation for Foreign-Initiated Transfers

1. Foreign-initiated transfers. An institution must make a good faith effort to provide all required
information for foreign-initiated transfers. For example, even if the institution is not able to provide a specific
terminal location, it should identify the country and city in which the transfer was initiated.
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Section 205.10—Preauthorized Transfers
10(a) Preauthorized Transters to Consumer’s Account
Paragraph 10(a)(1)—Notice by Financial Institution

1. Content. No specific language is required for notice regarding receipt of a preauthorized transfer.
Identifying the deposit is sufficient; however, simply providing the current account balance is not.

2. Notice of credit. A financial institution may use different methods of notice for various types or series
of preauthorized transfers, and the institution need not offer consumers a choice of notice methods.

3. Positive notice. A periodic statement sent within two business days of the scheduled transfer, showing
the transfer, can serve as notice of receipt.

4. Negative notice. The absence of a deposit entry (on a periodic statement sent within two business days
of the scheduled transfer date) will serve as negative notice.

5. Telephone notice. If a financial institution uses the telephone notice option, it should be able in most
instances to verify during a consumer’s initial call whether a transfer was received. The institution must
respond within two business days to any inquiry not answered immediately.

6. Phone number for passbook accounts. The financial institution may use any reasonable means
necessary to provide the telephone number to consumers with passbook accounts that can only be accessed
by preauthorized credits and that do not receive periodic statements. For example, it may print the telephone
number in the passbook, or include the number with the annual error resolution notice.

7. Telephone line availability. To satisfy the readily-available standard, the financial institution must
provide enough telephone lines so that consumers get a reasonably prompt response. The institution need
only provide telephone service during normal business hours. Within its primary service area, an institution
must provide a local or toll-free telephone number. It need not provide a toll-free number or accept collect
long-distance calls from outside the area where it normally conducts business.

10(b) Written Authorization for Preauthorized Transfers From Consumer’s Account

1. Preexisting authorizations. The financial institution need not require a new authorization before
changing from paper-based to electronic debiting when the existing authorization does not specify that
debiting is to occur electronically or specifies that the debiting will occur by paper means. A new authoriza-
tion also is not required when a successor institution begins collecting payments.

2. Authorization obtained by third party. The account-holding financial institution does not violate the
regulation when a third-party payee fails to obtain the authorization in writing or fails to give a copy to the
consumer; rather, it is the third-party payee that is in violation of the regulation.

3. Written authorization for preauthorized transfers. The requirement that preauthorized EFTs be
authorized by the consumer “only by a writing”” cannot be met by a payee’s signing a written authorization
on the consumer’s behalf with only an oral authorization from the consumer. A tape recording of a telephone
conversation with a consumer who agrees to preauthorized debits also does not constitute written authoriza-
tion for purposes of this provision.

4. Use of a confirmation form. A financial institution or designated payee may comply with the
requirements of this section in various ways. For example, a payee may provide the consumer with two copies
of a preauthorization form, and ask the consumer to sign and return one and to retain the second copy.

5. Similarly authenticated. The similarly authenticated standard permits signed, written authorizations to
be provided electronically. The writing and signature requirements of this section are satisfied by complying
with the Electronic Signatures in Global and National Commerce Act, 15 U.S5.C. 7001 et seq., which defines
electronic records and electronic signatures. Examples of electronic signatures include, but are not limited to,
digital signatures and security codes. A security code need not originate with the account-holding institution.
The authorization process should evidence the consumer’s identity and assent to the authorization. The
person that obtains the authorization must provide a copy of the terms of the authorization to the consumer
either electronically or in paper form. Only the consumer may authorize the transfer and not, for example, a
third-party merchant on behalf of the consumer.
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6. Requirements of an authorization. An authorization is valid if it is readily identifiable as such and the
terms of the preauthorized transfer are clear and readily understandable.

7. Bona fide error. Consumers sometimes authorize third-party payees, by telephone or on-line, to
submit recurring charges against a credit card account. If the consumer indicates use of a credit card account
when in fact a debit card is being used, the payee does not violate the requirement to obtain a written
authorization if the failure to obtain written authorization was not intentional and resulted from a bona fide
error, and if the payee maintains procedures reasonably adapted to avoid any such error. If the payee is
unable to determine, at the time of the authorization, whether a credit or debit card number is involved, and
later finds that the card used is a debit card, the payee must obtain a written and signed or (where
appropriate) a similarly authenticated authorization as soon as reasonably possible, or cease debiting the
consumer’s account.

10(c) Consumer’s Right To Stop Payment

1. Stop-payment order. The financial institution must honor an oral stop-payment order made at least
three business days before a scheduled debit. If the debit item is resubmitted, the institution must continue to
honor the stop-payment order (for example, by suspending all subsequent payments to the payee-originator
until the consumer notifies the institution that payments should resume).

2. Revocation of authorization. Once a financial institution has been notified that the consumer’s
authorization is no longer valid, it must block all future payments for the particular debit transmitted by the
designated payee-originator. The institution may not wait for the payee-originator to terminate the automatic
debits. The institution may confirm that the consumer has informed the payee-originator of the revocation
(for example, by requiring a copy of the consumer’s revocation as written confirmation to be provided within
fourteen days of an oral notification). If the institution does not receive the required written confirmation
within the fourteen-day period, it may honor subsequent debits to the account.

10(d) Notice of Transters Varying in Amount

Paragraph 10(d)(1)—Notice

1. Preexisting authorizations. A financial institution holding the consumer’s account does not violate the
regulation if the designated payee fails to provide notice of varying amounts.

Paragraph 10(d)(2)—Range

1. Range. A financial institution or designated payee that elects to offer the consumer a specified range of
amounts for debiting (in lieu of providing the notice of transfers varying in amount) must provide an
acceptable range that could be anticipated by the consumer. For example, if the transfer is for payment of a
gas bill, an appropriate range might be based on the highest bill in winter and the lowest bill in summer.

10(e) Compulsory Use

Paragraph 10(e)(1)—Credit

1. Loan payments. Creditors may not require repayment of loans by electronic means on a preauthorized,
recurring basis. A creditor may offer a program with a reduced annual percentage rate or other cost-related

incentive for an automatic repayment feature, provided the program with the automatic payment feature is
not the only loan program offered by the creditor for the type of credit involved. Examples include:

i. Mortgages with graduated payments in which a pledged savings account is automatically debited
during an initial period to supplement the monthly payments made by the borrower.

ii. Mortgage plans calling for preauthorized biweekly payments that are debited electronically to the
consumer’s account and produce a lower total finance charge.

2. Overdraft. A financial institution may require the automatic repayment of an overdraft credit plan even
if the overdraft extension is charged to an open-end account that may be accessed by the consumer in ways
other than by overdrafts.

Paragraph 10(e)(2)—Employment or Government Benefit

1. Payroll. An employer (including a financial institution) may not require its employees to receive their
salary by direct deposit to any particular institution. An employer may require direct deposit of salary by
electronic means if employees are allowed to choose the institution that will receive the direct deposit.
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Alternatively, an employer may give employees the choice of having their salary deposited at a particular
institution (designated by the employer) or receiving their salary by another means, such as by check or cash.

Section 205.11—Procedures for Resolving Errors
11(a) Definition of Error

1. Terminal location. With regard to deposits at an ATM, a consumer’s request for the terminal location or
other information triggers the error resolution procedures, but the financial institution need only provide the
ATM location if it has captured that information.

2. Verifying an account debit or credit. If the consumer contacts the financial institution to ascertain
whether a payment (for example, in a home-banking or bill-payment program) or any other type of EFT was
debited to the account, or whether a deposit made via ATM, preauthorized transfer, or any other type of EFT
was credited to the account, without asserting an error, the error resolution procedures do not apply.

3. Loss or theft of access device. A financial institution is required to comply with the error resolution
procedures when a consumer reports the loss or theft of an access device if the consumer also alleges possible
unauthorized use as a consequence of the loss or theft.

4. Error asserted after account closed. The financial institution must comply with the error resolution
procedures when a consumer properly asserts an error, even if the account has been closed.

5. Request for documentation or information. A request for documentation or other information must be
treated as an error unless it is clear that the consumer is requesting a duplicate copy for tax or other record-
keeping purposes.

11(b) Notice of Error From Consumer
Paragraph 11(b)(1)—Timing; Contents

1. Content of error notice. The notice of error is effective even if it does not contain the consumer’s
account number, so long as the financial institution is able to identify the account in question. For example,
the consumer could provide a Social Security number or other unique means of identification.

2. Investigation pending receipt of information. While a financial institution may request a written,
signed statement from the consumer relating to a notice of error, it may not delay initiating or completing an
investigation pending receipt of the statement.

3. Statement held for consumer. When a consumer has arranged for periodic statements to be held until
picked up, the statement for a particular cycle is deemed to have been transmitted on the date the financial
institution first makes the statement available to the consumer.

4. Failure to provide statement. When a financial institution fails to provide the consumer with a periodic
statement, a request for a copy is governed by this section if the consumer gives notice within 60 days from
the date on which the statement should have been transmitted.

5. Discovery of error by institution. The error resolution procedures of this section apply when a notice of
error is received from the consumer, and not when the financial institution itself discovers and corrects an
error.

6. Notice at particular phone number or address. A financial institution may require the consumer to give
notice only at the telephone number or address disclosed by the institution, provided the institution
maintains reasonable procedures to refer the consumer to the specified telephone number or address if the
consumer attempts to give notice to the institution in a different manner.

Paragraph 11(b)(2)—Written Confirmation

1. Written confirmation-of-error notice. If the consumer sends a written confirmation of error to the
wrong address, the financial institution must process the confirmation through normal procedures. But the
institution need not provisionally credit the consumer’s account if the written confirmation is delayed beyond
10 business days in getting to the right place because it was sent to the wrong address.

11(c) Time Limits and Extent of Investigation

1. Notice to consumer. Unless otherwise indicated in this section, the financial institution may provide
the required notices to the consumer either orally or in writing.
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2. Written confirmation of oral notice. A financial institution must begin its investigation promptly upon
receipt of an oral notice. It may not delay until it has received a written confirmation.

3. Charges for error resolution. If a billing error occurred, whether as alleged or in a different amount or
manner, the financial institution may not impose a charge related to any aspect of the error-resolution process
(including charges for documentation or investigation). Since the act grants the consumer error-resolution
rights, the institution should avoid any chilling effect on the good-faith assertion of errors that might result if
charges are assessed when no billing error has occurred.

4. Correction without investigation. A financial institution may make, without investigation, a final
correction to a consumer’s account in the amount or manner alleged by the consumer to be in error, but must
comply with all other applicable requirements of § 205.11.

5. Correction notice. A financial institution may include the notice of correction on a periodic statement
that is mailed or delivered within the 10-business-day or 45-calendar-day time limits and that clearly
identifies the correction to the consumer’s account. The institution must determine whether such a mailing
will be prompt enough to satisfy the requirements of this section, taking into account the specific facts
involved.

6. Correction of an error. If the financial institution determines an error occurred, within either the
10-day or 45-day period, it must correct the error (subject to the liability provisions of § § 205.6 (a) and (b))
including, where applicable, the crediting of interest and the refunding of any fees imposed by the institution.
In a combined credit/EFT transaction, for example, the institution must refund any finance charges incurred
as a result of the error. The institution need not refund fees that would have been imposed whether or not the
error occurred.

7. Extent of required investigation. A financial institution complies with its duty to investigate, correct,
and report its determination regarding an error described in § 205.11(a)(1)(vii) by transmitting the requested
information, clarification, or documentation within the time limits set forth in §205.11(c). If the institution
has provisionally credited the consumer’s account in accordance with § 205.11(c)(2), it may debit the amount
upon transmitting the requested information, clarification, or documentation.

Paragraph 11(c)(2)(i)

1. Compliance with all requirements. Financial institutions exempted from provisionally crediting a
consumer’s account under §205.11(c)(2)(i) (A) and (B) must still comply with all other requirements of
§205.11.

Paragraph 11(c)(3)—Extension of Time Periods

1. POS debit card transactions. The extended deadlines for investigating errors resulting from POS debit
card transactions apply to all debit card transactions, including those for cash only, at merchants’” POS
terminals, and also including mail and telephone orders. The deadlines do not apply to transactions at an
ATM, however, even though the ATM may be in a merchant location.

Paragraph 11(c)(4)—Investigation

1. Third parties. When information or documentation requested by the consumer is in the possession of a
third party with whom the financial institution does not have an agreement, the institution satisfies the error
resolution requirement by so advising the consumer within the specified time period.

2. Scope of investigation. When an alleged error involves a payment to a third party under the financial
institution’s telephone bill-payment plan, a review of the institution’s own records is sufficient, assuming no
agreement exists between the institution and the third party concerning the bill-payment service.

3. POS transfers. When a consumer alleges an error involving a transfer to a merchant via a POS
terminal, the institution must verify the information previously transmitted when executing the transfer. For
example, the financial institution may request a copy of the sales receipt to verify that the amount of the
transfer correctly corresponds to the amount of the consumer’s purchase.

4. Agreement. An agreement that a third party will honor an access device is an agreement for purposes
of this paragraph. A financial institution does not have an agreement for purposes of § 205.11(c)(4)(ii) solely
because it participates in transactions that occur under the federal recurring payments programs, or that are
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cleared through an ACH or similar arrangement for the clearing and settlement of fund transfers generally, or
because it agrees to be bound by the rules of such an arrangement.

11(d) Procedures if Financial Institution Determines No Error or Different Error Occurred

1. Error different from that alleged. When a financial institution determines that an error occurred in a
manner or amount different from that described by the consumer, it must comply with the requirements of
both §205.11 (c) and (d), as relevant. The institution may give the notice of correction and the explanation
separately or in a combined form.

Paragraph 11(d)(1)—Written Explanation

1. Request for documentation. When a consumer requests copies of documents, the financial institution
must provide the copies in an understandable form. If an institution relied on magnetic tape it must convert
the applicable data into readable form, for example, by printing it and explaining any codes.

Paragraph 11(d)(2)—Debiting Provisional Credit

1. Alternative procedure for debiting of credited funds. The financial institution may comply with the
requirements of this section by notifying the consumer that the consumer’s account will be debited five
business days from the transmittal of the notification, specifying the calendar date on which the debiting will
occur.

2. Fees for overdrafts. The financial institution may not impose fees for items it is required to honor under
§205.11. It may, however, impose any normal transaction or item fee that is unrelated to an overdraft
resulting from the debiting. If the account is still overdrawn after five business days, the institution may
impose the fees or finance charges to which it is entitled, if any, under an overdraft credit plan.

11(e) Reassertion of Error

1. Withdrawal of error; right to reassert. The financial institution has no further error resolution
responsibilities if the consumer voluntarily withdraws the notice alleging an error. A consumer who has
withdrawn an allegation of error has the right to reassert the allegation unless the financial institution had
already complied with all of the error resolution requirements before the allegation was withdrawn. The
consumer must do so, however, within the original 60-day period.

Section 205.12—Relation to Other Laws
12(a) Relation to Truth in Lending

1. Determining applicable regulation. i. For transactions involving access devices that also function as
credit cards, whether Regulation E or Regulation Z (12 CFR part 226) applies depends on the nature of the
transaction. For example, if the transaction solely involves an extension of credit, and does not include a debit
to a checking account (or other consumer asset account), the liability limitations and error resolution
requirements of Regulation Z apply. If the transaction debits a checking account only (with no credit
extended), the provisions of Regulation E apply. If the transaction debits a checking account but also draws on
an overdraft line of credit attached to the account, Regulation E’s liability limitations apply, in addition to
§8§226.13(d) and (g) of Regulation Z (which apply because of the extension of credit associated with the
overdraft feature on the checking account). If a consumer’s access device is also a credit card and the device is
used to make unauthorized withdrawals from a checking account, but also is used to obtain unauthorized
cash advances directly from a line of credit that is separate from the checking account, both Regulation E and
Regulation Z apply.

ii. The following examples illustrate these principles:

A. A consumer has a card that can be used either as a credit card or a debit card. When used as a debit
card, the card draws on the consumer’s checking account. When used as a credit card, the card draws only on
a separate line of credit. If the card is stolen and used as a credit card to make purchases or to get cash
advances at an ATM from the line of credit, the liability limits and error resolution provisions of Regulation Z
apply; Regulation E does not apply.

B. In the same situation, if the card is stolen and is used as a debit card to make purchases or to get cash
withdrawals at an ATM from the checking account, the liability limits and error resolution provisions of
Regulation E apply; Regulation Z does not apply.
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C. In the same situation, assume the card is stolen and used both as a debit card and as a credit card; for
example, the thief makes some purchases using the card as a debit card, and other purchases using the card as
a credit card. Here, the liability limits and error resolution provisions of Regulation E apply to the unautho-
rized transactions in which the card was used as a debit card, and the corresponding provisions of Regulation
Z apply to the unauthorized transactions in which the card was used as a credit card.

D. Assume a somewhat different type of card, one that draws on the consumer’s checking account and
can also draw on an overdraft line of credit attached to the checking account. There is no separate line of
credit, only the overdraft line, associated with the card. In this situation, if the card is stolen and used, the
liability limits and the error resolution provisions of Regulation E apply. In addition, if the use of the card has
resulted in accessing the overdraft line of credit, the error resolution provisions of §226.13(d) and (g) of
Regulation Z also apply, but not the other error resolution provisions of Regulation Z.

2. Issuance rules. For access devices that also constitute credit cards, the issuance rules of Regulation E
apply if the only credit feature is a preexisting credit line attached to the asset account to cover overdrafts (or
to maintain a specified minimum balance). Regulation Z (12 CFR part 226) rules apply if there is another type
of credit feature, for example, one permitting direct extensions of credit that do not involve the asset account.

12(b) Preemption of Inconsistent State Laws

1. Specitic determinations. The regulation prescribes standards for determining whether state laws that
govern EFTs are preempted by the act and the regulation. A state law that is inconsistent may be preempted
even if the Board has not issued a determination. However, nothing in §205.12(b) provides a financial
institution with immunity for violations of state law if the institution chooses not to make state disclosures
and the Board later determines that the state law is not preempted.

2. Preemption determination. The Board determined that certain provisions in the state law of Michigan
are preempted by the federal law, effective March 30, 1981:

i. Definition of unauthorized use. Section 5(4) is preempted to the extent that it relates to the section of
state law governing consumer liability for unauthorized use of an access device.

ii. Consumer liability for unauthorized use of an account. Section 14 is inconsistent with §205.6 and is
less protective of the consumer than the federal law. The state law places liability on the consumer for the
unauthorized use of an account in cases involving the consumer’s negligence. Under the federal law, a
consumer’s liability for unauthorized use is not related to the consumer’s negligence and depends instead on
the consumer’s promptness in reporting the loss or theft of the access device.

iii. Error resolution. Section 15 is preempted because it is inconsistent with § 205.11 and is less protective
of the consumer than the federal law. The state law allows financial institutions up to 70 days to resolve
errors, whereas the federal law generally requires errors to be resolved within 45 days.

iv. Receipts and periodic statements. Sections 17 and 18 are preempted because they are inconsistent
with § 205.9. The state provisions require a different disclosure of information than does the federal law. The
receipt provision is also preempted because it allows the consumer to be charged for receiving a receipt if a
machine cannot furnish one at the time of a transfer.

Section 205.13—Administrative Enforcement; Record Retention
13(b) Record Retention

1. Requirements. A financial institution need not retain records that it has given disclosures and
documentation to each consumer; it need only retain evidence demonstrating that its procedures reasonably
ensure the consumers’ receipt of required disclosures and documentation.

Section 205.14—Electronic Fund Transfer Service Provider Not Holding Consumer’s Account
14(a) Electronic Fund Transfer Service Providers Subject to Regulation

1. Applicability. This section applies only when a service provider issues an access device to a consumer
for initiating transfers to or from the consumer’s account at a financial institution and the two entities have no
agreement regarding this EFT service. If the service provider does not issue an access device to the consumer
for accessing an account held by another institution, it does not qualify for the treatment accorded by
§205.14. For example, this section does not apply to an institution that initiates preauthorized payroll
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deposits to consumer accounts on behalf of an employer. By contrast, § 205.14 can apply to an institution that
issues a code for initiating telephone transfers to be carried out through the ACH from a consumer’s account
at another institution. This is the case even if the consumer has accounts at both institutions.

2. ACH agreements. The ACH rules generally do not constitute an agreement for purposes of this
section. However, an ACH agreement under which members specifically agree to honor each other’s debit
cards is an “agreement,”” and thus this section does not apply.

14(b) Compliance by Electronic Fund Transfer Service Provider

1. Liability. The service provider is liable for unauthorized EFTs that exceed limits on the consumer’s
liability under § 205.6.

Paragraph 14(b)(1)—Disclosures and Documentation

1. Periodic statements from electronic fund transfer service provider. A service provider that meets the
conditions set forth in this paragraph does not have to issue periodic statements. A service provider that does
not meet the conditions need only include on periodic statements information about transfers initiated with
the access device it has issued.

Paragraph 14(b)(2)—Error Resolution

1. Error resolution. When a consumer notifies the service provider of an error, the EFT service provider
must investigate and resolve the error in compliance with §205.11 as modified by §205.14(b)(2). If an error
occurred, any fees or charges imposed as a result of the error, either by the service provider or by the account-
holding institution (for example, overdraft or dishonor fees) must be reimbursed to the consumer by the
service provider.

14(c) Compliance by Account-Holding Institution

Paragraph 14(c)(1)

1. Periodic statements from account-holding institution. The periodic statement provided by the account-
holding institution need only contain the information required by § 205.9(b)(1).
Section 205.16—Djisclosures at Automated Teller Machines

16(b) General

Paragraph 16(b)(1)

1. Specific notices. An ATM operator that imposes a fee for a specific type of transaction such as a cash
withdrawal, but not a balance inquiry, may provide a general statement that a fee will be imposed for
providing EFT services or may specify the type of EFT for which a fee is imposed.

Section 205.17—Requirements for Electronic Communication
17(b) General Rule

1. Relationship to the E-Sign Act. The E-Sign Act authorizes the use of electronic disclosures. It does not
affect any requirement imposed under this part other than a provision that requires disclosures to be in paper
form, and it does not affect the content or timing of disclosures. Electronic disclosures are subject to the
regulation’s format, timing, and retainability rules and the clear and readily understandable standard. For
example, to satisfy the clear and readily understandable standard for disclosures, electronic disclosures must
use visual text.

2. Clear and readily understandable standard. A financial institution must provide electronic disclosures
using a clear and readily understandable format. Also, in accordance with the E-Sign Act:

i. The institution must disclose the requirements for accessing and retaining disclosures in that format;

ii. The consumer must demonstrate the ability to access the information electronically and affirmatively
consent to electronic delivery; and

iii. The institution must provide the disclosures in accordance with the specified requirements.

3. Timing and effective delivery when a consumer signs up for an EFT service on-line. When a consumer
contracts for an EFT service on the Internet and will be able immediately to initiate a fund transfer, a financial
institution satisfies the timing requirements under this part if, at the time the consumer contracts for the
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service or before the first transfer is made, the disclosures automatically appear on the screen, even if multiple
screens are required to view the entire disclosure. Or a financial institution may provide a link to electronic
disclosures, as long as consumers cannot bypass the link and they are required to access the disclosures before
initiating the first transfer. The institution is not required to confirm that the consumer has read the
disclosures.

4. Timing and effective delivery for disclosures provided periodically. Disclosures provided by e-mail are
timely based on when the disclosures are sent. Disclosures posted at an Internet web site, such as periodic
statements or change-in-terms and other notices, are timely when the financial institution has both made the
disclosures available and sent a notice alerting the consumer that the disclosures have been posted. For
example, under §205.8(a), institution offering accounts with EFT services must provide a change-in-terms
notice to consumers at least 21 days in advance of certain changes. For a change-in-terms notice posted on the
Internet, an institution must both post the notice and notify consumers of its availability at least 21 days in
advance of the change.

5. Retainability of disclosures. Financial institutions satisfy the requirement that disclosures be in a form
that the consumer may keep if electronic disclosures are delivered in a format that is capable of being retained
(such as by printing or storing electronically). The format must also be consistent with the information
required to be provided under section 101(c)(1)(C)@i) of the E-Sign Act (15 U.S.C. 7001(c)(1)(C)(i)) about the
hardware and software requirements for accessing and retaining electronic disclosures.

6. Disclosures provided on financial institution’s equipment. A financial institution that controls the
equipment providing electronic disclosures to consumers (for example, an ATM or computer terminal in a
financial institution’s lobby) must ensure that the equipment satisfies the regulation’s requirements to provide
timely disclosures in a clear and readily understandable format and in a form that the consumer may keep.
For example, if disclosures are required at the time of an on-line transaction, the disclosures must be sent to
the consumer’s e-mail address or must be made available at another location such as the financial institution’s
Internet web site, unless the financial institution provides a printer that automatically prints the disclosures.

17(c) Address or Location To Receive Electronic Communication
Paragraph 17(c)(1)

1. Electronic address. A consumer’s electronic address is an e-mail address that is not limited to receiving
communications transmitted solely by the financial institution.

Paragraph 17(c)(2)

1. Identifying account involved. A financial institution may identify a specific account in a variety of
ways and is not required to identify an account by reference to the account number. For example, where the
consumer has only one checking account, and no confusion would result, the institution may refer to “your
checking account.” If the consumer has two checking accounts, the institution may, for example, differentiate
accounts based on names for different checking account programs or by using a truncated account number.

2. 90-day rule. The actual disclosures provided to the consumer must be available for at least 90 days, but
the financial institution has discretion to determine whether they should be available at the same location for
the entire period.

17(d) Redelivery

1. E-mail returned as undeliverable. If an e-mail to the consumer (containing an alert notice or other
disclosure) is returned as undeliverable, the redelivery requirement is satisfied if, for example, the institution
sends the disclosure to a different e-mail address or postal address that the institution has on file for the
consumer. Sending the disclosure a second time to the same electronic address is not sufficient if the
institution has a different address for the consumer on file.

17(e) Persons Other Than Financial Institutions

1. Electronic disclosures. Entities other than financial institutions, such as merchants, are subject to
certain provisions of Regulation E, including § §205.10(b) and (d). These entities too may use electronic
communication to provide disclosures required to be in writing.

History: Supplement I to Part 205 revised May 2, 1996, 61 FR 19678. Amended March 9, 2001, 66 FR
13409; March 16, 2001, 66 FR 15187. Amended by interim rule April 4, 2001, 66 FR 17786.
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APPENDIX A—MODEL D1SCLOSURE CLAUSES AND FORMS

1. Review of forms. The Board will not review or approve disclosure forms or statements for financial
institutions. However, the Board has issued model clauses for institutions to use in designing their disclo-
sures. If an institution uses these clauses accurately to reflect its service, the institution is protected from
liability for failure to make disclosures in proper form.

2. Use of the forms. The appendix contains model disclosure clauses for optional use by financial
institutions to facilitate compliance with the disclosure requirements of § §205.5(b)(2) and (b)(3), 205.6(a),
205.7, 205.8(b), 205.14(b)(1)(i) and 205.15(d)(7) and (d)(2). The use of appropriate clauses in making
disclosures will protect a financial institution from liability under sections 915 and 916 of the act provided the
clauses accurately reflect the institution’s EFT services.

3. Altering the clauses. Financial institutions may use clauses of their own design in conjunction with the
Board’s model clauses. The inapplicable words or portions of phrases in parentheses should be deleted. The
catchlines are not part of the clauses and need not be used. Financial institutions may make alterations,
substitutions, or additions in the clauses to reflect the services offered, such as technical changes (including
the substitution of a trade name for the word ““card,”” deletion of inapplicable services, or substitution of lesser
liability limits). Several of the model clauses include references to a telephone number and address. Where
two or more of these clauses are used in a disclosure, the telephone number and address may be referenced
and need not be repeated.

History: Appendix A added to Part 205, May 2, 1996, 61 FR 19678.






