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By Brad Rosen, J.D.

A panel of industry experts discussed the threats faced by chief information security officers, and the actions they
need to take when dealing with a variety of cyberattacks.

An all-star lineup of cybersecurity professionals discussed the ever expanding universe of online threats facing
organizations of all types in an engaging WSJ Pro webinar titled The Threat Landscape. Webinar participants
included Eric Friedberg, co-president of Stroz Friedberg, LLC, Ron Meeting, chief security officer of Maestro
Health, and Becky Pinkard, the chief information security officer (CISO) for Adlermore Bank. The webinar was
moderated by David Breg, a WSJ senior manager.

The more things change, the more they stay the same. Moderator Breg noted the top of mind threats
continue to be business email compromise, phishing campaigns, and ransomware attacks. Pinkard agreed but
noted there were always new ways and new plays on old familiar crimes. One thing she has seen are crypto
mining scams where computer resources are commandeered without permission. Friedberg noted he has seen
a rise in the number of denial of service attacks, as well increased threats of IP theft. Those can originate from
employees behind a firewall or from sophisticated state actors, he noted.

The challenges of working from home. The COVID-19 pandemic has resulted in a myriad of issues and
challenges for CISOs. Friedberg observed that employees have experienced a three to five times increase in
COVID related phishing emails purporting to come from their employers. He also recommended that companies
should issue laptops to employees (with all the usual security features), and noted that home networks are
typically not optimized for security, therefore resulting in vulnerabilities.

Pinkard pointed to the rapid growth in business email compromise efforts. "People were desperate for
information at the beginning of the crisis, and attackers stood ready to take advantage," she stated. On the
work-from-home front, Meeting indicated the importance of putting controls around the hardware endpoints
like laptops and cell phones. Meeting also underscored the importance of ongoing training so the workforce
understands shifting security issues in a remote working environment.

Cybersecurity and good corporate governance. Meeting also noted the importance of communicating
periodically with the board of directors and business unit leaders to assure that key players are on the same
page with respect to organizations’ cybersecurity policies and matters. Acknowledging the tensions that often
exist between CISOs and corporate boards, Meeting noted that it was important that boards understand the
nature of threats a company is facing. He urged that periodic cyber reports be provided to board members and
suggested utilizing templates on this score. Meeting emphasized that a CISO’s communications need to be
transparent and honest, and that conveying negative information should not result in adverse consequences for
the security professionals dealing with those issues.

Taking charge. Pinkard spoke optimistically about organizations actively pursuing cybersecurity objectives
through "threat hunting." "It’s fantastic," she exclaimed, noting this activity allows an organization to proactively
look across its threat environment and see what potential attackers are using in terms of tactics, technology
and processes. She observed that threat hunting allows a company to be more proactive rather than simply
responding to an attack after the fact, which is often the case.
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