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Regulatory Roll-backs, Fintech, Cyber,  
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By Jay Fishman, J.D. and Mark S. Nelson, J.D.

Executive Summary

The Trump Administration has put federal securities regulation in a state of flux. Just 
this past February, President Trump signed a joint congressional resolution elimi-
nating disclosure obligations for resource extraction issuers, followed by then-Act-
ing SEC Chairman Michael Piwowar’s call for new guidance on the conflict minerals 
rule.  These efforts have complicated rule compliance for issuers. Then there is 
the world of virtual currencies whose market has reached new heights wondering 
whether the Commission will review the disapproval of Bats BZX Exchange’s pro-
posal to list and trade shares issued by the Winklevoss Bitcoin Trust. And affecting 
these and other securities is an ever-increasing number of cybersecurity breaches 
that is pushing the SEC (with its Regulation SCI) and the states to step up their 
efforts to protect investors’ financial data.

Of course, virtual currency and cybersecurity matters had already caught the 
SEC’s attention by the time President Trump took office, but his Administration’s 
overall desire to deregulate the financial industry has begun to impact regulatory 
decision-making, rendering this an “exciting” time to pay close attention to the 
agency’s treatment of these issues over the next four years.  And there’s another 
issue to ponder—the number of federal Regulation A and Rule 147/147A offerings 
that may result from the SEC’s recent adoptions of Regulation A and Rule 147 
amendments, and new Rule 147A, to relax decades-old regulatory restrictions on U.S. 
capital formation and economic growth.

This White Paper will discuss the latest developments on SEC disclosure roll-
backs, emerging virtual currencies issues, cybersecurity, and Regulation A+ and 
Rules 147 and 147A.

Introduction

The specialized securities disclosures targeted for roll-backs either by Congress 
or agencies led by Trump Administration appointees have already had a dra-
matic impact on some reporting companies’ filings. Other disclosure obligations 



Hot Topics in SEC Filings 2017: Regulatory Roll-backs, Fintech, Cyber, and Blue Sky Offerings 2

www.wolterskluwerlr.com© 2017 CCH Incorporated and its affiliates. All rights reserved.

remain in force but subject to complex agency 
guidance. The following sections explore how 
Congress was able to reverse the SEC’s resource 
extraction issuers rule and explain the SEC’s 
latest guidance for making conflict minerals 
disclosures. Debate continues about whether 
the securities laws are the proper locus for 
specialized, non-financial disclosures.

With respect to fintech and cybersecurity, 
the federal government generally, and the SEC 
in particular, remain in a state of regulatory 
evolution. The SEC has taken early steps to 
address Fintech and, while the agency has 
retained its aging disclosure guidance on 
cybersecurity, it has more aggressively surveyed 
key industry participants and brought some 
cyber-related enforcement actions.

The SEC’s newly confirmed chairman, whose 
background includes capital formation, could 
significantly impact agency policies on all of these 
issues. The chairman also will be tasked with 
implementing existing capital formation innova-
tions, such as the revamped Rule 147 and new Rule 
147A, plus any new capital formation provisions 
that could be enacted by the 115th Congress.

Specialized disclosures

Congress and the Trump Administration moved quick-
ly to disapprove the SEC’s resource extraction issuers 
rule and the Commission’s then-Acting Chairman, 
Michael Piwowar, directed the SEC’s Division of Corpo-
ration Finance to issue updated guidance on the 
agency’s conflict minerals rule. While the disclosure 
obligation regarding resource extraction issuers is 
gone, at least until the SEC revisits its rule, companies 
must navigate two sets of guidance regarding conflict 
minerals, although that too could change as the 
SEC staff continues to mull a recommendation for 
Commission action on conflict minerals.

Oil & gas disclosure rule disapproved. In 
mid-February, President Trump signed a joint con-
gressional resolution that disapproved the SEC’s 
resource extraction issuers rule. The Commission 
adopted the Dodd-Frank Act-mandated rule last 
summer, which, under the timing provisions of the 
Congressional Review Act, made the rule eligible 
for a second look by lawmakers.

This was the first time Trump had signed CRA 
legislation, although he said more CRA actions 
were planned, according to a transcript of the 
signing ceremony published by the White House. 

Trump had earlier pledged to “dismantle” the 
Dodd-Frank Act, but the disapproval resolution 
only nullifies the SEC’s implementing rule 
and does not repeal the authority for the rule 
contained in Dodd-Frank Act Section 1504. The 
Republican-led effort to push the joint resolution 
through Congress emphasized the costs of the rule 
to businesses and the impact of foreign competi-
tion on U.S. firms. Democrats had emphasized the 
rule’s anti-corruption goals.

The SEC’s latest version of the resource extraction 
issuers rule was the product of a re-write following 
protracted court battles. Legislation to disapprove 
the rule passed Congress just as the White House 
was unveiling a series of executive orders and other 
memoranda directing reviews of the Department of 
Labor’s fiduciary standard rule and a wide-ranging 
review of U.S. financial system regulations.

The revised resource extraction issuers rule 
applied broadly to payments that are “not de 
minimis,” meaning one or a series of related 
payments of at least $100,000. The rule included 
exemptions for acquired companies and for 
exploratory activities, and it reiterated that the 
Commission could grant other case-by-case 
exemptions. The rule became effective September 
26, 2016, and compliance was set to begin for fiscal 
years ending on or after September 30, 2018.

The SEC could issue a new resource extraction 
issuers rule, but that may be difficult to do 
because the CRA prohibits the adoption of a rule in 
substantially the same form as a disapproved rule 
without specific, new legislative authority. A group 
of Democratic senators urged the SEC to re-issue 
the resource extraction issuers rule in a form that 
aligns with similar rules in the E.U. and Canada. The 
senators also said that while they could accept the 
SEC once again taking a case-by-case approach to 
exemptive relief under the rule for country laws 
that ban certain disclosures, they argued that a 
blanket exemption approach would undermine the 
Dodd-Frank Act mandate.

New guidance from the SEC’s Corporation Finance 
Division (CorpFin) provides that staff will not 
recommend enforcement if companies do not comply 
with the due diligence part of the conflict minerals rule.

http://business.cch.com/srd/remarks-president-trump-signing-hj-resolution-41-021417.pdf
https://www.congress.gov/115/bills/hjres41/BILLS-115hjres41enr.pdf
https://www.sec.gov/news/pressrelease/2016-132.html
https://www.gpo.gov/fdsys/pkg/FR-2016-07-27/pdf/2016-15676.pdf
https://www.gpo.gov/fdsys/pkg/FR-2016-07-27/pdf/2016-15676.pdf
http://business.cch.com/srd/SRD-MSN-REI-Background-020317.pdf
http://business.cch.com/srd/MenendezColleaguesUrgeSECtoIssueNewGlobalTransparencyRule.pdf
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The Trump Administration’s regulatory roll-backs 
have leveraged the previously lightly used CRA. 
But as the number of CRA resolutions grows, some 
lawmakers seek to curb use of the CRA. Senator 
Cory Booker (D-NJ) and Rep. David Cicilline (D-RI)  
announced plans to introduce the Sunset the CRA 
and Restore American Protections (SCRAP) Act (S. 
1140; H.R. 2449). The bills would repeal the CRA and 
make it easier for federal agencies to re-issue rules 
disapproved under the CRA.

Conflict minerals guidance added complexity. 
New guidance from the SEC’s Corporation Finance 
Division (CorpFin) provides that staff will not 
recommend enforcement if companies do not 
comply with the due diligence part of the conflict 
minerals rule. But this guidance may be more 
complex than it seems.

The Commission adopted the conflict minerals rule 
to implement Dodd-Frank Act Section 1502’s mandate 
for the SEC to press companies to improve their han-
dling of supply chains for tin, tantalum, tungsten, and 
gold. The rule applies to necessary conflict minerals 
sourced from the Democratic Republic of the Congo 
and adjoining countries. The DRC is at the heart 
of Africa’s Great Lakes Region, which had for years 
endured conflict, including sexual- and gender-based 
violence, perpetrated by local armed groups who 
obtained funding through trade in conflict minerals.

The SEC’s conflict minerals rule, like the resource 
extraction issuers rule, has been lauded by those 
seeking to advance human rights around the 
globe and criticized as a legislative and regulatory 
overreach by those who view securities regulation 
as traditionally focused on financial disclosures to 
investors. The Dodd-Frank Act mandate to inquire 
into conflict minerals supply chains also plays into 
recent trends for companies to voluntarily engage 
in environmental, social and governance reforms to 
satisfy various corporate constituencies.

Required conflict minerals disclosures are made 
on Form SD, which accommodates specialized 
disclosures, including for the now-defunct resource 
extraction issuers rule. The final conflict minerals 
rule created a complex set of inquiries that can 
result in varying degrees of compliance, including 
the filing of a conflict minerals report. Congress 
may still revisit the Dodd-Frank Act’s authorization 
for the SEC’s conflict minerals rule. Section 862 of 
the Financial CHOICE Act of 2017 (H.R. 10) would 
repeal Dodd-Frank Act Sections 1502 and 1504, the 
SEC’s rulemaking authority for conflict minerals 
and resource extraction issuers, respectively.

Litigation ends—Three years ago, a three-judge 
panel of the D.C. Circuit Court upheld the bulk of the 
conflict minerals rule against a challenge under the 
Administrative Procedure Act and the Exchange Act. 
But that same panel faulted a narrow provision on 
freedom of speech grounds; the targeted provision 
was a vital component of the conflict minerals 
disclosure regime for the drafters of Dodd-Frank Act 
Section 1502. As a result, the D.C. Circuit further held:

that [the applicable Dodd-Frank Act provi-
sion], and the Commission’s final rule,…,vio-
late the First Amendment to the extent the 
statute and rule require regulated entities 
to report to the Commission and to state on 
their website that any of their products have 
“not been found to be ‘DRC conflict free.’”

In August 2015, the panel reheard the case and 
reached the same conclusion, albeit with one 
additional justification to conform its opinion to a 
related en banc D.C. Circuit decision applying the 
Supreme Court’s commercial speech doctrine. The 
SEC chose to forgo appealing the conflict minerals 
decision to the Supreme Court. The district court 
has since issued its final judgment remanding the 
conflict minerals rule to the SEC.

As a result, except for the portion held invalid by 
the courts, the SEC’s conflict minerals rule remains 
in effect. But the agency’s latest guidance likely 
increases the complexity of companies’ decisions 
about how to comply with the rule.

New SEC guidance—In January, just weeks 
after President Trump took office, and nearly two 
months before the district court’s final judgment, 
newly appointed then-Acting SEC Chairman Pi-
wowar issued a statement reciting what he viewed 
as defects in the rule and recalling his personal 
experience visiting Africa as highlighting for him 
how those defects burden companies that must 
comply with the rule. Specifically, Piwowar directed 
SEC staff to mull whether existing guidance issued 
in April 2014 remained “appropriate” and, in the 
interim, if more guidance is needed.

Piwowar’s statement also noted that the phased 
implementation of the conflict minerals rule would 
soon end and many smaller companies would 
have to comply. Large companies, especially those 
with global business, already have several years’ 
compliance experience and will have done much of 
the groundwork for the next round of disclosures 
due in May of each year. Companies with global 

http://cicilline.house.gov/press-release/cicilline-booker-introduce-bill-repeal-congressional-review-act
https://www.congress.gov/115/bills/hr10/BILLS-115hr10ih.pdf
http://business.cch.com/srd/NAM-v-SEC041414.pdf
http://business.cch.com/srd/AmericanMeatInstitutevUSDA072914.pdf
http://business.cch.com/srd/osg-530d-letters3-4-2016.pdf
http://business.cch.com/srd/NationalAssociationofManufacurersvSEC040417.pdf
http://business.cch.com/srd/reconsideration-of-conflict-minerals-rule-implementation-041117.pdf
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business also will be planning to comply with newly 
approved European Union rules on conflict minerals 
that are binding as of January 1, 2021 (E.U. Council; 
E.U. Parliament).

Piwowar invited public comments on the question 
of new guidance. As of April 11, 2017, the SEC had 
received over 12,000 comments, mostly form letters, 
although the 284 individual comment letters run the 
gamut from urging repeal, expressing support, or 
recommending specific adjustments. Commenters 
include Amnesty International USA, which inter-
vened in the conflict minerals litigation, and Stein 
Mart, Inc., Elm Sustainability Partners LLC, NYSE, and 
the Sustainability Accounting Standards Board.

CorpFin’s April 2014 guidance addressed what 
a company should do in the event it is (is not) 
required to file a conflict minerals report. The 
existing guidance also left open the possibility 
that a company could voluntarily describe a 
product as “DRC conflict free” if it also provided an 
independent private sector audit, but no company 
would be required to describe its products in this 
manner or as “DRC conflict undeterminable” or 
“not found to be ‘DRC conflict free.’”

The April 2017 guidance on conflict minerals 
only addresses enforcement with respect to the 
due diligence efforts required by companies that 
must reach Item 1.01(c) of Form SD. Specifically, 
CorpFin will not recommend enforcement action 
to the Commission if a company only files the 

disclosures under Items 1.01(a) and (b) of Form SD. 
Those provisions require a registrant to conduct 
a reasonable country-of-origin inquiry and to 
disclose on Form SD its determination based 
on the RCOI and to briefly describe the RCOI it 
undertook.

Piwowar issued a separate statement related 
to the new guidance in which he said the due 
diligence requirement’s purpose was “to enable 
companies to make the disclosure found to 
be unconstitutional.” He later summed up his 
request for additional CorpFin guidance: “In 
light of the foregoing regulatory uncertainties, 
until these issues are resolved, it is difficult to 
conceive of a circumstance that would counsel 
in favor of enforcing Item 1.01(c) of Form SD.” 
The acting chairman also confirmed that he has 
asked SEC staff to prepare a recommendation for 
Commission action on the conflict minerals rule.

The April 2017 guidance makes no explicit 
reference to the April 2014 guidance, nor does it 
explicitly say the prior guidance is superseded. 
The two January 2017 statements by CorpFin 
and Piwowar, as well as the April 2017 CorpFin 
statement, speak only of “whether the 2014 
guidance is still appropriate and whether any 
additional relief is appropriate in the interim” 
and of public comments on “the desirability of 
additional guidance or whether relief under the 
rule is appropriate.”

New and Existing Guidance Compared
April 2014 Guidance April 2017 Guidance

Reasonable country of origin 
inquiry

• Disclose reasonable country of origin inquiry.• Briefly describe the inquiry. • Still requires filing of disclosures per Form SD, 
Items 1.01(a) and (b).

Due diligence • Describe due diligence. • CorpFin will not recommend enforcement 
if company does not file due diligence 
disclosures per Form SD, Item 1.01(c).

Product within Form SD Items  
1.01(c)(2) or (c)(2)(i)

• No need to identify product as “DRC conflict 
undeterminable” or “not found to be ‘DRC 
conflict free.’” • Disclose (i) facilities used to produce the 
conflict minerals; (ii) country of origin of the 
minerals; and (iii) efforts to determine the 
mine or location of origin.

Voluntary election to describe 
product as “DRC conflict free” in 
conflict minerals report

• Guidance does not require this.• If elect voluntary description, obtain IPSA 
(IPSA not otherwise required).

Source: Adapted from (i) Statement on the Effect of the Recent Court of Appeals Decision on the Conflict Minerals Rule, Keith F. Higgins, Director, SEC 
Division of Corporation Finance (April 29, 2014); and (ii) Updated Statement on the Effect of the Court of Appeals Decision on the Conflict Minerals Rule, 
SEC Division of Corporation Finance (April 7, 2017).

http://www.consilium.europa.eu/en/press/press-releases/2017/04/03-conflict-minerals/
http://www.europarl.europa.eu/news/en/news-room/20170308IPR65672/conflict-minerals-meps-secure-due-diligence-obligations-for-importers
http://business.cch.com/srd/statement-on-sec-commission-conflict-minerals-rule-041117.pdf
http://business.cch.com/srd/statement013117-041117.pdf
http://business.cch.com/srd/2014-spch042914kfh-041317.pdf
http://business.cch.com/srd/corpfin-updated-statement-court-decision-conflict-minerals-rule-041317.pdf
http://business.cch.com/srd/piwowar-statement-court-decision-conflict-minerals-rule-040717.pdf
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Significantly, CorpFin cautioned that its new 
guidance is subject to renewed action by the 
Commission, only states the division’s view about 
enforcement, and does not state a “legal conclusion” 
about the conflict minerals rule. The new CorpFin 
guidance may raise more questions than it answers 
for some companies, especially those well into 
disclosure preparation for the upcoming deadline. 
Since the conflict minerals rule became effective, 
some companies have gone beyond what they have 
been expected to disclose under SEC guidance, 
including obtaining IPSAs. Companies subject 
to the conflict minerals rule will need to make 
individualized decisions about what to file in their 
next Forms SD, which are due May 31. Overshadowing 
these decisions is the potential for liability under 
Exchange Act Section 18 for misleading statements in 
documents filed with the Commission.

Although it will take time to evaluate the latest 
set of conflict minerals filings, it appears that 
despite the SEC’s revised guidance, some of the 
bellwether companies opted to make roughly the 
same disclosures as they have done in prior years. 
Apple Inc, for example, filed its conflict minerals 
report on April 5, well ahead of the May 31 deadline, 
and continued to assert that it employs modes of 
tracking its conflict minerals supply chains beyond 
what is legally required. Electronic components 
supplier KEMET Corporation filed its conflict minerals 
report along with an independent private sector 
audit report. Kemet’s  webpage on conflict minerals 
notes that the company is the world’s largest user 
of tantalum, one of the 3TG minerals (tantalum, tin, 
tungsten, and gold) targeted by the conflict minerals 
rule. Intel likewise filed a conflict minerals report 
and obtained an IPSA.

How Do the Authorities Line Up?
Document Status

Dodd-Frank Act Section 1502. Statutory authority for SEC’s conflict minerals rule. Still in force. Allows presidential directives for 
SEC to waive or revise rule for up to two years, or for termination of disclosure requirement.

SEC conflict minerals rule. Still in effect. Rule remanded by U.S. District Court to Commission. Open question regarding 
whether the statute or the SEC rule required portion of rule held to violate First Amendment.

FAQ within Exchange Act Rules C&DIs:
• Questions 1-12 (May 30, 2013).
• Questions 13-21 (April 7, 2014).

Question (12) states that the failure to timely file a Form SD will not result in an issuer losing 
eligibility to use Form S-3. The FAQ notes that the Commission’s partial stay and the April 29, 2014 
CorpFin guidance may have superseded some of the items addressed in the FAQ.

CorpFin Guidance (April  29, 2014). Extensive instructions on how to comply after first D.C. Circuit opinion upheld bulk of rule, but 
found part of rule violated the First Amendment.

Partial stay (May 2, 2014). Conflict minerals rule partially “stayed pending the completion of judicial review, at which point 
the stay will terminate.” Commission elected to forgo appeal to the U.S. Supreme Court; the district 
court remanded the rule to the Commission.

CorpFin Guidance (April  7, 2017). Statement that CorpFin “will not recommend enforcement action to the Commission if companies, 
including those that are subject to paragraph (c) of Item 1.01 of Form SD, only file disclosure under 
the provisions of paragraphs (a) and (b) of Item 1.01 of Form SD.”

Exchange Act Section 18. Provides for private action alleging misleading statements in filed documents. States elements of 
action and defense, and gives court discretion to allocate costs and attorney’s fees among parties. 
Action must be brought within one year of discovery of facts giving rise to suit and within three 
years after accrual. Form SD is filed per final conflict minerals rule (proposal required disclosure to 
be furnished as exhibit to annual report).

Source: Adapted from (i) Dodd-Frank Act Section 1502; (ii) SEC Release No. Release No. 34–67716 (August 22, 2012); (iii) Dodd-Frank Wall Street Reform and 
Consumer Protection Act Frequently Asked Questions, Conflict Minerals, issued May 30, 2013 and April 7, 2014; (iv) Statement on the Effect of the Recent Court 
of Appeals Decision on the Conflict Minerals Rule, Keith F. Higgins, Director, SEC Division of Corporation Finance (April 29, 2014); (v) In the Matter of Exchange 
Act Rule 13p-1 and Form SD, Release No. 34-72079 (May 2, 2014) (order issuing partial stay); (vi) Updated Statement on the Effect of the Court of Appeals 
Decision on the Conflict Minerals Rule, SEC Division of Corporation Finance (April 7, 2017); and (vii); Exchange Act Section 18.

Revise, waive, terminate? In February, several 
media outlets and securities law blogs reported 
that the Trump Administration may be considering 

invoking the Dodd-Frank Act’s revise or waive lan-
guage regarding the conflict minerals rule based on 
a purported draft memorandum, but that possibility 

https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000320193&type=sd&dateb=&owner=exclude&count=40
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000320193&type=sd&dateb=&owner=exclude&count=40
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000887730&type=sd&dateb=&owner=exclude&count=40
http://www.kemet.com/conflictfree
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0000050863&type=sd&dateb=&owner=exclude&count=40
http://business.cch.com/srd/conflictminerals-faq-041317.pdf
http://business.cch.com/srd/34-72079-041317.pdf
http://business.cch.com/srd/34-63547-041317.pdf
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The SEC’s order said Bats could not achieve either 
of these requirements because the significant spot 
markets for bitcoin are unregulated.

has not yet occurred. The Dodd-Frank Act permits 
the president to direct the Commission to revise-or-
waive the conflict minerals rule for up to two years if 
the president transmits his determination that such 
action is in the U.S.’s national security interest and 
states the reasons for the determination. The Dodd-
Frank Act also permits the president to terminate 
the conflict minerals disclosure requirement if 
he determines and certifies to Congress “that no 
armed groups continue to be directly involved 
and benefitting from commercial activity involving 
conflict minerals.”

Spotlight on Piwowar; State Department re-
quest—Even before CorpFin issued its new conflict 
minerals guidance, Piwowar’s direction to agency 
staff to review exiting guidance had evoked concern 
from members of Congress. Senator Bob Menendez 
(D-NJ), joined by Sens. Elizabeth Warren (D-Mass), 
Brian Schatz (D-Hawaii), and Senate Banking Com-
mittee Ranking Member Sherrod Brown (D-Ohio), 
wrote to the SEC’s inspector general to request an 
investigation into Piwowar’s use of his powers as 
acting chairman. The senators questioned whether 
Piwowar’s actions regarding the conflict minerals 
rule, the reopening of comments on the pay ratio 
rule, and new limits imposed on the enforcement 
division’s subpoena authority were lawful and 
consistent with the SEC’s mission.

Meanwhile, the State Department has asked 
“stakeholders” to comment on how the de-
partment and other agencies can best support 
responsible sourcing of conflict minerals. The 
department’s notice observed that the U.S. 
“remains committed” to partnering with others to 
sever ties between armed groups in Africa’s Great 
Lakes Region and the conflict minerals trade. 
Comments were due by April 28, 2017.

Since then, several dozen commenters have 
urged the State Department to take a range of next 
steps regarding conflict minerals reporting. Many 
commenters acknowledged imperfections in the 
conflict minerals rule, but still urged U.S. regulators 
to retain it. Other commenters noted the potential 
harm to the DRC from the existing conflict minerals 
rule and that such reporting is contrary to tradi-
tional financial reporting under the securities laws. 
One commenter suggested placing the compliance 
burden more squarely on upstream importers, 
smelters, and refiners, rather than on downstream 
entities, which may be many layers removed from 
the source of the minerals. Two commenters noted 
that cobalt should be added to the list of conflict 

minerals (Apple Inc., separate from the comment 
process, announced in a report that it had expand-
ed its supply chain mapping to include cobalt).

Fintech: SEC puts brakes on 
trading of virtual currencies
Financial technology or fintech encompasses 
diverse digitally-driven products and services, 
including blockchain and other technologies asso-
ciated with digital assets such as virtual currencies. 
The Commission may weigh in on the listing and 
trading of virtual currencies now that the agency’s 
Division of Trading and Markets, under its delegated 
authority, has disapproved a Bats BZX Exchange, 
Inc. proposed rule change to list and trade shares 
issued by the Winklevoss Bitcoin Trust.

In disapproving the Bats proposal, the SEC staff 
noted that the applicable Exchange Act standards for 
the listing and trading of shares of commodity-trust 
exchange-traded products (ETPs) include, among 
other things, the requirement that the markets for 
the underlying commodity or derivatives on that 

commodity be regulated and that the exchange enter 
into surveillance sharing agreements with significant 
markets. The SEC’s order said Bats could not achieve 
either of these requirements because the significant 
spot markets for bitcoin are unregulated.

A large portion of the SEC’s order reviewed the 
nearly 60 comment letters received on the pro-
posed rule change, many of which emphasized 
that bitcoin markets are often located overseas, 
can be illiquid, and may involve questionable 
practices, such as front-running, wash sales, and 
conflicts of interest regarding bitcoin mining.

The Winklevoss Bitcoin Trust’s investment goal 
was to track the price of bitcoins on Gemini Trust 
Company’s Gemini Exchange. With respect to 
regulatory oversight, the SEC said that, despite 
Bats’s recitation of the CFTC’s enforcement actions 
against Coinflip, TeraExchange, and Bitfinex, the CFTC 
registers spot markets only in limited instances, and 
the CFTC would not oversee Gemini Exchange. As for 

https://www.menendez.senate.gov/imo/media/doc/2017_03_29_SEC_IG_letter.pdf
http://business.cch.com/srd/StateDepartment-ConflictMinerals-82FR15265-032717.pdf
https://images.apple.com/supplier-responsibility/pdf/Apple-Progress-Report-2017.pdf
https://www.sec.gov/rules/sro/batsbzx/2017/34-80206.pdf
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It is worth noting that the SEC held out some hope for 
exchanges seeking to list and trade virtual currency 
ETP shares by noting in the Bats disapproval that the 
agency could reconsider the status of bitcoin markets 
as they continue to develop.

Gemini Exchange, the SEC noted that while public 
comments were unclear about how much bitcoin 
volume the exchange handled, it appeared to the 
SEC that Gemini Exchange’s volume was a small part 
of the overall bitcoin market.

The SEC also found fault with a white paper sub-
mitted in support of another rule proposal because 
it failed to account for many aspects of bitcoin 
technology, such as a “hard fork” that could divide 
the underlying network into multiple blockchains. A 
footnote in the SEC’s order noted that the Winklevoss 
Bitcoin Trust’s registration statement had explained 
that the trust’s custodian and sponsor would decide 
which of two resulting blockchains to use.

According to the Winklevoss Bitcoin Trust’s 
registration statement, that choice would be made 
based on the “greatest cumulative computational 
difficulty”—i.e., “the total threshold number of hash 
attempts required to mine all existing blocks in 
the respective Blockchain, accounting for potential 
differences in relative hash difficulty”—within 
the 48 hours after a hard fork. This computation 
would serve as a basis for transacting and valuing 
bitcoins, although creation and redemption baskets 
would be halted for 24 hours before, and 48 hours 
after, a hard fork.

Bats has since asked the Commission to review 
the order disapproving of the exchange’s proposal. 
Bats said in its petition for review that the order ap-
plied a new, “prescriptive” standard not required by 
the Exchange Act and argued that the potential for 
manipulation of bitcoin is not as great as the SEC 
staff suggested. Bats also urged the Commission to 
review the order because of bitcoin’s novelty and 
the first-ever nature of the exchange’s proposal.

Moreover, the SEC disapproved a similar rule 
change proposal by NYSE Arca, Inc. to list and 
trade shares of the SolidX Bitcoin Trust, and has 
instituted proceedings to determine if yet another 
proposal by NYSE Arca to list and trade shares of 
Bitcoin Investment Trust should be approved or 
disapproved. The SolidX disapproval focused on 
the same reasons cited for disapproving the Bats 
proposal: bitcoin markets are unregulated and the 
exchange could not obtain the needed surveillance 
sharing agreements. The SEC’s order instituting 
proceedings regarding the Bitcoin Investment 
Trust proposal reviews numerous disclosures in 
the trust’s registration statement regarding bitcoin 
markets and the operation of the trust.

The Forms S-1 filed by SolidX Bitcoin Trust and 
Bitcoin Investment Trust offer some additional 

details about the shares that would have been 
listed if the SEC had approved NYSE Arca’s 
proposal. Moreover, the NYSE Arca and Bats 
proposals share many features, as do the three 
underlying bitcoin trusts (See comparison chart), 
although the proposals and the trusts differ in 
some important respects.

It remains to be seen what action the Com-
mission will take regarding the Bats petition for 
review and whether NYSE Arca will likewise seek 
Commission review of the disapproval of its SolidX 
proposal. It is worth noting that the SEC held out 
some hope for exchanges seeking to list and trade 
virtual currency ETP shares by noting in the Bats 
disapproval that the agency could reconsider 
the status of bitcoin markets as they continue to 
develop. Moreover, the Commission has been asked 
by another trading venue to engage in rulemaking 
to more generally clarify the legal status of digital 
assets like bitcoin.

Additionally, both the SEC and the CFTC have 
established dedicated web pages addressing 
fintech issues. The SEC’s  fintech “spotlight” page 
features its November 2016 fintech forum, but also 
includes links to information about crowdfunding, 
distributed ledger technology, and automated 
investment advice. The CFTC recently announced 
its “LabCFTC” initiative, which includes a frame-
work for CFTC outreach to fintech firms, and a 
program to improve the agency’s use of fintech to 
achieve regulatory efficiencies that can enhance 
the agency’s ability to carry out its core market 
oversight mission.

Cybersecurity: SCI entities, 
enforcement, boards,  
and Blue Sky
The Securities and Exchange Commission 
adopted Regulation SCI to focus key market 
participants’ attention on the resiliency of their 

https://www.sec.gov/Archives/edgar/data/1579346/000119312517034708/d296375ds1a.htm
http://business.cch.com/srd/petition-for-review-sr-batsbzx-2016-30-032817.pdf
https://www.sec.gov/rules/sro/nysearca/2017/34-80319.pdf
https://www.sec.gov/rules/sro/nysearca/2017/34-80502.pdf
https://www.sec.gov/Archives/edgar/data/1668039/000119312517030817/d121870ds1a.htm
https://www.sec.gov/Archives/edgar/data/1588489/000119312517158456/d157414ds1a.htm
http://business.cch.com/srd/Summary-of-Bitcoin-Share-Proposal-Table-2017_05-17-17_locked.pdf
https://www.sec.gov/spotlight/fintech
https://www.sec.gov/spotlight/fintech
http://www.cftc.gov/LabCFTC/index.htm
https://www.gpo.gov/fdsys/pkg/FR-2014-12-05/pdf/2014-27767.pdf
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cybersecurity-related systems and controls as 
part of the agency’s modernization of its prior 
Automation Review Policy (ARP). But cybersecurity 
goes beyond just the entities and market activi-
ties subject to Regulation SCI. Instead, cybersecu-
rity is a nearly omnipresent issue for companies 
that touches SEC enforcement, state regulation, 
company boards, and mergers and acquisitions.

Regulation SCI. The SEC’s Regulation SCI 
contains basic requirements for SCI entities, 
including notice and review provisions, and key 
implementation dates. The SEC also published 
an FAQ and additional guidance on Regulation 
SCI. But securities regulations applicable in the 
cybersecurity setting go beyond Regulation SCI. 
Disclosure, enforcement, and corporate gover-
nance issues are discussed in more detail below.

What is an “SCI entity”?—Rule 1000 states that 
Regulation SCI applies to “SCI Entities” including: 
(i) SCI self-regulatory organizations; (ii) SCI 
alternative trading systems; (iii) plan processors; 
and (iv) exempt clearing agencies subject to ARP. 
The entities included in this definition are further 
defined by Regulation SCI and, in some instances, 
by other related securities regulations:

“SCI self-regulatory organization”—The term 
includes national securities exchanges (regard-
less of volume) and self-regulatory organiza-
tions (SROs) such as FINRA and the MSRB. The 
term does not include certain notice-registered 
firms or registered limited purpose national 
securities associations.
“SCI alternative trading system”—Rule 300(a) 
of Regulation ATS defines “alternative trad-
ing system” to mean any organization that 
provides a market place or facilities to bring 
together buyers and sellers of securities or for 
performing functions commonly performed by 
a stock exchange that does not set subscriber 
conduct rules (other than for trading on the 
organization) or disciplines subscribers only by 
excluding them from trading.

Regulation SCI imposes a volume threshold 
based on at least four of the prior six calendar 
months: (i) For NMS stocks either (A) 5 percent or 
more in any single NMS stock and one-quarter 
percent or more in all NMS stocks, or (B) one 
percent or more in all NMS stock; or (ii) five per-
cent or more of the average daily dollar volume 

of non-NMS stock transactions reported to an 
SRO. The term does not include ATSs that trade 
only municipal securities or corporate debt. An 
SCI ATS has six months to comply with Regulation 
SCI after it reaches the volume threshold for the 
first time.

“Plan processor”—Regulation SCI adopts the 
definition of “plan processor” in Rule 600(b)
(55) of Regulation NMS: any SRO or securities 
information processor (SIP) acting as the 
exclusive processor of any facility contemplated 
by an effective NMS plan.
“Exempt clearing agency subject to ARP”— 
Regulation SCI defines “exempt clearing  
agency subject to ARP” to mean an entity that 
has been exempted from Exchange Act Section 
17A by the Commission and whose exemption 
has conditions regarding ARP or any super-
seding regulation.

The CFTC also has adopted similar regulations 
(Exchange Final Rules; Clearing Final Rules). The 
Commission indicated that Regulation SCI would 
apply to entities that are dually registered with the 
SEC and the CFTC. These firms would comply with 
Regulation SCI with respect to securities activities 
and with the CFTC’s regulations with respect to 
futures activities.

Safe harbor—Although Regulation SCI has no 
safe harbor for SCI entities, it does include a safe 
harbor for individuals. Rule 1001(b)(4) extends a safe 
harbor to an SCI entity’s “personnel,” which includes 
employees and non-employee contractors or 
consultants. Under the safe harbor, an individual is 
not deemed to have aided, abetted, counseled, com-
manded, caused, induced, of procured a Regulation 
SCI violation if the person reasonably discharged 
their duties under the SCI entity’s policies and 
procedures, and the person was without reasonable 
cause to believe the policies and procedures were 
not maintained as required by applicable provisions 
of Regulation SCI in any material respect.

Compliance dates for SCI entities—Regulation 
SCI established a series of implementation 
milestones, all of which have now passed. But ATSs 
should be aware of the special timing require-
ments for entities that newly meet Regulation SCI 
volume thresholds.

Duties of SCI entities—Regulation SCI sets out 
numerous basic requirements for the ongoing 

https://www.sec.gov/divisions/marketreg/regulation-sci-faq.shtml
https://www.sec.gov/rules/final/2014/staff-guidance-current-sci-industry-standards.pdf
http://www.cftc.gov/idc/groups/public/@lrfederalregister/documents/file/2016-22174a.pdf
http://www.cftc.gov/idc/groups/public/@lrfederalregister/documents/file/2016-22413a.pdf
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obligations of SCI entities for their SCI systems. 
“SCI systems” is broadly defined to reference 
many forms of modern electronic technologies 
that, with respect to securities, directly support 
trading, clearance, and related activities. “Indirect 
SCI systems” are those systems for which a breach 
would be reasonably likely to pose a security 
threat to SCI systems.

“Critical SCI systems” fall into two categories. 
One set of SCI systems includes those that  
directly support: (i) clearing agencies’ clearance 
and settlement systems; (ii) openings, re-open-
ings, and closing on the primary listing market; 
(iii) trading halts; (iv) initial public offerings; (v) 
the provision of consolidated market data by 
SIPs; or (vi) exclusively listed securities. Another 
type of critical SCI system includes SCI entities 
that provide functionalities to securities markets 
for which alternatives are scarce and whose 
absence would materially impact fair and  
orderly markets.

Regulation SCI imposes many obligations on SCI 
entities regarding standards, personnel, testing, 
corrective action, and records. 

Operational capability/maintenance of fair 
and orderly markets—Rule 1001(a) requires 
the maintenance of written policies and pro-
cedures reasonably designed to ensure SCI 
systems and indirect SCI systems (regarding 
security standards) have the needed capacity, 
integrity, resiliency, availability, and security.
Systems compliance—Under Rule 1001(b), an 
SCI entity must maintain written policies and 
procedures reasonably designed to ensure SCI 
systems comply with the Exchange Act, applica-
ble securities regulations, and the entity’s rules 
and governing documents.
SCI personnel—Rule 1001(c) requires an SCI en-
tity to maintain written policies and procedures 
for identifying, designating, and documenting 
its responsible SCI personnel.

Regulation SCI—Key Implementation Dates

Effective Date February 3, 2015

General compliance date November 3, 2015

Compliance date for ATSs newly meeting SCI ATS  
volume threshold

6 months after ATS meets Regulation SCI volume 
threshold for the first time

Compliance date for industry- and sector-wide SCI entity 
coordinated testing of BC-DR plans

November 3, 2016

Source: Adapted from SEC Release No. 34–73639 (November 19, 2014), 79 FR 72252 (December 5, 2014).

Notification of SCI events—Regulation SCI 
requires notification to the Commission of SCI 
events. “SCI event” means a systems disruption, 
compliance issue, or intrusion. Generally, dissem-
ination of information about an SCI event under 

Rule 1002(c) must be done promptly to the SEC 
entity’s members or participants who may be af-
fected by the SCI event. Additional considerations 
apply to a “major SCI event,” which the regulation 
separately defines.

Regulation SCI—Basic Requirements

SCI review (Rule 1003(b)(1)). Review SCI entity’s compliance with Regulation SCI once each calendar year.

Penetration testing (Rule 1003(b)(1)(i)). Do penetration test review at least once every three years.

SCI systems assessment (Rule 1003(b)(1)(ii)). Assess SCI systems that directly support market regulation or market surveillance at a frequency 
determined by a risk assessment, but at least once every three years.

BC-DR testing (Rule 1004). Designate SCI entity’s members/participants to participate in testing of BC-DR plans at least once every 
12 months. Coordinate testing of BC-DR plans on industry- or sector-wide basis with other SCI entities.

Corrective action (Rule 1002(a)). An SCI entity, once its responsible SCI personnel have a reasonable basis to conclude an SCI event 
has occurred, must take corrective action that, at a minimum, mitigates potential harm to investors 
and market integrity while seeking to remedy the SCI event as soon as reasonably practicable.

Source: Adapted from SEC Release No. 34–73639 (November 19, 2014), 79 FR 72252 (December 5, 2014).
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Regulation SCI—Notice, Reports, and Other Requirements

Initial Notification of SCI event (Rule 1002(b)(1)). Immediately Form SCI not required 
(Exhibit 6 can include 
optional attachments)

Notification of SCI event (Rule 1002(b)(2)). Within 24 hours Form SCI (Exhibit 1)

Update of SCI event (Rule 1002(b)(3)). Regular basis or upon reasonable 
Commission request

Form SCI not required 
(Exhibit 6 can include 
optional attachments)

Interim SCI event report (Rule 1002(b)(4)). Within 30 days of occurrence Form SCI (Exhibit 2)

Final SCI event report (Rule 1002(b)(4)). 5 business days after resolution and 
investigation by SCI entity closed if 
within 30 days of occurrence

Form SCI (Exhibit 2)

Quarterly report of no or de minimis impact SCI events (Rule 1002(b)(5)(ii)). 30 days after calendar quarter end Form SCI (Exhibit 3)

Quarterly report of material system changes (Rule 1003(a)(1)). 30 days after calendar quarter end Form SCI (Exhibit 4)

Supplemental report of material system changes (Rule 1003(a)(2))
(Report not required if information in Rule 1002(b) notification).

Promptly

Report of SCI review with senior managers’ response (Rule 1003(b)(3)).

Review must be submitted to both the Commission and the SCI entity’s  
board of directors.

60 days after submitted to SCI 
entity’s senior managers

Form SCI (Exhibit 5)

Dissemination of information about SCI event (Rule 1002(c)). An exception exists if 
dissemination would compromise security or an investigation. 

Promptly

Major SCI events (Rule 1002(c)). “Major SCI event” means an SCI event that has had, or 
the SCI entity reasonably estimates would have, any impact on a critical SCI system 
or a significant impact on the SCI entity’s operations or on market participants.

Practice tip: The adopting release noted that dissemination to all members/
participants is functionally equivalent to public dissemination because others 
will likely further disseminate it, often publicly. Moreover, Regulation SCI 
does not specify how an SCI entity should disseminate information, but the 
Commission suggested posting such information to the SCI entity’s web page for 
“systems status alerts.”

Promptly disseminate information 
to all of SCI entity’s members of 
participants

Source: Adapted from SEC Release No. 34–73639 (November 19, 2014), 79 FR 72252 (December 5, 2014).

Rule 1005 of Regulation SCI also imposes 
recordkeeping requirements under which SCI 
SROs must keep related documents pursuant 
to Exchange Act Rule 17a-1, and non-SCI SROs 
must keep one copy of all relevant documents 
for five years. All entities subject to Regulation 
SCI must promptly furnish requested documents 
to the Commission. Records also must remain 
accessible to the Commission even after an 
entity is no longer in business or has ended its 
registration with the Commission. Rule 1002(b)(5) 
also prescribes a recordkeeping requirement for 
no or de minimis SCI events.

State model rule. Additionally, the North 
American Securities Administrators Association 
adopted a model rule and guidance in April 
2015 regarding investment advisers’ business 
continuity and succession planning. The model 
rule requires an investment adviser to establish 
written procedures for a business continuity and 

succession plan based on the adviser’s business 
model, size, services provided, and number of 
locations. An adviser’s plan must provide for: (i) 
protection of books and records; (ii) alternative 
modes of communication with customers, 
regulators, employees, and vendors; (iii) alter-
native office space; (iv) assignment of duties to 
qualified responsible persons if key persons are 
unavailable; and (v) the minimization of service 
disruptions and client harm from a business 
interruption. Illinois, Iowa, and Vermont have 
adopted NASAA’s model rule, while the model 
rule has been proposed by Colorado, Michigan, 
Pennsylvania, and Nebraska.

SEC disclosure issues. The SEC issued CF 
Disclosure Guidance: Topic No. 2 in 2011 to address 
the emerging disclosure issues surrounding cyber-
security. The guidance, which has not been updated 
since, acknowledges the fine line between revealing 
company vulnerabilities and keeping investors 

http://www.nasaa.org/wp-content/uploads/2011/07/NASAA-Model-Rule-on-Business-Continuity-and-Succession-Planning-with-gu....pdf
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
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informed of company developments. As a result, 
a company must disclose enough information to 
meet SEC requirements and investors’ needs, but 
does not have to give would-be hackers a roadmap 
to the company’s technological weak spots.

As a result, companies may need to consider 
various aspects of their periodic and annual 
reports or other SEC filings with respect to 
cybersecurity. For example, a company may 
wish to update its risk factors section to include 
cybersecurity risks, although under Item 503(c) 
of Regulation S-K, this section must be specific 
to the company and should not include general 
risks applicable to any issuer or offering. A 
company also may need to decide whether to 
disclose material pending legal proceedings 
related to data breaches, such as direct or 
derivative law suits; Item 103 of Regulation S-K 
suggests some parameters for making litiga-
tion-related disclosures.

Moreover, Congress has thus far not enacted 
cybersecurity laws that would directly affect public 
company disclosures. But in the 114th Congress, 
former Rep. Jim McDermott (D-Wash) introduced 
the Cybersecurity Systems and Risks Reporting 
Act (H.R. 5069), which would have invoked the 
Sarbanes-Oxley Act’s executive certification and 
internal controls provisions. Senators Jack Reed 
(D-RI) and Susan Collins (R-Maine) also introduced 
the Cybersecurity Disclosure Act of 2015 (S. 2410), 
which would have required companies to disclose 
if their boards have cybersecurity expertise. 
Senator Reed has re-introduced his bill in the 
115th Congress (S. 536).

SEC enforcement. The SEC’s Office of Compli-
ance Inspections and Examinations continued 
its recent trend of listing the examination of 
SCI entities and cybersecurity among its mar-
ket-wide examination priorities. OCIE also has 
flexibility overall to determine its examination 
needs based on its assessment of risks in the 
marketplace and at entities. OCIE previously 
conducted a cyber sweep of broker-dealers and 
investment advisers and published the results in 
a series of Risk Alerts (September 2015; February 
2015; April 2014).

OCIE recently issued a new risk alert following 
the discovery of a wide-spread ransomware 
attack. The risk alert summarized OCIE’s latest 
examination sweep of 75 firms. According to 
OCIE, many broker-dealers, investment advisers, 

and investment companies still lack sufficient 
cybersecurity preparedness regarding periodic 
risk assessments of critical systems, penetration 
testing, and high-security patches. OCIE remind-
ed firms that both the SEC and the Financial 
Industry Regulatory Authority have posted guid-
ance on their websites. OCIE also recommended 
that firms review additional guidance issued by 
the Department of Homeland Security.

Resulting SEC enforcement matters are few in 
number, but two of them point out a common 
cybersecurity issue. In one settled administrative 
proceeding, the SEC alleged that registered 
investment adviser R.T. Jones Capital Equities 
Management, Inc. willfully violated the safeguards 
requirement of Rule 30(a) of Regulation S-P by 
failing to adopt written policies and procedures 
to deal with personally identifiable information 
of clients and others stored on an unencrypted 
third-party-hosted webserver. An unknown intruder 
gained access and copy rights to the data, but later 
investigations by multiple cyber consultants were 
unable to determine if the data was accessed or 
compromised. R.T. Jones was censured and agreed 
to pay a $75,000 civil money penalty after the 
Commission considered the firm’s remedial steps 
and cooperation in the matter.

In another settled administrative proceeding, 
the SEC penalized Morgan Stanley Smith Barney 
LLC (MSSB), a registered broker-dealer and invest-
ment adviser, for similar violations of Regulation 
S-P regarding an employee who downloaded 
data on 730,000 customer accounts to a personal 
server that cyber forensics indicated was “likely 
hacked” by a third party. The employee obtained 
the data by leveraging a defect in MSSB’s custom-
er data analysis portal security that allowed him 
to generate reports on a wider set of customers 
than he was authorized to view. Some of the mis-
appropriated data turned up for sale on multiple 

New York has led the way in issuing rules for banks’ 
cybersecurity, but Colorado also has adopted rules 
to bolster cybersecurity practices at broker-dealers 
and investment advisers. 

https://www.congress.gov/115/bills/s536/BILLS-115s536is.pdf
https://www.sec.gov/about/offices/ocie/national-examination-program-priorities-2017.pdf
https://www.sec.gov/ocie/announcement/ocie-2015-cybersecurity-examination-initiative.pdf
https://www.sec.gov/about/offices/ocie/cybersecurity-examination-sweep-summary.pdf
https://www.sec.gov/about/offices/ocie/cybersecurity-examination-sweep-summary.pdf
https://www.sec.gov/ocie/announcement/Cybersecurity-Risk-Alert--Appendix---4.15.14.pdf
https://www.sec.gov/files/risk-alert-cybersecurity-ransomware-alert.pdf
https://www.sec.gov/litigation/admin/2015/ia-4204.pdf
https://www.sec.gov/litigation/admin/2015/ia-4204.pdf
https://www.sec.gov/litigation/admin/2016/34-78021.pdf
https://www.sec.gov/litigation/admin/2016/34-78021.pdf
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Internet sites. MSSB was censured and fined $1 
million, but the Commission considered MSSB’s 
cooperation and remedial efforts. The Commis-
sion likewise penalized the employee by imposing 
associational and penny stock bars; the employee 
also pleaded guilty to a federal criminal charge 
and was ordered to pay $600,000 in restitution 
and sentenced to three years’ probation.

State securities regulation. New York has led 
the way in issuing rules for banks’ cybersecurity, 
but Colorado also has adopted rules to bolster 
cybersecurity practices at broker-dealers and 
investment advisers. Colorado’s Division of 
Securities held a public hearing on the proposed 
rules in early May. The rule could fuel a trend for 
more state regulation of cybersecurity that may 
grow beyond New York, Colorado and several states 
with related provisions.

The Colorado rules would require broker-deal-
ers and investment advisers to establish written 
procedures that are reasonably designed to 
ensure cybersecurity. The commission could 
mull seven factors in determining compliance, 
including firm size, firm interconnectedness with 
third parties, and the firm’s internal policies, 
training, and security efforts such as authenti-
cation practices. Broker-dealers and investment 
advisers would have to include cybersecurity 
in their risk assessments. Moreover, a firm’s 
cybersecurity procedures must, to the extent 
reasonably possible, provide for: (i) annual 
cybersecurity risk assessments; (ii) email security, 
which includes encryption and digital signatures, 
(iii) authenticated employee access to electronic 
communications, databases, and other media; (iv) 
authentication of electronically communicated 
client instructions; and (v) disclosure to clients 
of the risks associated with the use of electronic 
communications.

A separate section of the Colorado rules defines 
key terms related to electronic offerings. “Security 
breach,” for example, means unauthorized access 
to or disclosure of any data that compromises the 
security or confidentiality of confidential personal 
information maintained by the person or business. 
But the term applies only to systems used in con-
nection with, or introduced into, securities offerings 
to enable the use of electronic offering documents 
or electronic signatures. “Offering documents” is 
broadly defined to include registration statements, 
prospectuses, and sales materials, while “sales ma-
terials” is limited to items to be used in connection 

with the solicitation of purchases of the securities 
approved as sales literature by the SEC, FINRA Inc., 
and state regulators.

Two other states addressed cybersecurity before 
Colorado issued its rules. Vermont’s securities 

regulation has a provision that is strikingly similar 
to Colorado’s new rule (Vt Code R (“Regulations of 
the Vermont Department of Financial Regulation”) 
(Section 8-4). Vermont also defines “cybersecurity” 
(Id. (Section 1-2)) and lists the factors used to 
determine if a broker-dealer’s supervisory proce-
dures are reasonably designed to help detect and 
prevent violations and to achieve compliance with 
applicable rules, including a firm’s use of Internet 
communications and its cybersecurity measures 
(Id. (Section 3-3)). Minnesota’s Blue Sky law and 
securities regulation provide for the protection of 
purchaser information via the adoption of cyber-
security policies and the reporting of cybersecurity 
attacks or data breaches by issuers and portal 
operators subject to the state’s revised MNVest 
registration exemption that works in tandem 
with the SEC’s Securities Act Rule 147A, both of 
which became effective April 20, 2017 (Minn. Stat. 
§80A.461; Minn. R. 2876.3055).

Company boards, M&A, liability. Derivative 
suits against company boards over data breaches 
have struggled to take hold, but public company 
directors must remain focused on cyber-related 
disclosures, cyber insurance policies, and liability. 
One example is the dismissal with prejudice of a 
shareholder suit against Target Corporation after 
the company’s special litigation committee issued 
its report on a data breach.

But that did not end the matter with respect to 
47 state attorneys general, who recently reached 
a  settlement with Target for $18.5 million. The 
settlement requires Target to assure that it will 
comply with various state laws, including consum-
er protection and personal information protection 

The Home Depot breach case has been closely 
watched despite the district court’s earlier 
dismissal because of the ensuing appeal and the 
cybersecurity governance reforms contemplated by 
a proposed settlement.

https://www.sec.gov/litigation/admin/2016/34-78020.pdf
https://www.justice.gov/usao-sdny/pr/investment-bank-financial-adviser-pleads-guilty-manhattan-federal-court-illegally
https://www.justice.gov/usao-sdny/pr/former-morgan-stanley-financial-adviser-sentenced-manhattan-federal-court-illegally-0
https://drive.google.com/file/d/0BymCt_FLs-RGUWl5c3lDUVlzeDg/view
http://business.cch.com/srd/Vermont_8-4_CybersecurityProcedures.pdf
http://business.cch.com/srd/Vermont_1-2_Definitions_Cybersecurity.pdf
http://business.cch.com/srd/Vermont_3-3_BrokerDealers-Supervision.pdf
https://www.revisor.leg.state.mn.us/laws/?id=10&year=2017&type=0#laws.0.1.0
https://www.gpo.gov/fdsys/pkg/FR-2016-11-21/pdf/2016-26348.pdf
http://business.cch.com/srd/Minnesota_80A461_MNVestRegistrationExemption.pdf
http://business.cch.com/srd/Minnesota_80A461_MNVestRegistrationExemption.pdf
http://business.cch.com/srd/Minnesota_28763055_PurchaserInformation.pdf
http://business.cch.com/srd/SRD-MSN-Target-8K-Cybersecurity-080416.pdf
http://myfloridalegal.com/webfiles.nsf/WF/JMAR-AMML72/$file/Target+AVC.pdf
http://business.cch.com/srd/InReHomeDepot-NoticeOfAppeal.pdf
http://business.cch.com/srd/InReHomeDepot-PreliminarySettlement-042817.pdf
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While the states may not regulate securities 
offerings made under Tier 2, they may require 
an issuer to file a notice containing offering 
materials, a consent to service of process,  
and a fee.

laws. The settlement also requires Target to 
implement an information security program for 
data it collects from customers. The information 
security program has some features in common 
with New York’s banking cybersecurity regulation.

In an even more recent example, the U.S. 
District Court for the Northern District of Georgia 
dismissed a shareholder derivative suit against 
Home Depot, Inc. over a data breach accomplished 
by hackers using “BlackPOS” malware (the 
Target breach employed related malware) to 
gain access to point of sale payment card data 
systems. The Home Depot breach case has been 
closely watched despite the district court’s earlier 
dismissal because of the ensuing appeal and the 
cybersecurity governance reforms contemplated 
by a proposed settlement.

According to the proposed settlement, the parties 
agreed to significant governance reforms regarding 
Home Depot’s cybersecurity procedures, including 
a range of board and executive-level changes:

Closer scrutiny of the company’s chief informa-
tion security officer.
Oversight of the company’s cybersecurity budget.
Ensuring that the company is a member of at 
least one information sharing and analysis 
center or information sharing and analysis 
organization.
Creating an executive-level committee on data 
security and privacy governance.
Authorizing the board and audit committee to 
retain information technology and other experts.

Additional reforms required by the proposed 
settlement include table top exercises, monitoring 
for compromised systems, dark web monitoring, 
and maintaining an incident response team 
and incident response plan. The court must still 
formally approve the settlement.

Cyber insurance and related commercial general 
liability and errors and omissions policies also 
raise many questions for company boards. In 
the Target example, the SEC staff had separately 
queried the company about its insurance coverage 
via the agency’s filing review process.

But mergers and acquisitions may become a 
new area of concern for boards. For example, Ver-
izon Communications Inc. announced earlier this 
year that it will pay $350 million less to acquire 
Yahoo! Inc.’s operating business, a deal now val-

ued at $4.48 billion, after disclosures about prior 
data breaches at Yahoo! The amended merger 
agreement assigns Yahoo! much of the potential 
liability for the breaches and provides that the 
breaches will not be a factor in determining if a 
“Business Material Adverse Effect” has occurred. 
The Yahoo! breach also is now the subject of a 
federal prosecution (additional DOJ statement) of 
a group of alleged perpetrators that includes two 
officers in the Russian Federal Security Service.

Blue Sky law: Regulation A+  
and Rules 147/147A changes  
and additions

The SEC’s Jumpstart Our Business Startups (JOBS) 
Act-inspired revamp of the seldom-used Regula-
tion A, colloquially known as Regulation A+, created 
a tiered system for some types of smaller offerings. 
The SEC also has re-worked the rules for intrastate 
offerings by amending Securities Act Rule 147 and 
adding Rule 147A. Taken together, these regulatory 
changes have shaken up the Blue Sky community, 
especially as they relate to crowdfunding.

Regulation A+. The amendments to Regulation A 
arose from the 2012 JOBS Act, which Congress enacted 
to increase capital formation in the U.S.  The SEC, 
following its JOBS Act mandate to facilitate capital 
formation and economic growth, adopted Regulation 
A+ on March 25, 2015 by incorporating the Regu-
lation A amendments into Securities Act Rules 251 
through 263. Rule 251 contains the most significant 
change—dividing Regulation A offerings into two tiers. 
Amended Regulation A became effective June 19, 2015.

Let’s briefly explain how the two tiers impact 
the states. The SEC revised its Rule 256 “qualified 
purchaser” definition under Securities Act Section 
18(b)(3) to be a person who is offered or sold 

http://business.cch.com/srd/INRETHEHOMEDEPOTINC-12012016.pdf
http://business.cch.com/srd/InReHomeDepot-NoticeOfAppeal.pdf
http://business.cch.com/srd/InReHomeDepot-PreliminarySettlement-042817.pdf
http://business.cch.com/srd/SRD-MSN-SP-CyberInsurance-032216.pdf
https://www.sec.gov/Archives/edgar/data/732712/000119312517049433/0001193125-17-049433-index.htm
https://www.justice.gov/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
https://www.justice.gov/opa/speech/acting-assistant-attorney-general-mary-b-mccord-delivers-remarks-press-conference
https://www.gpo.gov/fdsys/pkg/FR-2015-04-20/pdf/2015-07305.pdf
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securities in a Tier 2 offering.  Because Section 
18(b)(3) is a “covered” securities provision from 
the National Securities Markets Improvement Act 
of 1996 (NSMIA), which federally preempts state 
regulation, the new qualified purchaser definition, 
by applying to Regulation A Tier 2 offerings, 
preempts the states from requiring registration for 
those offerings. The states may, however, regulate 
Tier 1 offerings because they are excluded from the 
qualified purchaser definition.

Tier 1—A Tier 1 offering may not exceed $20 
million, including not more than $6 million offered 
by the issuer’s selling security holder affiliates. A 
Tier 1 offering comprises the aggregate offering 
price (i.e., the sum of all cash and other consid-
eration received for the offered securities) plus 
the aggregate sales (i.e., the gross proceeds for all 
securities sold in accordance with other offering 
statements within the 12 months before the start 
of, and during, the current offering).

While most state securities commissioners have 
not yet changed their regulations to accommo-
date Tier 1, Vermont adopted a provision on July 
1, 2016: an offer made under Tier 1 of Regulation A 
for which an issuer filed an offering statement on 
Form 1-A with the SEC must be registered with the 
Vermont Securities Commissioner by coordination, 
qualification and/or through a NASAA-adminis-
tered Regulation A coordinated review process.

Another state, Delaware, amended its qualifica-
tion registration rule on April 1, 2017 to declare that 
an issuer’s filing a copy of an SEC-filed Form 1-A for 
a Regulation A, Tier 1 offering meets the qualifica-
tion registration statement filing requirement.

Tier 2—A Tier 2 offering may not exceed $50 
million including not more than $15 million offered 
by the issuer’s selling security holder affiliates. A 
Tier 2 offering comprises the same above-defined 
aggregate offering price and aggregate sales as for 
a Tier 1 offering.

While the states may not regulate securities 
offerings made under Tier 2, they may require an 
issuer to file a notice containing offering materials, 
a consent to service of process, and a fee. To date, 
the following 13 states have adopted provisions 
specifically requiring issuers to file a notice for a 
Regulation A Tier 2 offering: Colorado, Delaware, 
Idaho, Maine, Nebraska, New Hampshire, New Mex-
ico, North Dakota, Oklahoma, Texas, Utah, Vermont 
and Washington. Michigan adopted a Regulation 
A exemption for issuers having SEC-filed federal 

Forms 1-A, and other states have “before Reg. A+ was 
ever adopted” filing requirements for Securities Act 
Section 18(b)(3) offerings.

State antifraud/enforcement provisions—
Please note that both Tier 1 and Tier 2 
offerings remain subject to state antifraud and 
enforcement provisions consistent with NSMIA’s 
preemption framework.

Additional federal Rule 251 provisions—SEC Rule 
251, after introducing the two tiers, then covers the 
following Regulation A topics:

Additional limitation on secondary sales of Tier 
1 and Tier 2 offerings in first year;
Issuer eligibility, disqualification, and report 
filing requirement;
Integration with other offerings;
Offering conditions (offers and sales);
Continuous or delayed offerings;
Confidential treatment; and
Electronic filing (which requires Regulation 
A documents to be federally submitted in 
electronic format through EDGAR).

A November 2016 published  study prepared for 
Mark Flannery, then-Director and Chief Economist 
of the Division of Economic Risk Analysis, revealed 
that as of October 31, 2016, prospective issuers 
publicly filed offering circulars for 147 Regulation  
A + offerings on  Form 1-A. The data showed that 
issuers are availing themselves of both Tier 1 
and Tier 2, but Tier 2 offerings are more popular, 
accounting for 60 percent of the qualified offerings.

The most significant event to occur in the 
aftermath of Regulation A + adoption is the SEC’s 
qualification and  post-qualification amendment 
of  Myomo, Inc., a medical robotics company, 
on June 9, 2017,  making Myomo one of the first 
companies to complete a Regulation A + initial 
public offering listed on a national exchange, 

The most complex parts of the adoption are 
the two provisions which distinguish Rule 147 
from Rule 147A, namely the issuer and investor 
residency provisions.

https://www.sec.gov/files/Knyazeva_RegulationA%20.pdf
http://business.cch.com/srd/WK-SEC-Form1-A.pdf
https://www.sec.gov/Archives/edgar/data/1369290/999999999417000029/xslQUALIFX01/primary_doc.xml
https://www.sec.gov/Archives/edgar/data/1369290/999999999417000070/xslQUALIFX01/primary_doc.xml
http://myomo.com/
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the NYSE MKT.  Myomo raised approximately $8 
million between the IPO and a private offering of 
investment units. The stock began trading with the 
symbol “MYO” on the NYSE MKT on June 12, 2017. 

Additionally, one 2015-incorporated company 
classified as a New York-based sports and recre-
ation membership club,  360 Sports Inc., became   
SEC-qualified in April 2016 and again in April 2017, 
to publicly sell shares in a Tier 1 offering.  

Another issuer, HyGen Industries, Inc. is a 
California company organized to produce and 
distribute renewable hydrogen fuel in partner-
ship with existing gas station owners. Beginning 
in 2017, HyGen will deploy the latest generation 
hydrogen production systems at partner 
locations throughout California. HyGen became  
SEC-qualified on March 22, 2017, to publicly sell 
shares in a Tier 2 offering.

SEC Rules 147 and 147A: Introduction. What 
led to the adoption of the Rule 147 amendments, 
along with new Rule 147A, was the SEC’s need to 
ensure Rule 147’s continuing utility. The Commis-

Requirements  of Rule 147 
(safe harbor under Section 3(a)(11)) Requirements of Rule 147A

The issuer is organized in-state. ✔
The officers, partners, or managers of the issuer primarily direct, control 
and coordinate the issuer’s activities (“principal place of business”) in-state.

✔ ✔

The issuer satisfies at least one of the “doing business” requirements 
described below.

✔ ✔

Offers are limited to in-state residents or persons who the issuer reasonably 
believes are in-state residents.

✔

Sales are limited to in-state residents or persons who the issuer reasonably 
believes are in-state residents.

✔ ✔

The issuer obtains a written representation from each purchaser as  
to residency.

✔ ✔

Source: Reproduced from Intrastate Offering Exemptions: A Small Entity Compliance Guide for Issuers (April 19, 2017) (prepared by SEC staff; internal footnotes omitted).

sion initially adopted Rule 147 in 1974 to provide 
a safe harbor for local businesses relying on the 
intrastate offering exemption under Securities Act 
Section 3(a)(11). For decades, Rule 147 success-
fully balanced local investor “capital formation 
financing” to local companies with investor 
protection. But modern business practices and 
communication technology have begun to erode 
the rule’s continuing ability to strike this balance.

To fix the problem, the SEC first sought to 
simply amend Rule 147 but came to realize from 
the Commission’s staff and industry experts that 
the best approach would involve supplementing 
the Rule 147 amendments with a brand new 
Rule—147A.  Hence, following the close of the public 
comment period, the SEC adopted the existing 
rule amendments and the new rule on October 26, 
2016. The Rule 147 amendments and new Rule 147A 
subsequently took effect on April 20, 2017.

Below is a chart comparing Rule 147 and Rule 
147A on the various provisions which will be 
explained in detail:

SEC Rule 147 (as amended) and Rule 147A: 
Distinguishing provisions—The most complex 
parts of the adoption are the two provisions which 
distinguish Rule 147 from Rule 147A, namely the 
issuer and investor residency provisions.

Issuer residency—Rule 147: To claim the Rule 
147 safe harbor exemption, an issuer, if a 
corporation, must be a resident of the state 
or territory where: (1) it is incorporated or 
organized under state or territorial law; and 

(2) has its principal place of business. This 
requirement is historically in line with Section 
3(a)(11), which declared upon enactment that 
an issuer, if a corporation, must be “ incor-
porated by and doing business within such 
state or territory.” And if a general partnership, 
limited liability company, or other business 
entity (not organized under state or territorial 
law), the issuer must similarly be a resident of 
the state or territory where its principal place 
of business is located.  

https://www.360sportsinc.com/
https://www.sec.gov/cgi-bin/browse-edgar?company=360+sports&owner=exclude&action=getcompany
https://www.hygen.com/
https://www.sec.gov/cgi-bin/browse-edgar?company=hygen+industries&owner=exclude&action=getcompany
https://www.gpo.gov/fdsys/pkg/FR-2016-11-21/pdf/2016-26348.pdf
https://www.sec.gov/info/smallbus/secg/intrastate-offering-exemptions-compliance-guide-041917.htm#_ftn1
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 Rule 147A: The SEC, upon determining that the 
above in-state formation requirement under 
Rule 147 unduly burdened capital raising and 
economic growth, eliminated that requirement 
from Rule 147A so that corporate, general 
partnership, limited liability and other entity 
issuers need only be residents of the state or 
territory where their principal place of business 
is located.

 A “principal place of business” is the location 
from which the issuer’s officers, partners or 
managers primarily direct, control and coordi-
nate the issuer’s activities. Note that if an issuer 
changes its principal place of business to anoth-
er state after conducting an intrastate offering 
under either Rule 147 or Rule 147A, the issuer 
may not conduct another intrastate offering until 
the securities sold under the exemption in the 
prior state have come to rest in the other state.

Investor residency—Rule 147: Amended Rule 147, 
having retained the in-state residency re-
quirement for issuers, also retains the in-state 
residency requirement for investors, namely 
that offers and sales be made exclusively to 
in-state residents.  

 Rule 147A: As with the issuer residency require-
ment, Rule 147A also departs from amended 
Rule 147 on the investor residency requirement 
by allowing issuers to offer securities to out-of-
state residents, provided the sales are limited 
to in-state residents. Because Rule 147A is not 
the historically restrictive Section 3(a)(11), Rule 
147 safe harbor exemption, issuers relying on 
Rule 147A may make offers using general so-
licitation, general advertising, and other forms 
of mass media including unrestricted, publicly 
available Internet websites, so long as sales are 
made only to investors who reside in the state 
or territory where the issuer is a resident. This 
relaxation of the investor residency require-
ment helps fulfill the SEC’s purpose for Rule 
147A as a capital-raising exemption.

 Viewing the issuer location and investor resi-
dency requirements together, the SEC’s reason 
for mandating an issuer to be a resident of 
the same state where its purchasers reside (or 
where, as explained later, the issuer reasonably 

believes they reside), and has its principal place 
of business in the same state or territory where 
the offering takes place, is to ensure the local, in-
trastate character of Rule 147 and 147A offerings.  
Regarding purchasers, note that the principal 
place of business only applies to purchasers who 
are legal entities (as explained later).

 SEC Rule 147 (as amended) and Rule 147A: 
Commonalities—The SEC, after adopting the two 
requirements that distinguish Rule 147  
from 147A, set forth provisions applicable to 
both exemptions. 

“Doing business.” The SEC relaxed certain “doing 
business” requirements for Rule 147 and 147A 
upon recognizing the increasingly interstate na-
ture of small business activities that companies 
physically located in a single state or territory 
began to find difficult to comply with. Previously, 
Rule 147 required that for an issuer to be consid-
ered “doing business in state,” the issuer:

Had to derive at least 80 percent of its con-
solidated gross revenues from the operation 
of a business, from real property located 
in-state, or from rendering of services in state;
Needed to have at least 80 percent of its 
consolidated assets in-state; and 
Had to intend to use (or currently use) at 
least 80 percent of the offering’s net pro-
ceeds for the operation of a business or real 
property in-state, or for the purchase of real 
property located in-state, or for rendering 
services in-state.

 The Commission adopted a relaxed “doing busi-
ness” requirement for Rule 147 or 147A offerings 
by permitting an issuer to meet at least one of 
the above provisions rather than all three provi-
sions, or alternatively satisfy the requirement by: 

Having a majority of its employees based 
in-state. 

 The SEC believes that the relaxed requirement 
will make it easier for issuers to conduct 
intrastate offerings while preserving the in-state 
nature of the issuers’ business.
“Reasonable belief” standard. The SEC adopted 
a reasonable belief standard for the investor 
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residency requirement. For both amended Rule 
147 and new Rule 147A offerings, the require-
ment is met if: (1) the securities purchaser 
is, in fact, a resident of the state or territory 
where the issuer is a resident; or (2) the issuer 
reasonably believes that the purchaser is a 
resident of that state or territory. The SEC pro-
claims that having a reasonable belief standard 
increases issuer use of Rule 147 and 147A by 
providing the issuers with some certainty about 
the exemptions’ availability, while simultane-
ously blocking purchasers from buying out-of-
state investments. 

Purchaser residency representation. For 
both amended Rule 147 and new Rule 147A, a 
purchaser’s representation that he or she is a 
resident of the same state or territory as the 
issuer will not, by itself, support the issuer’s 
reasonable belief of investor residency without 
supporting documentation proving investor 
residency, such as: 

Proof of a pre-existing relationship between 
the issuer and prospective purchaser; or
Prospective purchaser’s home address, 
recently dated utility bill, pay-stub, federal/
state income tax return, driver’s license, 
identification card; or 
Public or private database that the issuer 
has determined is reasonably reliable  
to prove investor residency, e.g., credit 
bureau databases, directory listings, or 
public records. 

Non-natural person residency. The Commission 
determined that for Rule 147 and 147A, the 
“residence of a non-natural person purchaser,” 
i.e., a legal entity such as a corporation, part-
nership, trust or other business organization, 
is the location where, at the time of sale, the 
entity has its principal place of business. And 
as stated above, a purchaser’s “principal place 
of business” is the location where the entity’s 
officers, partners or managers primarily direct, 
control and coordinate the entity’s  activities. 
Regarding trusts, a trust that is not considered 
a separate legal entity by the law of the state 
or territory where it was created is a resident 
of each state or territory where its trustee(s) is/
are resident.

Resale limit. A resale limitation, applied to both 
amended Rule 147 and new Rule 147A, mandates 
that a resale occurring during the first six months 
starting with the date the issuer initially sold the 
security to a purchaser may be made only to 
persons resident of the state or territory where 
the issuer was resident at the time of making the 
original sale to the purchaser. Furthermore, if an 
issuer changes its state or territory during this 
six-month period, all resales will remain limited 
to the state or territory where the issuer resided 
at the time of the original sale. 

Disclosures and legends. Issuers must promi-
nently disclose the following items to offerees 
and purchasers. But while amended Rule 147 and 
new Rule 147A contain legend requirements, the 
disclosures do not always have to be in writing. 

“Sales only to in-state residents.” Amended 
Rule 147 and new Rule 147A both require 
issuers to prominently disclose on all offering 
materials that sales can be made only to 
investor-residents of the same state or 
territory as the issuer. The SEC believes these 
disclosures will best alert potential investors 
that only those investors who are residents of 
the same state where the issuer is a resident 
can participate in the offering.
Resale limits.  Issuers must prominently 
disclose the above-mentioned resale limita-
tions to offerees and purchasers in Rule 147 
and 147A offerings.
 Integration. Offers and sales conducted in 
accordance with Rule 147 or Rule 147A will not 
be integrated with:

Prior offers or sales of securities; or
Subsequent offers or sales of securities 
that are: (i) registered under the Secu-
rities Act, except as provided in Rule 
147(h) or Rule 147A(h); (ii) exempt from 
registration under Regulation A; (iii) 
exempt from registration under Rule 701; 
(iv) made pursuant to an employee ben-
efit plan; (v) exempt from registration 
under Regulation S; (vi) exempt from 
registration under federal Regulation 
Crowdfunding [Securities Act Section 
4(a)(6) and 18(b)(4)(C)]; or (vii) made 
more than six months after completing 
a Rule 147 or Rule 147A offering.
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Rule 147 and 147A offerings: State securities 
impact—The SEC decided not to adopt federal 
proposals that would have limited Rule 147 and 
147A to either: (1) offerings registered in the state 
where all purchasers reside; or (2) offerings exempt 
from registration in a state where the amount of 
securities an issuer may sell is limited to $5 million 
in a 12-month period. The Commission determined 
that resident investor protections in intrastate 
offerings should flow primarily from state rather 
than federal securities law requirements.

Regarding filings, the SEC determined that 
issuers conducting Rule 147 or 147A offerings do not 
have to file any information with, or pay any fee 
to, the Commission. Issuers must, however, comply 
with the securities laws and regulations of the 
state where the securities will be offered or sold.

Regarding integration, while Rule 147A(g)(1) 
provides that offers and sales will not be integrat-
ed with prior offers and sales of securities (see 
above under “Integration” provision), issuers must 
comply with all applicable state securities law 
requirements.

Lastly, the states have begun amending the 
following requirement “an issuer’s crowdfunding 
offering must comply with SEC Rule 147”  to read 
“an issuer’s  crowdfunding offering must comply 
with either SEC Rule 147 or Rule 147A.”

Conclusion

The window for congressional disapproval of SEC 
rules under the CRA will eventually close and the 
inquiry will instead shift to whether lawmakers 
can pass a major Dodd-Frank Act corrections bill 
and whether it will repeal or modify large swaths 
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of the Dodd-Frank Act’s securities provisions, 
including the SEC’s statutory authority to adopt 
rules for resource extraction issuers and for 
conflict minerals. The House GOP-led Financial 
CHOICE Act of 2017 (H.R. 10) would repeal these 
provisions, but that bill faces strong opposition 
from Senate Democrats.

Fintech and cybersecurity appear destined to 
become omnipresent issues. The federal govern-
ment generally continues to refine its approach 
to cybersecurity, and the SEC could someday 
update its 2011 disclosure guidance. Meanwhile, 
cybersecurity will remain a significant issue 
for company boards on many fronts, including 
mergers and acquisitions. Fintech is still an 
emerging issue for federal and state regulators, 
but developments at the SEC regarding the 
listing and trading of shares in virtual currency 
trusts will evolve in parallel to innovations at 
other financial regulators, including the Office of 
the Comptroller, which has conceived of a fintech 
bank charter.

Meanwhile, the choice of Jay Clayton to lead the 
SEC could result in renewed efforts by the agency 
to stimulate IPOs and capital formation. Clayton 
previously was a partner at Sullivan & Cromwell 
LLP where he focused on securities offerings and 
transactions. Less than a week after being sworn 
in as Chairman, Clayton told the SEC Advisory 
Committee on Small and Emerging Companies that 
“[f]acilitating capital formation is one of the central 
tenets of the SEC’s mission and it is a focus that 
this committee and I share.” Congress continues to 
mull further refinements to the JOBS Act that could 
spur renewed interest in rules for crowdfunding 
and other modes of capital formation.

https://www.congress.gov/115/bills/hr10/BILLS-115hr10ih.pdf
http://business.cch.com/bfld/OCC-SpecialPurpose-NationalBankCharters-Fintech-12022016.pdf
https://www.sec.gov/news/press-release/2017-94
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