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Securities Regulation Daily Wrap Up, FINANCIAL INTERMEDIARIES—
SEC staff asked ING to detail reputational impact of Cuba, Iran sanctions
penalty, (Mar. 24, 2014)
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By Mark S. Nelson, J.D.

The SEC recently published a series of staff disclosure review comment letters to ING Groep N.V. (ING)
regarding an alleged effort by several of the company’s global offices to hide transactions with Cuba and Iran
that were banned under federal law. ING eventually agreed to abide by deferred prosecution agreements with
federal and New York law enforcement agencies, requiring the company to pay a $619-million penalty. ING’s
related settlement with the Treasury Department’s Office of Foreign Assets Control (OFAC) was the largest one
ever at the time.

Background. According to the criminal information filed in the U.S. District Court for the District of Columbia in
June of 2012, ING Bank N.V. (ING Bank) was charged with one count of conspiracy to violate the International
Emergency Economic Powers Act (IEEPA) and the Trading with the Enemy Act (TWEA). ING Bank also was
charged with related New York state law violations. From the early 1990s through 2007, ING allegedly routed
20,000 transactions worth over $2 billion for Cuban and Iranian entities through the U.S. in violation of the IEEPA
and the TWEA, said a DOJ press release.

A Treasury statement alleged that ING ran afoul of federal regulations dealing with financial transactions with
certain countries, including Cuba and Iran. Specifically, the Treasury alleged that ING Bank’s wholesale banking
division office in Curaçao began dropping references to Cuba in payment correspondence to the U.S. in order
to evade detection of banned transactions by U.S. financial institutions. The Treasury also alleged that ING’s
offices in France, Belgium, and the Netherlands followed a similar policy. Moreover, ING Bank allegedly withheld
key data from a letter of credit in order to facilitate the export of U.S.-origin goods to Iran. The Treasury noted,
however, that ING Bank’s U.S. insurance and banking operations were not part of its investigation.

Many of ING’s allegedly unlawful transactions involved U.S. dollar payments. A June 2012 press release by New
York County District Attorney, Cyrus R. Vance, Jr., explained that New York banks, which process the bulk of
these payments, use “OFAC filters” to monitor for transactions that involve sanctioned countries, entities, and
individuals. ING’s offices allegedly used the tactics described by the DOJ and the Treasury to bypass these
filters on behalf of its Cuban and Iranian clients.

Staff comments. The SEC staff, upon reviewing ING’s Form 20-F, asked the company to discuss the actual and
potential reputational effect of the two deferred prosecution  agreements and the nearly $620-million penalty and
related forfeiture for its alleged multiple failures to comply with U.S. economic sanctions against Cuba and Iran.
The Form 20-F was filed on March 22, 2013, with the DOJ and New York DPAs, and the Treasury settlement,
attached as exhibits (SEC December 24, 2013 letter; ING January 23, 2014 letter; SEC January 28, 2014 letter).

The staff also noted the press releases issued by the Treasury, the DOJ, and the New York County District
Attorney’s Office, and a press release ING filed as an exhibit to a June 13, 2012, Form 6-K. Moreover, the staff
observed that an analyst said ING’s “reputational penalty” was an “obvious negative” for the company.

ING replied by noting first that its answer to the staff’s questions should not be construed as the company
attempting to contradict the factual statements contained in the federal and state DPAs, which it had agreed not
to publicly contradict. ING also said that while the alleged violations occurred in 2007 and were “serious and
unacceptable,” and “are bad for our reputation,” it would be difficult to measure the effect of the violations on the
company’s reputation. ING said that it had not detected any “measurable impact” to the value of its shares. The
company’s ADRs in fact had more than doubled between June 11, 2012, prior to the DPAs announcement, and
January 17, 2014.
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ING also said that the last alleged violation happened in 2006, which it said was “well in the past.” The company
said it has since adopted a formal sanctions policy and has taken other steps to avoid future violations. In reply
to a separate question about the significance of ING’s legacy positions in Cuba, Sudan, and Syria, the company
said they represented a “miniscule,” non-material portion of its assets and did not present material investment
risks for ING’s security holders. The staff later said it had completed its review.

Looking ahead. The SEC’s publication of the ING comment letters comes at a time when financial institutions
may wish to review how they have addressed new sanctions issued by President Obama via a series of
executive orders related to the ongoing political tensions between Russia, Crimea, and Ukraine (Executive Order
of March 6, 2014; Executive Order of March 17, 2014; Executive Order of March 20, 2014). OFAC also has
issued guidance on Ukraine. The SEC will eventually publish any staff comments it sends to issuers regarding
these executive orders.

In the case of Iran, Sec. 219 of the Iran Threat Reduction and Syria Human Rights Act of 2012 added Exchange
Act Sec. 13(r) to require public issuers to make even more disclosures about their Iran-related activities. The
SEC has issued C&DIs explaining this provision, and OFAC too has issued guidance on the Act.
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