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By Mark S. Nelson, J.D.

As the federal government and the private sector acclimate to the major cyber security legislation enacted late
last year and to the president’s latest cyber initiatives, the insurance industry is still coming to terms with its
need for more data about cyber events to better serve existing and prospective cyber insurance customers.
That was the message delivered to the House Homeland Security Committee’s Subcommittee on Cybersecurity,
Infrastructure Protection, and Security Technologies.

Subcommittee Chairman John Ratcliffe (R-Tex) noted that while cyber insurance is still “in its infancy,”
cybersecurity is among the top ten global economic risks. The chairman said the U.S. needs market-driven
solutions, including faster adoption of best cyber practices by companies. Ranking Member Cedric Richmond
(D-La) cited recent cyber attacks as motivation for better risk management while also mulling what a cyber
insurance policy should look like and whether the existence of such polices may create moral hazard.

Data dearth. A familiar refrain from the panel’s witnesses was the lack of good actuarial data and that
companies’ risk cultures must catch up with newer cyber risks. One solution might be to create a centralized
repository to build up trend analysis of cyber risks, much like the insurance industry did with fire safety standards
during the last century. Still, there is uncertainty over how best to acquire cyber event data to better inform
underwriting practices.

Thomas Finan, chief strategy officer at Ark Network Security Solutions and former senior cybersecurity strategist
and counsel at the U.S. Department of Homeland Security’s National Protection and Programs Directorate, said
a potential solution would be to create a repository based on a conceptual framework being developed by a
working group under the auspices of the DHS and the Critical Manufacturing Sector Coordinating Council called
the Cyber Incident Data and Analysis Working Group (CIDAWG).

The CIDAWG has since issued a series of white papers, including one that details 16 categories that could be
tracked in a shared repository. Chief among these data points are cyber incident type and severity. Overall, a
repository would provide a “safe space” where contributors can share cyber event data anonymously.

Finan emphasized that the DHS is not actually building the repository, nor should the federal government own
the repository. Others, such as Matthew P. McCabe, senior vice president at Marsh, LLC, which has participated
in the CIDAWG, said a centralized repository could help to identify cyber trends and nudge market forces to
facilitate greater carrier participation. Yet McCabe cautioned that the need for more cyber data does not mean
insurers are currently unable to grasp cyber risks.

Representative James Langevin (D-RI), member of the House Homeland Security Cybersecurity Subcommittee
and co-chairman of the Congressional Cybersecurity Caucus, suggested that the aviation industry’s near miss
database could be a possible analog for a cyber insurance repository.

Policies vary. McCabe observed that cyber policies currently are most used by industries that aggregate
personally identifiable information about their customers. But he also said there is a “robust and climbing” interest
in cyber policies by networked industries, such as public utilities and manufacturers.

According to McCabe, the benefits of having a cyber insurance policy cluster around three key features: (1)
reimbursement of response costs; (2) coverage of fees and damages paid as part of litigation after a breach;
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and (3) reimbursement of lost revenues or expenses incurred from disruptions associated with a cyber event.
But McCabe, citing a study on the need for resilient cyber response systems conducted by Marsh, FireEye, and
Hewlett Packard Enterprise, warned that cyber insurance should be just one of several pillars in an integrated
approach to managing cyber risks. Moreover, the process of applying for cyber insurance can force a company
to assess its current state of cyber preparedness.

Adam Hamm, Commissioner of North Dakota's Department of Insurance, testifying on behalf of the National
Association of Insurance Commissioners (NAIC), said an insurer contemplating whether to issue a cyber
insurance policy would likely want to know some basic facts about the insured: (1) What is the company’s
disaster response plan? (2) How do the company’s employees, vendors, and customers interact with its data
systems? (3) Does the company use anti-virus and anti-malware measures? and (4) What is the performance
level of the company’s firewalls? Hamm noted that an insurer’s board of directors should be able to explain how
the company monitors, assesses, and responds to cyber threats.

But Hamm said custom cyber policies are common due to the data gaps that exist regarding cyber event risks.
That means policies emphasize an insured’s qualitative characteristics and can result in higher premiums. Finan
also noted that insurers currently focus on less quantifiable factors such as corporate cyber culture. He too said
this leads to customized policies that may restrict insurers’ ability to market cyber policies to a wider audience.

State regulators. Hamm observed that the phrase cyber insurance policy is a misnomer because the lack
of industry standardization leads to variations among these policies based on the specific policy triggers and
the scope of coverage. But state regulators do play a gatekeeping role, even for emerging products like cyber
policies, by reviewing whether an insurance contract is reasonable and not contrary to state law.

The NAIC has developed mandatory reporting requirements for insurers that write cybersecurity policies. This
information, gathered as part of insurers’ financial statements, tracks claims, premiums, losses, expenses, and
in-force policies. But the NAIC may go even further to bring structure to the nascent cyber insurance business
via a model law proposed by the NAIC’s Cybersecurity Task Force that would list exclusive data security
standards for licensees. Comments on the proposal are due tomorrow, in advance of an April meeting of the
NAIC’s Executive Committee.

Key risk areas. Representative Langevin noted at today’s hearing that the SEC is one federal agency that has
recently done more on cybersecurity. Previously, Rep. Langevin had asked the SEC to consider updating its
existing cybersecurity guidance as part of that agency’s ongoing disclosure review initiative.

The SEC’s core cyber disclosure guidance is contained in CF Disclosure Guidance Topic No. 2, issued by its
Division of Corporation Finance. The SEC also has adopted the related Regulation SCI, and its Investment
Management Division and Office of Compliance Inspections and Examinations have either issued guidance or
conducted cyber sweeps of industry participants aimed at identifying cyber best practices.

The protection of health data is another area of concern and was even cited by Apple Inc. in its ongoing
battle with the FBI over whether the company must help the government unlock an alleged terrorist’s smart
phone. Healthcare data security begins with the requirements contained in the Health Insurance Portability and
Accountability Act of 1996. But Daniel Nutkis, CEO and founder of the Health Information Trust Alliance, told
the subcommittee that hospitals and other care providers need to go beyond “network hygiene” to share cyber
information. Similar concerns impact banks and financial services firms under the Gramm-Leach-Bliley Act.

A first cyber insurance case? Although not mentioned at today’s hearing, the recently settled case involving
Travelers Property Casualty Company of America and Federal Recovery Services, Inc. has been viewed by
some commentators as the first cyber insurance case. Whether or not this is truly the first such case, it may offer
a glimpse of future litigation trends.

FRS allegedly withheld credit card and bank account data it had stored under a servicing agreement with a
customer that operated a national chain of fitness centers when that customer needed the data back in order to
transfer its memberships as part of a merger. A federal judge in Utah held that Travelers had no duty to defend
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under the CyberFirst policy it had issued to FRS because the underlying litigation alleged knowledge, willfulness,
and malice instead of negligence.

A later court ruling found a single triable issue regarding implied covenant of good faith and fair dealing, but the
parties agreed to settle before the February 2016 trial date. The case was dismissed under an order issued last
week.
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