
January 2, 2019

Securities 
Regulation Daily

©2019 CCH Incorporated and its affiliates. All rights reserved. Reprinted with permission from Securities Regulation Daily.

Virtual Currencies and Blockchain in 2018:  
A Year of Stepped-Up Enforcement, Increased 
Regulatory Oversight and Legislative Initiatives 
By, John M. Jascob, J.D., LL.M., Mark S. Nelson, J.D., Brad Rosen J.D., and Anne Sherry J.D. 

The contours of federal securities law in the virtual currency space

If the SEC seemed to take a back seat to the CFTC in the oversight of virtual currencies in 2017, 
the securities regulator made up ground in 2018. New decisions implicating airdrops, hedge funds, 
and Bitcoin-based products were key in revealing the SEC’s thinking about the application of federal 
securities laws to virtual currency offerings and markets. Criminal prosecutions and private litigation 
also helped define the boundaries of what constitutes a security, how far the federal securities laws 
apply extraterritorially where cryptocurrencies are involved, and the interplay between state and 
federal jurisdiction.

With its Tomahawk decision, the SEC shook up an industry that had assumed the legality of air-
drops—the distribution of free tokens, often in exchange for marketing activities—by holding that 
they are securities offerings subject to federal registration requirements. The agency also brought the 
first enforcement action involving digital assets in the hedge fund space. 

In perhaps the most revelatory statement of the SEC’s views on the virtual currency landscape 
overall, the agency denied an application by the Winklevoss twins to register a Bitcoin ETF. Three 
members of the then-four-member Commission said that the Bitcoin derivatives markets were 
insufficiently developed to support an exchange-traded product. Because the market was not demon-
strably resistant to manipulation, the SEC reasoned, the trust would have to enter into a surveillance-
sharing agreement with at least one significant, regulated market relating to Bitcoin. The order 
suggests the impossibility of securing such an agreement to the Commission’s satisfaction at this stage 
of Bitcoin’s development.

Issues of venue, jurisdiction, and the nature of a security also played out in criminal and private civil 
proceedings implicating federal securities. The district court for the Southern District of New York 
held that prosecutors had stated enough of a case that tokens constituted securities under the Howey 
test to survive a motion to dismiss. And in two private suits, courts determined that an overseas virtual 
currency firm had enough activities in the United States to support the application of the Exchange Act 
and that a class action could be removed to state court despite the presence of a Securities Act claim.

Airdrops and securities registration. Airdrops are the distribution of tokens for free, often in 
exchange for marketing activities or to increase exposure by word-of-mouth. Because airdrops do not 
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involve the payment or receipt of money, many in the industry believed that they did not constitute 
the “purchase or sale” of securities. The SEC spoke to this issue in August by bringing an enforce-
ment action in a matter involving airdrops connected to an oil exploration project in California. 

The Tomahawkcoins offering, which launched in the summer of 2017, raised no money, although 
Tomahawk Exploration LLC issued 80,000 Tomahawkcoins as bounties to third parties for promot-
ing the ICO. According to the SEC’s order, Tomahawk received value in exchange for the distribu-
tions in the form of online promotional efforts. Those who received the bounties traded their tokens 
on the Tomahawk platform for other digital assets.

On July 27, 2017, a few days after the SEC issued its landmark report concluding that DAO 
tokens were securities, Tomahawk published an article stating that its ICO would be exempt 
from securities regulation because the company was abandoning a plan to be quoted on the OTC 
market. In fact, the SEC’s order concludes, the tokens constituted securities because they met the 
Howey test for investment contracts: The tokens were offered in exchange for investors’ money “or 
other contributions of value,” and the offering materials created an expectation of profits derived 
from the efforts of others—namely, the oil exploration and production operations and the oppor-
tunity to trade Tomahawkcoins. 

Furthermore, the airdrops under the bounty program constituted sales under the Securities Act 
notwithstanding the lack of monetary consideration; “a ‘gift’ of a security is a ‘sale’ within the mean-
ing of the Securities Act when the donor receives some real benefit,” the order concluded. 

Hedge fund enforcement. The SEC also staked new ground by bringing its first enforcement 
action finding an investment company registration violation by a hedge fund manager based on its 
investments in digital assets. The Commission found that Crypto Asset Management LP and its sole 
principal conducted an unregistered, non-exempt public offering and then invested over 40 percent 
of the fund’s assets in digital asset securities. The firm and principal agreed to pay a $200,000 penalty 
and consented to a cease and desist order and censure.

Crypto Asset Fund, LLC, was formed as a pooled investment vehicle to invest in digital assets. 
Between August and December 2017, the fund’s manager and its sole principal raised over $3.6 
million in a public offering. No registration statement was filed with the SEC, and no exemption was 
available. Nevertheless, the respondents disseminated marketing materials that falsely told investors 
that the fund was registered with the Commission and was “the first regulated crypto asset fund in 
the United States.” 

After being contacted by Commission staff, the manager immediately stopped the offering and 
offered rescission to affected investors. In January, the respondents offered securities under the Rule 
506(c) exemption from registration. C. Dabney O’Riordan, Co-Chief of the Asset Management 
Unit, noted, “Hedge funds seeking to ride the digital asset wave continue to proliferate. Investment 
advisers must be sure that the funds they offer adhere to the applicable registration obligations and 
must accurately represent their funds’ regulatory status to investors.”
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Virtual currencies under Howey. The SEC’s jurisdiction over virtual currencies has always come 
back to the Howey test, the judicial doctrine establishing that a transaction is a security when it 
involves an investment of money in a common enterprise with the expectation of profits produced 
by the efforts of others. Earlier in the year, the Commission established an investor alert in the form 
of a fake website promoting bogus cryptocurrency investments it winkingly called “HoweyCoins.” In 
September, the district court for the Southern District of New York considering a motion to dismiss 
a criminal indictment determined that a reasonable jury could find that two allegedly fraudulent coin 
offerings involved securities under Howey.

The defendant and his two companies, REcoin Group Foundation and Diamond Reserve Club, were 
charged in a three-count indictment with fraudulently inducing investors to buy cryptocurrency to-
kens or coins in the companies’ ICOs. Instead, no token or coin was ever developed. With the caveat 
that the question of whether the purported assets were securities was a factual test, the court decided 
that for purposes of the motion to dismiss, a reasonable jury could find that the purported invest-
ments were securities under the Howey test. Critically, the court determined that the government had 
sufficiently alleged elements of a “profit-seeking business venture.”

First, a reasonable jury could conclude that individuals invested money and other forms of payment 
in exchange for investments they were told were investment-backed tokens or coins. The “member-
ship” in the two ventures was sufficiently considered an asset. Second, a jury could reasonably find 
that both REcoin and Diamond constituted a “common enterprise.” It could be inferred that the in-
vestment strategies depended on the pooling of investor assets to purchase real estate and diamonds, 
and that the investors’ fortunes were tied together through the pooling of their investments. Third, 
the facts would enable a jury to conclude that investors were led to expect profits to be derived solely 
from the managerial efforts of the defendants, not any efforts of the investors themselves.

In a civil case, however, the SEC could not convince the district court for the Southern District of 
California to issue a preliminary injunction against Blockvest, LLC, following an emergency court 
order halting Blockvest’s planned ICO. According to the court, the SEC did not establish that the 
digital tokens at issue qualified as “securities” under the Howey test and thus showed no violation of 
the federal securities laws. 

The court wrote that the “investment of money” prong of Howey requires an investor to commit 
assets to the enterprise, subjecting the investor to potential financial loss. The SEC and the defen-
dants provided “starkly different facts” about the promotional materials, economic inducements, or 
representations the investors relied on before purchasing the tokens, and the court could not deter-
mine whether the tokens were “securities” under the first prong of Howey. Further, the Commission 
did not demonstrate that the investors had an “expectation of profits,” and there was insufficient 
evidence of the information purchasers were given prior to investing.

A bleak outlook for Bitcoin exchange-traded products. Beyond the enforcement space, a key 
2018 development in the federal securities area was the SEC’s rejection, in July, of a bid to register 
the Winklevoss Bitcoin Trust, a Bitcoin exchange-traded product (ETP). The SEC’s decision was 
significant insofar as it implied that the bitcoin derivatives markets were too small, per se, to support 
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an exchange-traded product. Commissioner Peirce dissented, arguing that the order “suggests that 
approval for Bitcoin ETPs will come only when Bitcoin spot and derivatives markets have matured 
substantially, yet, at the same time, contributes to further delay in their maturation.”

In the course of the application, Bats BZX Exchange, Inc., failed to convince three members of the 
Commission that its surveillance-sharing agreement with the Winklevoss twins’ Gemini Exchange 
was sufficient to prevent fraud and manipulation, as required by the Exchange Act. The three-
member majority clarified that its disapproval was not a comment on Bitcoin’s “utility or value as an 
innovation or an investment.” 

The crux of the order is Exchange Act Section 6(b)(5), which requires that an exchange’s rules be 
“designed to prevent fraudulent and manipulative acts and practices.” BZX’s primary argument was 
that a surveillance-sharing agreement between the listing exchange and significant regulated markets 
is not the only way to satisfy this Exchange Act requirement. In the case of a Bitcoin commodity-
trust ETP, it argued, traditional measures to detect and deter manipulation are sufficient.

The Commission agreed with BZX that surveillance-sharing agreements, whose function is to detect 
and deter fraud and manipulation, would not be required if bitcoin and bitcoin markets were inher-
ently resistant to fraud and manipulation. However, the SEC did not find that inherent resistance. The 
agency rejected many arguments from BZX and certain commenters regarding the susceptibility of 
Bitcoin and Bitcoin markets to manipulation, including the suggestion that there is no concern about 
inside information or the dissemination of false or misleading information with respect to Bitcoin.

The agency concluded that the underlying market was not demonstrably resistant to manipulation, 
necessitating a surveillance-sharing agreement with at least one significant, regulated market relating 
to Bitcoin. The order hints at the impossibility of securing such an agreement to the Commission’s 
satisfaction at this stage of Bitcoin’s development, because BZX failed to demonstrate that any of 
the current trading venues in the worldwide Bitcoin spot market could be a party to a satisfactory 
surveillance-sharing agreement. “While the record does not support a conclusion that Bitcoin deriva-
tives markets have attained significant size,” the majority wrote, “[o]ver time, regulated Bitcoin-relat-
ed markets may continue to grow and develop. … Should these circumstances develop, or conditions 
otherwise change in a manner that affects the Exchange Act analysis, the Commission would then 
have the opportunity to consider whether a Bitcoin ETP would be consistent with the requirements 
of the Exchange Act.”

Jurisdictional issues in private securities litigation. One of the toughest questions raised by virtual 
currencies is simply, as a key decision this year put it, “where does an unregistered security, purchased 
on the Internet, and recorded ‘on the blockchain,’ actually take place?”  This Tezos case made waves 
in August by holding that the Exchange Act applied to an issuer that, although established in Swit-
zerland, operated a U.S. website, based its marketing efforts in the United States, and targeted U.S. 
residents nearly exclusively. Answering a different question about where a virtual-currency lawsuit 
can be maintained, another court held that the presence of a Securities Act claim did not bar removal 
of an action to state court if state claims provided an independent basis for removal.
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The Tezos white paper positioned this “self-amending crypto-ledger” as a solution to the shortcom-
ings of Bitcoin and Ethereum. Backed by the venture capital firm Draper Associates Crypto, Tezos’s 
U.S.-based principals established the Tezos Foundation in Switzerland to oversee an ICO that raised 
$232 million worth of Bitcoin and Ethereum during two weeks in July 2017. Bitcoin Suisse pro-
vided intermediary services to certain individual ICO contributors, including converting U.S. dollars 
to virtual currencies, transferring that virtual currency to the Tezos Foundation, and creating digital 
wallets for receiving Tezos tokens. Bitcoin Suisse also co-signed all of the Foundation’s post-ICO 
cryptocurrency transactions.

The crux of the court’s decision is its extraterritorial application of the Exchange Act in the virtual-
currency space. According to the court, the realities of the transaction, as alleged by the plaintiff, 
belied the Foundation’s argument that the critical aspects of the sale occurred outside of the United 
States. The plaintiff participated in the transaction from the United States using an interactive 
website hosted on an Arizona server and run primarily by one of the California-based principals. He 
learned about the ICO and participated in it based on marketing that almost exclusively targeted 
U.S. residents. Finally, his contribution of Ethereum to the ICO was irrevocable only after it was 
validated by a network of global nodes clustered more densely in the United States than in any other 
country. Together, these factors supported an inference that the securities purchases occurred inside 
the United States. 

The court also found there was specific personal jurisdiction over the Tezos Foundation, although not 
Bitcoin Suisse. The Tezos Foundation was correct that simply hosting its website on an Arizona server 
and making it freely accessible to U.S. citizens was not enough to subject it to personal jurisdiction. 
However, inferences that the California-based principals were the de facto U.S. marketing arm of the 
Foundation; the Foundation engaged in little to no marketing outside of the United States; and a 
significant portion of the 30,000 ICO contributors were U.S. citizens were enough given the rela-
tively modest showing required of a plaintiff on a motion to dismiss.  Furthermore, the Foundation’s 
decision to build a website in the English language hosted in the United States, and its decision to 
structure an ICO accommodating U.S.-based participation, served as but-for causes of the plaintiff’s 
alleged purchase of unregistered securities. 

Another significant decision in private ligitation involved the intersection between the Class Action 
Fairness Act (CAFA) and the Supreme Court’s Cyan decision. In an issue of apparent first impres-
sion, a federal court in California concluded that the presence of a Securities Act claim did not bar 
removal of an action under Section 1453 of CAFA where the removal was based on state law claims 
that independently satisfied CAFA’s jurisdictional requirements.

The plaintiff sued Ripple Labs, creator of a digital currency called XRP, in a California state court 
for violations of the registration provisions of the Securities Act and the California Corporations 
Code. The complaint alleged that XRP has all the hallmarks of a security and that Ripples sales of 
XRP are essentially a “never ending ICO” in violation of state and federal securities law. Invoking 
the Class Action Fairness Act, Ripple removed the case to the federal district court. CAFA Section 
1453 permits removal of nationwide class actions brought on behalf of more than 100 class members 
in which minimal diversity exists and more than $5 million is in controversy. The plaintiff moved 
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to remand, arguing that the Securities Act plainly bars removal of state-court cases asserting claims 
under the Act, with one exception for state-law class actions alleging fraud.

At issue was the narrow question (apparently of first impression) of whether the presence of a Securities 
Act claim bars removal of an action under CAFA Section 1453 based on state law claims that indepen-
dently satisfy CAFA’s jurisdictional requirements. The parties agreed that without the federal claims, 
the action would properly be removed under CAFA. While the plaintiff maintained that Securities Act 
Section 22(a) operates a complete bar to removal of an action including a Securities Act claim, Ripple 
contended that the state law claims satisfied CAFA, so the entire action could be removed.

Reviewing the language of CAFA Section 1453, the court noted that a qualifying class action may 
be removed by any defendants, subject to three limited exceptions set forth in subsection (d). The 
plain language of the statute, then, suggest that this action was properly removed based on the state 
law claims that independently satisfied CAFA’s requirements. The fact that CAFA explicitly excepts 
certain Securities Act-related claims (with no reference to Section 22(a)) strongly suggested to the 
court that additional Securities Act exceptions should not be read into CAFA. Additionally, to 
apply Section 22(a) to all removal provisions would render numerous statutory clauses superfluous. 
Removal also accords with Congress’ intent to strongly favor the exercise of federal diversity jurisdic-
tion. The court accordingly denied the motion to remand.

Looking ahead. The 2018 developments in the federal securities arena constitute areas to watch as 
virtual currencies and related offerings continue to evolve. Both the SEC and the courts have made 
it clear by now that the Howey test applies in full force to virtual currency offerings and products. If 
there is one takeaway from the Tomahawk decision, it is that participants should not assume that a 
particular type or form of coin or token offering will escape the SEC’s notice, or its regulatory reach.

Similarly, the reach of the federal securities laws will continue to be informed by how closely an of-
fering is associated with U.S. promoters, marketers, and investors. As demonstrated in the Tezos case, 
the fact that an ICO attracts U.S. investors may be a key factor in subjecting it to U.S. securities laws 
even where the organization is located overseas.

Finally, the SEC’s rejection of the Winklevoss Bitcoin Trust casts doubt on the prospects for registra-
tion of exchange-traded products for the foreseeable future. With its comments about the susceptibil-
ity of the Bitcoin markets to fraud and manipulation and the inability of any regulated market to act 
as a counterparty to a surveillance-sharing agreement, the SEC indicated that it has closed the door 
to entrants in this area until the virtual currency markets grow and stabilize substantially. Prospects 
for cryptocurrency-related products are thus even more closely tied to the fate of the underlying 
currencies themselves.

CFTC Enforcement—promises made, results delivered
2018 was an active, robust and breakout year for CFTC enforcement activities in the virtual cur-
rency space. The stage was set with a January op-ed in the Wall Street Journal co-authored by CFTC 
Chairman J. Christopher Giancarlo and SEC Chairman Jay Clayton where they wrote, “The CFTC 
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and SEC, along with other federal and state regulators and criminal authorities, will continue to work 
together to bring transparency and integrity to these markets and, importantly, to deter and prosecute 
fraud and abuse. These markets are new, evolving and international. As such they require us to be 
nimble and forward-looking; coordinated with our state, federal and international colleagues; and 
engaged with important stakeholders, including Congress.”While the SEC may have made up for lost 
ground with its enforcement and oversight efforts in 2018, the CFTC continued its momentum from 
2017 in the aftermath of Bitcoin’s price run up to just under $20,000 and the introduction of Bitcoin 
futures and other derivative products. In testimony before the Senate Banking Committee in February 
2018, Chairman Giancarlo explained that the agency had recently formed the Virtual Currency Task 
Force to garner and deploy expertise in this evolving asset class, and noted that task force shared infor-
mation and worked cooperatively with counterparts at the SEC with similar virtual currency expertise.

To the credit of the CFTC’s Division of Enforcement and Virtual Currency Task Force, seven enforce-
ment matters centering on fraudulent conduct in the virtual currency markets were either initiated or 
brought to a successful conclusion during the year. Importantly, the CFTC’s jurisdictional authority 
with respect to virtual currencies was confirmed and validated in a number of these matters.   

The assertion of the CFTC’s jurisdictional authority over virtual currencies. In 2018, three 
federal courts issued significant decisions confirming the CFTC’s jurisdictional authority regarding 
virtual currencies. It is useful to review the evolution of the CFTC’s assertion of authority in this 
area before exploring this year’s developments. Over the years, the CFTC has been straightforward in 
asserting its statutory jurisdiction concerning virtual currencies derivatives. As early as 2014, former 
CFTC Chairman Timothy Massad discussed virtual currencies and potential CFTC oversight under 
the CEA. In 2015, the CFTC found virtual currencies to be a commodity in In re Coinflip, Inc, an 
administrative enforcement action. The agency also took action to prohibit wash trading and prear-
ranged trades on a virtual currency derivatives platform in In re TeraExchange LLC. In 2016, in In 
re BXFNA Inc. d/b/a Bitfinex, the agency sued a Bitcoin futures exchange operating in the U.S. that 
failed to register with the agency.

CFTC prevails in three federal courts in 2018 validating its authority. On August 23, 2018, a 
federal court in the Eastern District of New York, in CFTC v. McDonnell, Cabbagetech, Corp. d/b/a 
Coin Drop Markets (CDM) found in favor of the CFTC that defendants engaged in fraud and misap-
propriation in connection with purchases and trading of Bitcoin and Litecoin. In so doing, the court 
affirmed the CFTC’s position that virtual currencies are commodities under the CEA. In its 139-
page memorandum decision following a four-day bench trial, the court found that the defendants 
engaged in a deceptive and fraudulent virtual currency scheme to induce customers to send money 
and virtual currencies to CDM, purportedly in exchange for real-time expert virtual currency trading 
advice and for virtual currency purchasing and trading on behalf of the customers under McDon-
nell’s direction.  
 
During the course of the proceeding, McDonnell had also argued for dismissal, citing the ruling in 
the CFTC v. Monex matter from the U.S. District Court for the Central District of California which 
found the CFTC’s jurisdiction lacking. The court rejected this argument, noting that Monex was 
not controlling authority, and further, the “actual delivery exception” did not apply because the 
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transactions were not entered into on a leveraged, margined, or financed basis and the exception did 
not bar enforcement of commodity fraud under Section 6(c)(1) of the Commodity Exchange Act. 
 
On September 26, 2018, a federal court in the District of Massachusetts, in CFTC v. My Big Coin 
Pay Inc. et al. entered an order holding that the CFTC had the power to prosecute fraud involving a 
virtual currency known as My Big Coin (MBC) and denying the defendants’ motion to dismiss the 
CFTC’s amended complaint. The action stemmed from the CFTC’s charges against the defendants 
for engaging in commodity fraud and misappropriating over $6 million from customers related to 
the ongoing solicitation of MBC.  
 
Significantly, the Court held that the CFTC had sufficiently alleged that the virtual currency, MBC, 
was a commodity under the CEA because the CFTC alleged that MBC “is a virtual currency and it 
is undisputed that there is futures trading in virtual currencies (specifically involving Bitcoin).” The 
court also rejected defendant’s argument that the CFTC’s anti-fraud authority over MBC extended 
only to fraudulent market manipulation, holding that the “broad language in the statute explicitly 
prohibit[s] fraud even in the absence of market manipulation.” 
 
On October 16, 2018, a federal court in the Southern District of New York, in CFTC v. Gelfman 
Blueprint and Nicholas Gelfman found in favor of the CFTC that defendants engaged in fraud and 
misappropriation in connection with purchases and trading of Bitcoin and Litecoin, but notably, no 
derivative products were involved in the scheme. 

Together, the court’s order for final judgment by default, and consent order, found that from ap-
proximately 2014 through approximately January 2016, defendants Gelfman and GBI, by and 
through its officers and agents and employees, operated a Bitcoin Ponzi scheme in which they 
fraudulently solicited more than $600,000 from at least 80 customers. As stated in the orders, the 
customers’ funds supposedly were for placement in a pooled commodity fund that purportedly 
employed a high-frequency, algorithmic trading strategy executed by defendants’ computer trading 
program called “Jigsaw.” In fact, as the orders indicate, the strategy was fake, the purported perfor-
mance reports were false, and, as is typical in all Ponzi schemes, payouts of supposed profits to GBI 
Customers in actuality consisted of other customers’ misappropriated funds. 

The court’s decision is particularly significant as it validates the CFTC’s position that its jurisdictional 
authority extends to virtual currencies when fraud is involved, even when derivative instruments are 
not part of the fraudulent scheme. 

Aggressively pursuing fraud and bad actors in the crypto space. In a speech before NYU’s Program 
on Corporate Compliance & Enforcement in November  2018, CFTC Enforcement Director James 
McDonald declared the past year to be “among the most vigorous in the history of the CFTC from 
an enforcement perspective.” The DOE’s undertakings in the virtual currency space contributed to 
its list of accomplishments.

Together with confirming the CFTC’s jurisdictional authority in several matters, the CFTC also took 
action in more routine matters where fraud involved cryptocurrencies. For instance, the commission 
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brought an action in the Eastern District of New York involving the operation of a fraudulent 
scheme involving binary options and a virtual currency known as ATM Coin (CFTC v. Kantor); 
obtained a finding in another matter in the Eastern District of New York that defendants engaged 
in fraud and misappropriation in connection with a Ponzi scheme involving binary options and 
$500,000 worth of Bitcoin where at least 127 members of the public were victimized (CFTC v. Dil-
lon Michael Dean and The Entrepreneurs Headquarters Limited); and filed and action in the Northern 
District of Texas charging the defendants with fraudulent solicitation, impersonation of a CFTC 
Investigator, and forging CFTC document to steal Bitcoin (CFTC v. Morgan Hunt dba Diamonds 
Trading Investment House et al.). The CFTC also brought charges and settled an action with a former 
trader involving fraudulent a scheme involving Bitcoin and Litecoin where $1.1 million dollars in 
restitution was ordered (In the Matter Joseph Kim). 

A CFTC enforcer looks to the future. In his year-end comments at NYU, Division of Enforcement 
Director James McDonald observed that the story of virtual currency is the story of a new technol-
ogy, adding, “it is a story about the need for robust enforcement to ensure technological develop-
ment isn’t undermined by the few who might seek to capitalize on this development for unlawful 
gain.” However, the director also noted that “new and potentially market-enhancing technologies 
like virtual currencies and distributed ledger technology need breathing space to survive” and un-
derscored the importance of working across the agency to facilitate market-enhancing innovation in 
the financial technology space. Bottom line, though, McDonald sees need to act aggressively to root 
out fraud and manipulation from these markets and pointed to The Virtual Currency Task Force as 
uniquely positioned to identify misconduct in virtual currency markets and hold bad actors account-
able. According, continued targeted well-informed enforcement activities from the CFTC can be 
expected in the years to come. 

Blue Sky and FINRA
In the wake of increased investor interest in cryptocurrencies and other virtual coins and tokens, state 
securities regulators and FINRA each dedicated significant regulatory resources in 2018 to protect-
ing individuals from fraud and other financial harm. In addition to their enforcement efforts, these 
regulators also sought to raise public awareness of the risks associated with ICOs and other digital 
assets, issuing a series of alerts urging investors to approach these investments with caution while 
guiding members of the securities industry on their digital asset-related activities.

States swing into action. State enforcement personnel began to increasingly focus their efforts on 
cryptocurrencies as the price of Bitcoin increased to nearly $20,000 in December 2017 and the mar-
ket capitalization of all cryptocurrencies reached more than $500 billion. On December 20, 2017, 
Texas conducted the first state enforcement action against a promoter of cryptocurrency investments 
when it secured an emergency action against Dubai-based USI-Tech Limited. Another promoter, 
BitConnect, claimed a market capitalization of more than $2.5 billion before Texas and North 
Carolina regulators entered emergency orders to stop BitConnect’s cryptocurrency lending program. 
BitConnect’s market capitalization plummeted, falling more than 98.5 percent before its cryptocur-
rencies were delisted from public exchanges.

http://business.cch.com/srd/enfbluebitcomplaint041618.pdf
http://business.cch.com/srd/enfmichaeldeanorder070918-20180728.pdf
http://business.cch.com/srd/enfjosephkimorder102918.pdf
http://business.cch.com/srd/SRD_USITech12212017.pdf
http://business.cch.com/srd/SRD_BitConnect01052018.pdf
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Speaking at NASAA’s FinTech Forum in May, Bryan Lantagne, who heads the Massachusetts Securi-
ties Division, said that his agency became very active in the ICO arena in 2018. According to Lan-
tagne, three of the 13 enforcement attorneys in Massachusetts were devoted full time to ICO fraud. 
The fact that thirty percent of his enforcement staff was focused on this area “speaks volume” about 
the potential harm for retail investors, Lantagne said. 

Lantagne said that state regulators have focused on the Howey test for an investment contract to deter-
mine whether an ICO constitutes a security. Of the approximately 45 state enforcement actions under-
taken at the time of the forum, Lantagne said that all had applied the Howey test and all had found the 
existence of a security. Lantagne said that his enforcement staff has focused on bad actors, and that red 
flags for a “bad” ICO would include an ICO that is not registered or seeking an exemption from regis-
tration; issuers that employ a “bounty” to attract other investors; embellished or fabricated biographies 
on the issuer’s website; and the use of endorsements by “washed up” actors or celebrities.

Operation Cryptosweep. In May, the North American Securities Administrators Association 
(NASAA) announced one of the largest coordinated series of enforcement actions ever undertaken by 
state and provincial securities regulators, with the stated goal of cracking down on fraudulent ICOs 
and cryptocurrency-related investment products. Dubbed “Operation Cryptosweep,” this ongoing 
initiative has involved more than 40 U.S. and Canadian jurisdictions and resulted in more than 
200 active investigations of cryptocurrency-related products and more than 50 enforcement actions. 
NASAA suggested that the initial wave of enforcement actions may represent just the “tip of the 
iceberg,” noting that the task force had found approximately 30,000 crypto-related domain name 
registrations, most of which appeared in 2017 and 2018.

According to NASAA’s 2018 Enforcement Report, Operation Cryptosweep uncovered extensive fraud 
in this new market. The report observed that state regulators secured voluminous evidence showing 
that many promoters were not complying with registration laws and were concealing important infor-
mation from investors, including the significant risks associated with investing in the cryptocurrency 
market, the true identity of the promoters and managers of investment programs, the actual location 
of issuers’ business operations, and the premises for promises of lucrative profits and returns.

During his inaugural address at NASAA’s annual conference in Anchorage in September, incoming 
NASAA President Michael S. Pieciak said that NASAA will continue to focus in the year ahead on 
the bad actors in the cryptocurrency space. Pieciak said that NASAA will also look simultaneously, 
however, to develop policy and guidance in the fintech space that will allow legitimate actors to 
innovate while still protecting Main Street investors. NASAA was also active on the investor educa-
tion front, launching a series of short “Get in the Know” videos to raise awareness about the risks 
involved in cryptocurrency investments. 

Virtual Markets Integrity Report. In September, the New York attorney general released a report 
identifying serious, widespread deficiencies in customer protections at virtual currency exchanges. 
The report was issued in connection with the attorney’s general’s “Virtual Markets Integrity Initia-
tive,” a fact-finding inquiry launched in April to look into the policies and practices of virtual asset 
trading platforms. 

http://business.cch.com/srd/SRD_FinTechForum05222018.pdf
http://business.cch.com/srd/SRD_Cryptosweep05212018.pdf
http://business.cch.com/srd/SRD_NASAAEnforcement10102018.pdf
http://business.cch.com/srd/SRD_PieciakSpeech09262018.pdf
https://vimeo.com/292323137
http://business.cch.com/srd/SRD_NYVirtualMarkets09192018.pdf
http://business.cch.com/srd/NYAGSchneidermanlaunchesinquiryintocryptocurrencyexchanges050718.pdf
http://business.cch.com/srd/NYAGSchneidermanlaunchesinquiryintocryptocurrencyexchanges050718.pdf
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The report noted that, unlike traditional stock exchanges, private trading venues, and broker-dealers, 
virtual asset trading platforms have not registered under state or federal securities or commodities 
laws. They also have not implemented common standards for security, internal controls, market 
surveillance protocols, disclosures, or other investor and consumer protections.

As a result, customers of virtual asset trading platforms are vulnerable to abusive trading practices, 
conflicts of interest, and asset losses. 

Among other risks, trading platforms have been hacked, with billions of dollars’ worth of virtual 
currency stolen with little or no recourse for customers. Delays and outages are common, limiting 
customers’ ability to withdraw funds and leaving them vulnerable to significant losses due to price 
swings. Certain trading platforms have also been linked to deceptive and predatory practices, market 
manipulation, and insider abuses.

As part of the Virtual Markets Integrity Initiative, the New York attorney general sent requests for in-
formation to 13 major trading platforms, receiving nine responses. Analysis of the responses revealed 
three broad areas of concern. First, platforms lack robust market surveillance capabilities, with few 
platforms seriously monitoring the operation of “bots” or automated algorithmic trading. Second, 
virtual asset trading platforms often engage in multiple lines of business, creating substantial poten-
tial for conflicts of interest. For example, platforms often not only serve as venues of exchange but 
also as proprietary traders, owners, and issuers of virtual currency holdings. Third, trading platforms 
lack a consistent and transparent approach to independently auditing the virtual currency supposedly 
in their possession.

Four of the 13 platforms declined to respond to the attorney general’s request for information, claim-
ing that they did not allow trading from New York. The attorney general’s office, however, found 
that three of the platforms, Binance, Gate.io, and Kraken, had accepted trades from within New 
York State. Accordingly, the office referred these three platforms to the New York State Department 
of Financial Services for potentially operating in the state without seeking or receiving approval to 
engage in a virtual currency business activity.

FINRA enforcement efforts. FINRA brought its first enforcement action involving virtual curren-
cies in September, charging a former Massachusetts broker with fraudulently selling an unregistered 
cryptocurrency security called HempCoin. FINRA alleged that Timothy Tilton Ayre attempted to 
attract investments into a worthless public company he controlled by offering interests in what he 
touted as the “the first minable coin backed by marketable securities.” According to FINRA, how-
ever, Ayre misrepresented his company’s business and financial status in OTC Pink Market filings 
while failing to register the HempCoin interests with the SEC. 

FINRA guidance on digital assets. Given the increased regulatory risk of fraud and other securities 
law violations faced by broker-dealers, FINRA issued guidance encouraging firms to promptly notify 
FINRA of any digital asset-related activities. The guidance defines “digital assets” as cryptocurrencies 
and other virtual coins and tokens, including ICOs or pre-ICOs, and any other asset consisting of, or 
represented by, records in a blockchain or distributed ledger. These include securities, commodities, 

http://business.cch.com/srd/SRD_FINRAHempCoin09112018.pdf
http://business.cch.com/srd/SRD_FINRADigitalAsets07092018.pdf
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software, contracts, accounts, rights, intangible property, personal property, real estate or other assets 
that are “tokenized,” “virtualized” or otherwise represented by records in a blockchain or distributed 
ledger.

FINRA now specifies types of activities that should be reported, including:

• purchasing, selling, or executing transactions in digital assets or pooled funds investing in, or 
derivatives tied to, digital assets;

• creating, managing, or providing advisory services for a pooled fund related to digital assets;
• participating in an ICO or pre-ICO;
• creating or managing a secondary trading platform for digital assets;
• taking custody of digital assets or accepting them from customers;
• mining, recommending, soliciting, or accepting orders in digital assets;
• providing clearance and settlement services for digital assets; and 
• recording digital assets using distributed ledger technology or any other use of blockchain technology.

FINRA also pursued investor education efforts of its own, warning investors about cryptocurrency-
related stock scams as part of its series on digital assets. FINRA’s release suggests that investors use 
BrokerCheck and the EDGAR database to conduct diligence on the companies and individuals be-
hind the investments. FINRA also cautioned that investors should be wary of aggressive cold-callers, 
promises of guaranteed performance, and stocks with dramatic price fluctuations, and should watch 
for icons provided by the OTC markets that warn of potential issues with the security, company, or 
controlling person.

Blockchain legislation
Blockchain-specific legislation has not received much attention from Congress, there having been 
just a few prior attempts several sessions ago to, among other things, define and legitimize smart 
contracts. That legislation went nowhere and has not been re-introduced. In 2018, however, four 
members of the House of Representatives sought to re-insert Congress into the blockchain space by 
introducing bills late in the 115th Congress. These bills would achieve several wider goals: remove 
digital tokens from the definition of “security,” clarify the tax treatment of virtual currencies, and set 
the stage for a wider review of federal blockchain regulations. Moreover, several financial bills would 
amend existing laws to ensure that regulators consider the impact of virtual currencies on human 
trafficking and other illicit activities. Collectively, these bills lay a foundation for future legislative 
efforts, perhaps in the upcoming 116th Congress.

Redefining “security,” clarifying Howey. A bill introduced by Reps. Warren Davidson (R-Ohio) 
and Darren Soto (D-Fla) would attempt to add clarity to the securities and tax treatment of digital 
tokens. Under the Token Taxonomy Act (H.R. 7356), a “digital token” would be excluded from the 
definition of security and an exemption from the Securities Act registration requirement would apply 
when a developer or seller of a digital token that has been notified by the SEC that it has run afoul of 
federal securities rules stops sales and returns sale proceeds. The bill also would clarify broker-dealer 
custodial rules.

http://www.finra.org/investors/highlights/how-avoid-crypto-stock-scams
https://www.scribd.com/document/396096529/Token-Taxonomy-Act-of-2018
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Representatives Davidson and Soto said in a press release that the genesis for the bill was a desire to 
clarify the use of the Howey test for when an offering is an investment contract and, thus, a security. 
“This bipartisan legislation draws a bright line for businesses and regulators by defining a ‘digital 
token’ and clarifies that securities laws do not apply to companies that use blockchain once they 
reach their goal of becoming a functional network,” said Reps. Davidson and Soto. “Implementing 
this fix will stop fraud from spreading and provide the certainty innovation needs to flourish.” Still, 
the representatives suggested that more regulatory initiatives will follow, while also questioning the 
extent to which the Federal Trade Commission has authority over digital tokens and whether legisla-
tion is needed to address the FTC.

The bill would add two definitions to the Securities Act and make conforming amendments to both 
the Securities Act and the Exchange Act to ensure that a “digital token” is not a “security.” As a result, 
“digital token” would be defined based on four features of a “digital unit” (which would be separately 
defined); thus, a “digital token” is a “digital unit” that: (1) is created pursuant to a verification process 
with rules to govern its creation and supply or as an initial allocation of digital units to be created; 
(2) has a transaction history recorded in a distributed, digital ledger subject to mathematical con-
sensus verification, which cannot be changed by persons acting in common control; (3) is capable of 
being traded without an “intermediate custodian;” and (4) does not represent a financial interest in a 
company (e.g., ownership, debt interest, or revenue share). The emphasis on lack of common control 
appears to invoke the notion of decentralization, which has been the key to how some SEC officials 
think about virtual currencies (See, e.g., a June 2018 speech by CorpFin Director Hinman). Under 
the bill, “digital unit” would be defined as “a representation of economic, proprietary, or access rights 
that is stored in a computer-readable format.”

The bill also would amend the Securities Act to exempt certain transactions from the registration 
requirement. Specifically, the exemption would apply if a person who develops, offers, or sells a 
digital token with the reasonable and good faith belief it is a digital token, within 90 days after being 
notified by the SEC that the digital unit is a security, publishes notice of the SEC’s notification 
and takes reasonable efforts to stop sales and return sales proceeds (the return of proceeds provision 
would exclude funds for technological development).

This aspect of the bill would appear to invoke the SEC’s enforcement actions in the matters of 
Munchee, Inc. and, more recently, CarrierEQ Inc. (Airfox) and Paragon Coin Inc. Munchee stopped 
sales and returned proceeds and was not penalized or subjected to undertakings by the SEC. By 
contrast, the SEC penalized AirFox and Paragon Coin and subjected both entities to extensive 
undertakings, including an investor claims process and registration of their tokens as securities under 
the Exchange Act. In a press release accompanying the AirFox and Paragon Coin matters, SEC Co-
Director of Enforcement Steven Peikin said the matters could serve as a “model” for ICO compliance 
with federal securities laws.

The bill would further make nearly identical amendments to the definition of “bank” contained in 
the Exchange Act, the Investment Company Act, and the Advisers Act to include other banking 
institutions or trust companies for which a substantial part of their business is providing custodial 
services. Lastly, the bill would direct the SEC to amend Exchange Act Rule 15c3-3 to provide that 

http://business.cch.com/srd/CongressmenWarrenDavidson.pdf
http://business.cch.com/srd/speech-hinman-061418-20180614.pdf
http://business.cch.com/srd/33-10445.pdf
http://business.cch.com/srd/33-10575.pdf
http://business.cch.com/srd/33-10574.pdf
http://business.cch.com/srd/TwoICOIssuersSettleSECRegistrationCharges.pdf
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the “satisfactory control location” requirement can be met by public key cryptography via commer-
cially reasonable cybersecurity practices.

IRAs, collectibles, and like kind exchanges under the tax code. The bill introduced by Reps. 
Davidson and Soto also would attempt to clarify to the tax treatment of virtual currency. Under 
the Token Taxonomy Act, Internal Revenue Code Section 408(m) regarding the treatment of 
collectibles by individual retirement accounts or individually-directed accounts per Code Section 
401(a) would be amended to provide an exception for virtual currencies from the general rule 
that an IRA’s acquisition of any collectible is, for certain purposes, treated as a distribution equal 
to the cost of the collectible to the IRA. That is, IRAs generally cannot invest in collectibles. 
“Collectible” generally means “tangible personal property,” such as art, antiques, metals, gems, 
stamps, coins, or alcoholic beverages. The bill would create an exception from the definition of 
“collectible” for virtual currency, in addition to existing exceptions for U.S. minted coins (See, 
31 U.S.C. §5112) and for bullion of a stated fineness for contract markets under the Commodity 
Exchange Act (See, 7 U.S.C. §7).

The proposed amendment to Code Section 408(m) also would define “virtual currency” as “a 
digital representation of value that is used as a medium of exchange and is not currency (within the 
meaning of section 988)” [i.e., certain foreign currency transactions]. This definition varies in some 
respects from the definition of “virtual currency” contained the IRS’s 2014 guidance. The amend-
ment to Code Section 408(m) would apply to sales or exchanges on or after January 1, 2017.

The bill would further amend Code Section 1031 on like kind exchanges to provide that an ex-
change of virtual currency under Code Section 408(m) is to be treated as a like kind exchange as if 
the exchange involves real property. This distinction is important because the Tax Cuts and Jobs Act 
enacted in 2017 narrowed the scope of Code Section 1031 to real property. The amendment to Code 
Section 1031 would apply to exchanges made on or after January 1, 2017.

Finally, the bill would add Code Section 139G to provide that gain from the sale or exchange of 
virtual currency (per Code Section 408(m)) can be excluded from gross income up to $600, subject 
to inflation adjustments in taxable years after 2018. Sales or exchanges that are part of the same 
transaction (or series) would be treated as one sale or exchange. Treasury would be directed to issue 
regulations for reporting gains or losses. Proposed Code Section 139G would apply to transactions 
entered into on or after January 1, 2017.

Clarity on the status of blockchain developers and services. Representative Tom Emmer’s 
(R-Minn) Blockchain Regulatory Certainty Act (H.R. 6974) would ensure that “blockchain 
developer[s]” and “blockchain service” providers would not, under federal or state law, be treated as 
money transmitters, money services businesses, financial institutions, or as being subject to any other 
designation that requires a license or registration. However, a blockchain developer or blockchain 
service provider would be subject to applicable state and federal laws if it has, in the regular course 
of business, control over a digital currency to which users are entitled under the service or software 
created, maintained, or disseminated by the blockchain developer.

https://www.irs.gov/pub/irs-drop/n-14-21.pdf
http://business.cch.com/srd/CRPT-115HRPT-466.pdf
http://business.cch.com/srd/HR6974.pdf
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“Blockchain developer” would be defined to mean a person or business that creates, maintains, or 
disseminates software that facilitates the creation or maintenance of blockchain networks or services. 
“Blockchain network” would focus on the consensus-making feature of blockchain technology and 
would include public computer networks that cooperate to reach consensus regarding the state of a 
distributed ledger for digital currency transactions. “Blockchain service” emphasizes the enabling of 
access to a blockchain network by multiple users, including services or systems for digital currencies. 
“Digital currency” mostly tracks the definition provided in IRS guidance.

The bill would have no impact on consistent federal criminal laws. Likewise, states generally could 
enforce laws consistent with the bill, although no cause of action (or imposition of liability) could be 
brought under state laws inconsistent with the bill’s text. Moreover, the bill states that it would not 
expand or contract intellectual property laws.

Forked convertible virtual currency. A second bill introduced by Rep. Emmer, the Safe Harbor for 
Taxpayers with Forked Assets Act of 2018 (H.R. 6973), would provide temporary relief for taxpay-
ers who experience forks in the virtual currency they hold. First, the bill would provide that the IRS 
could not impose penalties or additions to tax regarding underpayments or understatements attribut-
able to a taxpayer’s attempt to comply with tax laws applicable to the receipt or disposition of virtual 
currency. The provision would provide relief from Internal Revenue Code Sections 6662 to 6664 
regarding accuracy-related and fraud penalties.

Second, the bill would provide for no penalties or additions to tax regarding any failure during the 
applicable period to file a return or report or to make a tax payment attributable to the filing or 
payment requirements for the receipt or disposition of virtual currency. The provision would provide 
relief from numerous Internal Revenue Code sections, including:

• Section 6651—Failure to file a return or to pay tax.
• Section 6654—Individual’s failure to pay estimated income tax.
• Section 6655—Corporation’s failure to pay estimated income tax.
• Section 6656—Failure to make a deposit of taxes.
• Section 6698—Failure to file a partnership tax return.
• Section 6699—Failure to file an S corporation tax return.

The “applicable period” under the second provision would start before enactment of H.R. 6973 and 
last until the IRS issues related rules or guidance or relevant additional legislation is enacted regard-
ing forked convertible virtual currency. Both the first and second provisions use the term “receipt” 
and another provision within the bill would clarify that the bill incorporates the concept of “con-
structive receipt” (i.e., “any right to receive”) a forked virtual currency.

Generally, there are two kinds of forks: soft forks that have minimal impact on the blockchain under-
lying a virtual currency, and hard forks that cleave the underlying blockchain into two virtual cur-
rencies. A hard fork also brings into play several potential issues, such as the prospect of a 51-percent 
attack (an intentional hard fork by those with sufficient hashing power to create a new blockchain) 
and the potential for double spending, which could allow holders of a virtual currency to spend that 

http://business.cch.com/srd/HR6973.pdf
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virtual currency twice. Aside from these more technical issues, a forked currency also can raise many 
practical, financial questions, including how to value the old and new virtual currencies created by 
a hard fork, how the holder of a virtual currency would decide which virtual currency they wish to 
continue holding, how the holder of a forked virtual currency would exchange one virtual currency 
for the other, and how to document any virtual currency transactions. All of these issues can make it 
difficult to apply federal tax laws and regulations.

The bill, however, would define key terms regarding forks. According to the bill, “forked convertible 
virtual currency” would mean “any convertible virtual currency to which the taxpayer becomes en-
titled by reason of a hard fork.” The bill’s definition of “convertible virtual currency” tracks the IRS’s 
2014 guidance. “Hard fork” would mean “any material change in the shared digital ledger which is 
used to verify by consensus transactions in such currency if such change results in the maintenance of 
independent shared digital ledgers with respect to such currency.”

Resolution supporting digital currencies and blockchain technology. Representative Emmer and 
four co-sponsors (split equally between Republicans and Democrats) would use H. Res 1102 to urge 
the U.S. government to adopt a “light-touch” approach to blockchain regulation that is reminiscent 
of the government’s early approach to regulation of the Internet. The resolution’s sponsors view 
blockchain technology as widely applicable to diverse fields, such as finance, security, insurance, 
health care, energy, contracts, and government services (especially regarding transparency, fraud 
prevention, citizen services, and trust). The sponsors also view virtual currencies and tokens as non-
homogenous such that they can embody many things, including securities.

But the sponsors also see risks if the U.S. government were to regulate blockchain technologies too 
heavily. Specifically, the sponsors cite efforts by foreign governments to develop blockchain technolo-
gies and the prospect of virtual currency firms opting to locate overseas instead of in the U.S.

To this end, the resolution posits what could serve as an overarching goal: “the United States should 
prioritize accelerating the development of blockchain technology to support transparency, security, 
and authentication in a way that recognizes its benefits and allows consumer protection while sup-
porting future innovation.” Other regulatory goals would include the following: (1) enabling U.S. 
private sector leadership in blockchain technology and virtual currencies; (2) federal agency coor-
dination on blockchain issues; (3) avoiding imposing “undue” limits on blockchain networks; (4) 
“prevent[ing] and condemn[ing]” unlawful uses of blockchain technologies and virtual currencies; 
and (5) recognition of the potential for blockchain technology and virtual currencies to enhance 
economic growth, capital formation and investment.

Making the CFTC first among blockchain equals. The Virtual Currency Consumer Protection 
Act (H.R. 7224) and the U.S. Virtual Currency Market and Regulatory Competitiveness Act (H.R. 
7225), with minor semantic differences, share a common sense of Congress that virtual currencies 
are potentially significant for the U.S. economy and that regulation of virtual currencies may help to 
protect investors from bad actors, promote certainty for markets, and aid US. global competitiveness. 
Both bills define “virtual currency” in the same manner: “a digital representation of value that does 
not have legal tender status and that functions as a medium of exchange, a unit of account, or a store 

https://www.irs.gov/pub/irs-drop/n-14-21.pdf
http://business.cch.com/srd/HRes1102.pdf
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https://www.congress.gov/115/bills/hr7225/BILLS-115hr7225ih.pdf
https://www.congress.gov/115/bills/hr7225/BILLS-115hr7225ih.pdf
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of value.” This definition largely tracks the definition provided in IRS guidance on virtual currencies. 
For purposes of reporting to Congress, the CFTC would consult with the SEC and other federal 
agencies with the additional agencies to be selected by the chairman of the CFTC.

But Rep. Soto’s and Budd’s bills’ common underpinnings ultimately give way to text that aims at 
different aspects of the same problem. First, the Virtual Currency Consumer Protection Act would 
ask how virtual currencies are manipulated, whether some virtual currencies are more prone than 
others to being manipulated, and what harms can befall investors from the manipulation of virtual 
currencies. The bill also would have the CFTC explain whether it has sufficient authorities to per-
form market surveillance and to enforce the Commodity Exchange Act and related regulations in the 
virtual currency space. Lastly, the CFTC would have to recommend any legislative changes needed 
to ensure that it, along with other relevant federal agencies, can fulfill their respective obligations 
regarding virtual currencies.

By contrast, the U.S. Virtual Currency Market and Regulatory Competitiveness Act would take a much 
wider view of the legal issues posed by virtual currencies. The report required of the CFTC would have 
to compare U.S. and foreign regulations of virtual currencies while also describing the possible benefits 
from virtual currencies and blockchain technologies to U.S. commodities markets. The report also 
would have to recommend legislative changes needed to achieve four goals: (1) the promotion of U.S. 
competitiveness; (2) fostering the “growth of adoption” of virtual currencies; (3) clarifying which virtual 
currencies are commodities; and (4) providing for an “optional” approach to regulation of spot markets 
in virtual currencies (the framework would have to address federal licensing, supervision, consumer pro-
tection, and preemption of state money transmitter laws). With respect to the third and fourth goals, 
the CFTC would have to include economic analysis regarding the feasibility and cost-benefit aspects of 
changing U.S. laws to provide the desired level of clarity and regulation.

Under both bills, the CFTC would be required to report to Congress within one year of enactment. 
A press release announcing the bills said that “[v]irtual currencies and the underlying blockchain 
technology has a profound potential to be a driver of economic growth.”

Virtual currencies and human trafficking. Two titles within the JOBS and Investor Confidence 
Act of 2018 (S. 488) would address banking issues related to human trafficking and virtual curren-
cies. These titles would add virtual currencies to the list of issues various government agencies or task 
forces must consider in developing policies or reporting study results to Congress. The JOBS and 
Investor Confidence Act, a House-amended Senate bill focused on securities law, passed the House 
by a vote of 406-4 and awaits further Senate action.

Title VI of the JOBS and Investor Confidence Act contains The End Banking for Human Traffickers 
Act of 2018 (H.R. 2219), sponsored by Rep. Ed Royce (R-Calif ), which passed the House by a vote 
of 408-2. Senators Elizabeth Warren (D-Mass) and Marco Rubio (R-Fla) are sponsors of two Senate 
variants of the Royce bill (S. 952 and S. 2080), and issued a joint press release praising passage of the 
House version. Title VI would focus on anti-money laundering efforts related to human trafficking. 
Specifically, the Interagency Task Force to Monitor and Combat Trafficking would have to report 
to the House Financial Services Committee, the Senate Banking Committee, the House and Senate 

https://soto.house.gov/media/press-releases/rep-soto-members-introduce-bipartisan-bills-preventing-virtual-currency-price
https://www.congress.gov/115/bills/s488/BILLS-115s488eah.pdf
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https://www.warren.senate.gov/newsroom/press-releases/warren-rubio-applaud-house-passage-of-bipartisan-bill-to-shut-down-access-to-the-financial-system-for-human-traffickers


January 2, 2019 ©2018 CCH Incorporated and its affiliates. All rights reserved. Reprinted with permission from Securities Regulation Daily.

Securities Regulation Daily 18

Judiciary Committees, and the heads of federal banking agencies regarding the task force’s analysis 
of the U.S. government’s and financial institutions’ anti-money laundering efforts to combat severe 
forms of human trafficking and provide its recommendations to enhance those efforts. The required 
recommendations must address what, if any, changes to existing laws are needed to detect and deter 
money laundering related to human trafficking that involves the use of emerging technologies, 
including virtual currencies.

Moreover, Title XXIII of the JOBS and Investor Confidence Act, the Fight Illicit Networks and 
Detect (FIND) Trafficking Act, would require the GAO to conduct a study focused on how virtual 
currencies are used to facilitate sex and drug trafficking. The preamble to Title XXIII notes the 
increasing use of virtual currencies by transnational criminal organizations. The preamble also notes 
that the characteristics of virtual currencies that make them appealing to legitimate users (e.g., 
“verstil[ity],” “immediate finality,” and “anonymity”) also make them appealing to criminals. The 
stand-alone version of the FIND Trafficking Act (H.R. 6069) previously passed the House by voice 
vote (the Senate version is S. 3179).

Iran legislation. A bill introduced late in the 115th Congress by Sen. Ted Cruz (R-Texas) would 
prohibit U.S. persons from dealing in any digital currency developed by Iran and would, depending 
on the specific circumstances, require or permit the president to impose sanctions on foreign persons. 
Title III of the Blocking Iranian Illicit Finance Act (S. 3758) cites U.S. authorities’ concern that 
certain regimes may seek to evade U.S.-imposed sanctions by developing virtual currencies. A state-
ment included in the congressional findings made by Treasury’s Undersecretary for Terrorism and 
Financial Intelligence cites the example of Venezuela; President Trump in March of 2018 issued an 
executive order barring U.S. persons from dealing in any digital currency developed by Venezuela’s 
government. Moreover, for purposes of the bill, the term “digital currency exchange” is defined to 
incorporate most of the language contained in the definition of “exchange” in Exchange Act Section 
3(a)(1) (for further understanding of the role “bringing together” plays in the securities law defini-
tion, see Exchange Act Rule 3b-16).

https://www.congress.gov/115/bills/hr6069/BILLS-115hr6069rfs.pdf
https://www.congress.gov/115/bills/s3179/BILLS-115s3179is.pdf
https://www.cruz.senate.gov/files/documents/Bills/20181214_blocking_iran.pdf
https://www.whitehouse.gov/presidential-actions/executive-order-taking-additional-steps-address-situation-venezuela/
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