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New State Data Protection Laws Will Impact 
Business Nationwide: What You Need To Know
By Mary Hildebrand of Lowenstein Sandler 

What You Need To Know:

•	 The Texas Data Privacy and Security 
Act has broader jurisdiction than any 
other state data protection law and will 
regulate the data processing activities of 
thousands of companies for the first time.

•	 Florida’s Digital Bill of Rights Law aims 
to regulate “Big Tech” by implementing a 
higher jurisdictional threshold than any 
other state data protection law, but the 
$1 billion threshold may be deceiving.

•	 The Oregon Consumer Privacy Act places 
Oregon on the relatively short list of 
states that regulate the data processing 
activities of nonprofit organizations.

Currently, 19 states have comprehensive 
data protection laws scheduled to become 
effective through 2026. Since adoption of 
the California Consumer Privacy Act of 2018 
(CCPA), the pace of adoption has continued 
to accelerate. New laws in Texas, Florida, 
and Oregon become effective on July 1, 
with potentially significant implications for 
companies that conduct business there.

The Texas Act

The Texas Data Privacy and Security 
Act (Texas Act) approved by the Texas 
legislature and signed by Governor Abbott, 
catapults Texas into uncharted territory. 
By establishing an exceptionally low 
jurisdictional threshold, the Texas Act 
ensures coverage of companies that are 
not (or not yet) required to comply with any 
other state data protection law. The Texas 

Act is not just one among many: it demands 
specific attention.

To date, all state data protection laws, 
including the Texas Act, regulate entities 
that “conduct business” in the state, and/
or produce “products or services” targeted 
to or consumed by residents of the state; 
and do not require regulated entities 
to maintain a place of business or 
have employees in the state. To assert 
jurisdiction, 17 state data protection laws 
also require that an entity meet some 
combination of the following factors: they 
must (i) buy, sell, share, and/or process the 
personal information of a minimum number 
of state residents; (ii) derive a specific 
percentage of annual revenue from the sale 
of personal information; and/or (iii) meet an 
annual revenue threshold.

The Texas Act (along with the Nebraska 
Data Privacy Act, which becomes effective 
on January 1, 2025) is an outlier because 
jurisdiction does not depend on any of 
these elements.

The Texas Act applies to any entity that 
meets the following conditions:

•	 Conducts business in Texas or produces 
products or services that Texas residents 
consume;

•	 Processes any volume of personal data or 
engages in the sale of personal data; and

•	 Does not qualify as a small business, 
as defined by the U.S. Small Business 
Administration (the SBA).

The potential impact of the Texas Act should 
not be underestimated. As the second most 
populous state after California and the 
largest after Alaska, Texas has a burgeoning 
economy. According to the U.S. Department 
of Commerce’s Bureau of Economic Analysis, 
the real GDP for Texas in 3Q 2023 was 
$2.5 trillion in goods and services/year.

There are undoubtedly many thousands of 
organizations that conduct business in Texas 
or produce products or services consumed 
by Texas residents. Further, it is reasonable 
to assume that a significant percentage of 
them also process the personal data of state 
residents (broadly defined as performing 
an operation or set of operations on 
personal data such as collection, usage, 
storage, disclosure, analysis, deletion, 
or modification). A relatively smaller 
number of these organizations will sell 
the personal data (i.e., share, disclose, or 
transfer personal data to a third party for 
monetary or other valuable consideration), 
making them also subject to regulation. 
Small businesses qualified by the SBA are 
exempt, except for one important obligation: 
the business must obtain consumers’ prior 
consent to “sell” sensitive personal data.

The Texas Act imposes a full range of 
obligations on regulated entities, such as 
the timely honoring of consumer requests 
to exercise a broad array of rights, including 
the right to delete personal data and opt 
out of targeted advertising, requiring its 
service providers and contractors to comply 
with the Texas Act, conduct data protection 
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assessments, practice data minimization, 
monitor compliance, provide training, 
and many others. Unlike the CCPA, which 
also regulates personal data related to 
employees, independent contractors, job 
applicants, and B2B business contact data 
processed by the regulated entity, the Texas 
Act only applies to personal data when 
a state resident acts in an individual or 
household context. The Texas Act includes 
coverage exclusions and exemptions 
common to other state data protection 
laws, such as excluding entities and/or 
data regulated by certain sector-specific 
laws (e.g., Health Insurance Portability and 
Accountability Act of 1996; Gramm-Leach-
Bliley Act).

The Texas Attorney General has exclusive 
enforcement authority under the Texas 
Act, and consumers are prohibited from 
pursuing private causes of action. On 
June 4, 2024, Texas Attorney General 
Paxton announced the launch of “a 
major data privacy and security initiative 
to protect Texans’ sensitive data from 
illegal exploitation by Tech, AI and other 
companies.” Housed in the Consumer 
Protection Division of the OAG, the new 
team will focus on “aggressive enforcement 
of Texas Privacy Laws…and is poised to 
become among the largest in the country…”

The Florida Law

Florida’s Digital Bill of Rights Law (Florida 
Law) aims to regulate “Big Tech” by 
implementing a higher jurisdictional 
threshold than any other state data 
protection law to date. It regulates entities 
that conduct business in Florida, collect 
personal data from state residents (and 
determine the purpose or means of 
processing the personal data), and satisfy 
the following conditions:

•	 Has an annual global revenue of more 
than $1 billion; and

•	 Meets one of the following criteria:

–	 derives 50 percent of its global gross 
annual revenue from the sale of 
advertisements online;

–	 operates a consumer smart speaker 
and voice command service with an 
integrated virtual assistant connected 
to a cloud computing service that uses 
hands-free verbal activation; or

–	 operates an app store or digital 
distribution platform with at least 
250,000 different software applications 
for consumers to download and install.

We do not recommend making quick 
assumptions that the Florida Law does 
not apply (and therefore that you need 
not review the rest of the statute) because 
at first glance your organization does 
not seem to meet the revenue threshold. 
When evaluating the Florida Law, keep the 
following facts in mind:

•	 The Florida Law takes an expansive 
view of “global annual revenue” by 
combining the revenue of all companies 
that “control” or are “controlled by” an 
organization. Control is broadly defined 
as: (i) ownership of, or the power to vote, 
more than 50 percent of the outstanding 
shares of any class of voting security; (ii) 
control in any manner over the election of 
a majority of the directors, or of individu-
als exercising similar functions; or (iii) the 
power to exercise a controlling influence 
over the management of a company.

•	 The Florida Law was adopted along with 
two accompanying statutes that also 
merit attention:
–	 With limited exceptions, since 

July 1, 2023, government-directed social 
media moderation has been prohibited 
(§112.23, Fla. Stat.).

–	 Effective July 1, 2024, online platforms 
face serious restrictions when 
providing services that children are 
likely to access (§501.1735, Fla. Stat.).

Relative to other state data protection 
laws, the Florida Act and the accompanying 

statutes will apply to a more limited number 
of entities. When an organization meets the 
threshold, however, the Florida Law imposes 
an array of obligations and enforcement 
penalties. It is worth a closer look.

The Oregon Act

The Oregon Consumer Privacy Act (Oregon 
Act) puts Oregon on the list of states that 
regulate the data processing activities 
of for-profit businesses and nonprofit 
organizations.

Jurisdiction under the Oregon Act is 
determined by a similar combination of 
factors as other state data protection laws, 
although there is no minimum annual 
revenue requirement. It regulates entities 
that either “conduct business” in Oregon 
or “produce products or services that are 
targeted to state residents”; and, during 
a calendar year, (i) controls or processes 
the personal data of not less than 100,000 
Oregon residents, excluding personal 
data controlled or processed solely for 
the purpose of completing a payment 
transaction; or (ii) controls or processes 
the personal data of not less than 25,000 
Oregon residents and derives more than 25 
percent of its gross revenue from the sale of 
personal data.

Executives and board members of 
nonprofits must be attentive to the specific 
standards of each state law because there 
is no uniform definition of “nonprofit” and, 
unlike the Colorado Privacy Act which 
applies to nonprofits generally, other states 
may grant various exemptions. For example:

•	 The Oregon Act, which begins regulating 
nonprofits that meet the jurisdictional 
threshold on July 1, 2025, grants narrow 
exemptions to nonprofits engaged in the 
detection and prevention of insurance 
fraud and the noncommercial activity of 
nonprofits that provide programming to 
radio or television.

https://practicalcompliance.thomsonreuters.com/Link/Document/FullText?findType=L&pubNum=1000006&cite=FLSTS112.23&originatingDoc=I4707eeaf2fcc11ee8921fbef1a541940&refType=LQ&originationContext=document&transitionType=PLDocumentLink&billingHash=540E070AB5234298C1F2371EB3983A1BEA62F23229E803CAB6667F45D9C8A8FC&ppcid=803b7739543048b493ca11a56fbace17&contextData=(sc.Default)
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•	 The Virginia Consumer Data Protection 
Act excludes nonprofits organized under 
the Virginia Nonstock Corporation Act 
and tax-exempt organization under 
the Internal Revenue Code (§501(c)(3), 
501(c)(6), or 501(c)(12)).

•	 The Utah Consumer Privacy Act and the 
Tennessee Information Protection Act 
exclude nonprofits incorporated under 
their respective state laws.

•	 Although the CCPA generally excludes 
“nonprofits,” it leaves open the 
possibility that a nonprofit may become 
a regulated entity due to affiliate 
relationships with a regulated business 
with whom the nonprofit shares branding 
and personal information.

Consequently, a nonprofit may be regulated 
by the data protection law in one state but 
not in others, and two nonprofits in the 
same jurisdiction may be required to comply 
with different statutory requirements. As 

state laws continue to proliferate, so does 
the scope and complexity of data protection 
laws applicable to nonprofits, regulating 
many for the first time.

Conclusion

With less than 30 days before the Texas, 
Florida and Oregon laws become effective, 
the time to comply is rapidly shrinking. 
Each law is notable in its own way and 
warrants scrutiny from business leaders 
and nonprofit executives at organizations 
of all sizes, even if data protection is 
a relatively new item on the agenda. 
Nonprofits have some lead time to 
prepare for the Oregon Act, but there is no 
shortage of immediate tasks to prepare 
for compliance (or to comply with other 
applicable state data protection laws). 
To avoid regulatory action, expense, and 
reputational damage, it is critical to stay 
ahead of the curve.

The content of this article is intended to 
provide a general guide to the subject 
matter. Specialist advice should be sought 
about your specific circumstances.
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