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Re:  Protecting the Nation’s Communications Systems from Cybersecurity Threats, PS Docket
No. 22-329

Dear Ms. Dortch:

CTIA — The Wireless Association (“CTIA”), NCTA — The Internet & Television Association
(“NCTA”), and USTelecom — The Broadband Association (“USTelecom”) (collectively, the
“Associations”), respectfully file this letter to supplement their pending Petition for
Reconsideration (“Petition”) and subsequent ex parte filings in the above-captioned proceeding.!
That Petition urged the Federal Communications Commission (‘FCC” or “Commission”) to
rescind a January 2025 Declaratory Ruling that interprets the Communications Assistance for
Law Enforcement Act (“CALEA”) to require that providers “ensure” their entire networks are
secure against any and all external threats.> The Petition explained that the Declaratory Ruling
(1) misinterprets CALEA, (2) was procedurally improper, and (3) constitutes arbitrary,
capricious, and misguided policy.

The Associations continue to maintain that the Declaratory Ruling contravenes the text,
structure, purpose, and prior Commission interpretations of CALEA, and is also procedurally
deficient. As to policy, our prior submissions have explained why the Declaratory Ruling
undermines the voluntary, collaborative approach that providers have had in place to protect
security in our nation’s broadband networks.> The Associations submit this letter to further

! Petition for Reconsideration of CTIA — The Wireless Association, NCTA — The Internet & Television Association,
and USTelecom — The Broadband Association, PS Docket No. 22-329 (filed Feb. 18, 2025) (“Petition™); see also
Reply in Support of Petition for Reconsideration of CTIA — The Wireless Association, NCTA — The Internet &
Television Association, and USTelecom — The Broadband Association, PS Docket No. 22-329 (filed March 7,
2025).

2 See Protecting the Nation’s Communications Systems from Cybersecurity Threats, PS Docket No. 22-329,
Declaratory Ruling and Notice of Proposed Rulemaking, FCC 25-9 (2025) (“Declaratory Ruling”).

3 Petition at 1-2; see Ex Parte Letter of CTIA — The Wireless Association, NCTA — The Internet & Television
Association, and USTelecom — The Broadband Association, PS Docket No. 22-329, at 1-2 (filed July 25, 2025)
(explaining that the Declaratory Ruling “undercut[s] the meaningful, collaborative, and government-wide approach
to cybersecurity that already exists—and has prevailed for decades); Ex Parte Letter of CTIA — The Wireless
Association, NCTA — The Internet & Television Association, and USTelecom — The Broadband Association, PS



supplement the record with details about that preexisting approach, as well as recent measures
providers have taken and are continuing to take to improve cybersecurity in response to an
evolving threat landscape.

Prior to the Declaratory Ruling, the Associations and their members participated in and
supported the collaborative, “whole of government” approach to cybersecurity that has prevailed
for decades and undergirded strong investments by service providers. They also have engaged in
robust information sharing both among providers, and between providers and government.
Under that successful framework, prior to the cyber-espionage campaign attributed to the
advanced persistent threat (“APT”) actor known as “Salt Typhoon,” service providers had
worked collaboratively with expert federal agencies to implement numerous measures to
enhance their resilience to sophisticated cyber threats. And in the wake of the Salt Typhoon
incident, major service providers in the United States and their government and industry partners
have undertaken additional extensive, urgent, and coordinated efforts to mitigate operational
risks, protect consumers, and preserve national security interests.

The strong, trusted partnership between industry and government stakeholders, which has
flourished in the absence of prescriptive regulation based on CALEA, has enabled leading
service providers to provide federal law enforcement agencies with near real-time intelligence
regarding malicious activity during Salt Typhoon. Indeed, the threat hunting guidance
subsequently provided by the government to the broader community reflects some of the input
provided by leading service providers to U.S. law enforcement agencies based on their remedial
efforts.* Granting the Petition will facilitate continued collaboration along these lines and thus
strengthen the collective defense of U.S. critical infrastructure.

L The U.S. Government Has Built a Successful Collaborative Approach to
Cybersecurity, with Industry, in which Numerous Agencies Play Roles.

Through a series of Executive Orders and other actions, across multiple Administrations from
both parties, the federal government has established a collaborative framework with industry,
including the communications sector, to address cybersecurity threats. Within the
communications sector alone, this partnership has included three primary pillars:

Planning: The Communications Sector Coordinating Council (“CSCC”) was chartered in 2005
to help coordinate initiatives to improve the physical and cyber-security of sector assets; ease
information flow within the sector, across sectors, and with designated federal agencies; and
address issues related to response and recovery following an incident or event. There are
presently 57 members of the CSCC.°> The CSCC also coordinates with the Government

Docket No. 22-329, at 10 (filed Sept. 5, 2025) (highlighting “the many and varied ways that industry, agencies
across government, and other stakeholders are working collaboratively to improve network security, identify threats,
and disrupt future actions like Salt Typhoon before they can take place.”).

4 See Countering Chinese State-Sponsored Actors Compromise of Networks Worldwide to Feed Global Espionage
System, CISA Cybersecurity Advisory, https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-239a (last
revised Sept. 3, 2025).

> Membership: Our Members, CSCC, https://www.comms-scc.org/membership-2/ (last visited Oct. 16, 2025)
(describing members from various sub-sectors including broadcasting, cable, satellite, wireless, and wireline).


https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-239a
https://www.comms-scc.org/membership-2/

Coordinating Council (“GCC”), which consists of several federal agencies including the
Department of Homeland Security (“DHS”), FCC, Department of Defense (“DOD”), National
Security Agency (“NSA”), Department of Justice (“DOJ”), and several others.

Operations: The National Coordinating Center for Telecommunications (“NCC”)
Communications Information Sharing and Analysis Center (“Comm-ISAC”) was created in
1984. This organization functions on a 24/7 basis and coordinates NS/EP response in times of
crisis. Since 2000, the NCC’s Comm-ISAC, comprised of 83 industry partners,® has facilitated
the exchange of information among government and industry participants regarding
vulnerabilities, threats, intrusions, and anomalies affecting the telecommunications
infrastructure. Industry and government members hold weekly meetings to share threat and
incident information. During emergencies, industry and government members involved with the
response effort hold daily or more frequent meetings.

Policy: The National Security Telecommunications Advisory Committee (“NSTAC”), created in
1982, provides advice to the President on national security and emergency preparedness
communications (“NS/EP”). Key areas of NSTAC focus include strengthening national security,
enhancing cybersecurity, maintaining the global communications infrastructure, assuring
communications for disaster response, and addressing critical infrastructure interdependencies.’

Leading providers are currently participating in a number of public-private partnerships
including the Commission’s Communications Security, Reliability, and Interoperability Council
(“CSRIC”), the Cybersecurity and Infrastructure Security Agency (“CISA”) Joint Cyber Defense
Collaborative (“JCDC”), the Communications Sector Emergency Support Function, the Network
Security Information Exchange, and the NSA Enduring Security Framework (“ESF”’) and
Cybersecurity Collaboration Center (“CCC”). Moreover, industry and trade associations
collaborate within the CSCC to provide industry expertise to CISA, including by analyzing U.S.
Government cybersecurity plans and policies, and providing expertise on critical infrastructure
protection, information sharing, and risk management strategies.®

In addition to these areas of collaboration, the communications sector has worked closely with
federal government agencies to develop CISA’s Cybersecurity Performance Goals and other

¢ National Coordinating Center for Communications (NCC) Partners, Cybersecurity & Infrastructure Security
Agency, https://www.cisa.gov/resources-tools/programs/national-coordinating-center-communications/partners (last
visited Oct. 16, 2025); see also National Coordinating Center for Communications, Cybersecurity & Infrastructure
Security Agency, https://www.cisa.gov/resources-tools/programs/national-coordinating-center-communications (last
visited Oct. 16, 2025) (noting that “11 federal government agencies and over 60 private sector communications and
information technology companies routinely share critical communications information and advice in a trusted
environment to support the NCC’s national security/emergency preparedness communications mission’); N7T
Group Joins the U.S. Communications-ISAC, NTT (Sept. 16, 2025),
https://group.ntt/en/topics/2025/09/16/comm_isac.html.

7 See, e.g., Strategy for Increasing Trust in the Information and Communications Technology and Services
Ecosystem, NSTAC Report to the President (Feb. 21, 2023), https://www.cisa.gov/sites/default/files/2023-
04/NSTAC_Strategy for Increasing Trust Report %282-21-23%29 508 0.pdf.

8 CSCC, Amended and Restated Operating Charter of the Communications Sector Coordinating Council, Art. II, § 1
(adopted Feb. 3, 2021), https://www.comms-scc.org/charter/.


https://www.cisa.gov/resources-tools/programs/national-coordinating-center-communications/partners
https://www.cisa.gov/resources-tools/programs/national-coordinating-center-communications
https://group.ntt/en/topics/2025/09/16/comm_isac.html
https://www.cisa.gov/sites/default/files/2023-04/NSTAC_Strategy_for_Increasing_Trust_Report_%282-21-23%29_508_0.pdf
https://www.cisa.gov/sites/default/files/2023-04/NSTAC_Strategy_for_Increasing_Trust_Report_%282-21-23%29_508_0.pdf

cyber initiatives.” Along with the IT Sector Coordinating Council and the DHS National Risk
Management Center, the CSCC co-leads the Information and Communications Technology
Supply Chain Risk Management Task Force.'°

Companies and trade associations also work closely with the National Institute of Standards and
Technology (“NIST”) to develop and update security and risk management guidance, like the
NIST Cybersecurity Framework (“CSF”’), which is used by a wide variety of different sectors
and organizations to help manage cybersecurity risks. Industry has also worked with NIST on
guidance for secure adoption of 5G.!!

Communications providers have long partnered with the federal government on its whole-of-
government effort to secure critical infrastructure.'? Critical infrastructure protection and
resilience programs span the federal government and include operational organizations such as
the FBI, intelligence agencies, the State Department, various sector risk management agencies,
and more. Notably, however, the federal government’s coordinated critical infrastructure
protection and resilience activities have not assigned the Commission to serve as a generalized
cybersecurity regulator for the Communications Sector. Instead, DHS coordinates federal cross-
sector risk management and provides cybersecurity expertise, capabilities, and resources for
critical infrastructure and resilience activities. CISA serves as the Sector Risk Management
Agency for the Communications Sector,'®> and DHS has been given responsibility by Congress in
the Cyber Incident Reporting for Critical Infrastructure Act (“CIRCIA”) to create incident
reporting rules that will apply to the Communications Sector as critical infrastructure. The
Communications Sector in particular, and the private sector more broadly, have for decades
worked with DHS and CISA to create various best practices, guidelines, and tools, from software
bills of materials to the Zero Trust maturity model.!'*

9 Comments of CSCC, CISA Cybersecurity Performance Goals (filed Feb. 18, 2022),
https://www.ntca.org/sites/default/files/federal-filing/2022-
02/CISA%?20Cybersecurity%20Performance%20Goals_ CSCC%20Comments%202.18.22.pdf.

10 CISA, “ICT SCRM Task Force Members,” https://www.cisa.gov/ict-scrm-task-force-members (last visited Oct.
16, 2025).

115G Cybersecurity, NIST National Cybersecurity Center of Excellence, https://www.nccoe.nist.gov/5g-
cybersecurity (last visited Oct. 16, 2025).

12 National Security Memorandum 22: Critical Infrastructure Security and Resilience, (Apr. 30, 2024),
https://bidenwhitehouse.archives.gov/briefing-room/presidential-actions/2024/04/30/national-security-
memorandum-on-critical-infrastructure-security-and-resilience/ (“NSM-22").

3 NSM-22.

14 See “Cybersecurity Best Practices,” CISA, https://www.cisa.gov/topics/cybersecurity-best-practices (last visited
Oct. 16, 2025) (including numerous resources). “Zero Trust” is a set of core principles designed to address
challenges in network security by requiring continuous verification for all users, applications, and any associated
devices as they access different parts of a network and corresponding network functions. CTIA, “Defining Zero
Trust: Industry Approaches and Policy Frameworks for Strong Wireless Network Security,” White Paper (2023),
https://api.ctia.org/wp-content/uploads/2023/01/Defining-Zero-Trust-White-Paper-2023.pdf.


https://www.cisa.gov/ict-scrm-task-force-members
https://www.cisa.gov/topics/cybersecurity-best-practices
https://api.ctia.org/wp-content/uploads/2023/01/Defining-Zero-Trust-White-Paper-2023.pdf

As Chairman Carr emphasized, the FCC must “be at the table, closely coordinated with all of
these other cyber-related agencies . . . ”!> And as Chairman Carr explained in his Declaratory
Ruling dissent, the FCC, the Intelligence Community, and network providers should work
together to continue fostering productive collaboration in response to cybersecurity threats,
which is consistent with the government and industry partnership approach to cybersecurity. '°
Where the FCC itself has taken regulatory action related to infrastructure security, it has done so
in a targeted fashion, without prescriptive regulation, by developing eligibility criteria for various
funding support programs, such as the 5G fund and Wireless Emergency Alerts (“WEA”), that
are focused and tailored to the threat environment. For example, the FCC requires “5G Fund
support recipients to implement cybersecurity and supply chain risk management plans as a
condition of receiving support.”!” Those plans must reflect the NIST CSF 2.0.'® Key
stakeholders and Association members have supported the Commission’s approach, consistent
with its history on cybersecurity matters, of aligning its focused risk management requirements
with the NIST CSF."

Crucial to the FCC’s collaborative engagement on cybersecurity, the FCC’s CSRIC and its
predecessors, the Network Reliability and Interoperability Council (“NRIC”’) and Network
Reliability Council (“NRC”), have also conducted numerous studies on security and reliability
issues dating back to the formation of the NRC in 1994. Over the past 20 plus years, CSRIC and
NRIC have conducted approximately 85 studies related to security matters. CSRIC, which
includes private and public sector technical experts, provides important guidance and reports to
the communications sector.?’ CSRIC has addressed cybersecurity issues such as supply chain
security,?! and has developed foundational NIST CSF guidance adapted specifically to the
communications sector.?? CSRIC has established a proven track record as the optimal venue for
collaboration between the Commission and its federal partners and the communications industry
that enhances the sector’s cybersecurity risk management capabilities. Moreover, the recently

15 Jimm Phillips, Cruz Raps FCC CALEA Declaratory Ruling Proposal; Carr Eyes Coordination on Salt Typhoon,
Communications Daily (Dec. 12, 2024), https://communicationsdaily.com/article/2024/12/12/cruz-raps-fcc-calea-
declaratory-ruling-proposal-carr-eyes-coordination-on-salt-typhoon-2412110067?BC=bc_6876ba773a920.

16 Office of Commissioner Brendan Carr, Carr Statement on the Biden FCC’s Partisan, Counterproductive, and
Eleventh-Hour Approach to Salt Typhoon (rel. Jan. 15, 2025), https://tinyurl.com/2j8cj6n5.

17 In the Matter of Establishing a 5G Fund for Rural America, Second Report and Order, Order on Reconsideration,
and Second Further Notice of Proposed Rulemaking, 39 FCC Rcd. 9874, q 3 (rel. Aug. 29, 2024).

1847 CF.R. § 54.1022 (d).

19 See Letter from Amy Bender, CTIA, to Marlene Dortch, FCC, GN Docket No. 20-32 et al. (filed Mar. 22, 2024),
https://www.fcc.gov/ecfs/document/1032242081593/1.

20 FCC, Communications Security, Reliability, and Interoperability Council, https://www.fcc.gov/about-
fcc/advisory-committees/communications-security-reliability-and-interoperability-council-0.

2l CSRIC VIII, Report On Recommended Best Practices To Improve Communications Supply Chain Security, at 1,
30 (Sept. 2022), https://www.cisa.gov/resources-tools/resources/csric-report-recommended-best-practices-improve-
supply-chain-security.

22 CSRIC 1V, Working Group 4, Cybersecurity Risk Management and Best Practices, at 30 (Mar. 2015),
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC IV_WG4 Final Report 031815.pdf.


https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf

established FCC Council on National Security will play an important role in this public-private
partnership.?’

I1. The Communications Sector Worked Closely with Federal Partners in Response to
Salt Typhoon and Continues to Do So.

During the Salt Typhoon incident, the strong partnership between government and industry
contributed to the collective defense of communications providers. This collaborative
relationship facilitated some leading providers’ rapid sharing of threat indicators with federal law
enforcement agencies. Ultimately, this type of robust information-sharing of threat indicators
supported law enforcement in being able to provide threat hunting guidance to other providers,
which in turn contributed to the collective defense of U.S. critical infrastructure against this
persistent nation-state threat.

Additionally, the FBI, NSA, CISA, other federal agencies, and foreign government entities
recently published a detailed cybersecurity advisory entitled, Countering Chinese State-
Sponsored Actors Compromise of Networks Worldwide to Feed Global Espionage System.**
This guidance reflects some of the input provided by leading service providers to U.S. law
enforcement based on the providers’ remedial efforts post-Salt Typhoon. A prescriptive
regulatory mandate coupled with potential liability implications, as in the Declaratory Ruling,
would not be conducive to near real-time robust intelligence sharing that leads to collectively
addressing national security challenges.

In the post-Salt Typhoon environment, government-wide coordination with the private sector
continues to be critical to promoting cybersecurity—and security remains a top priority for the
communications sector. Over the past nine months since Salt Typhoon, providers have taken
numerous additional actions to partner with government—and among themselves—to understand
and address the threat environment, sharing relevant information about the threat actors, as well
as collaborating on cybersecurity risk management practices and mitigation measures, and
remediation. Public-private collaboration and collaboration with the FBI have been particularly
important.

Public-Private Coordination: For example, providers are participating in regular briefings with
CISA, NSA’s CCC, the FBI, and the FCC. These briefings are designed to facilitate timely bi-
directional information sharing, coordinate defensive measures, assess ongoing threats, and align
national response strategies following major cyber incidents like Salt Typhoon. In multiple
instances, providers have voluntarily shared threat intelligence that enabled disruption or
attribution of ongoing intrusions.

23 Office of Chairman Brendan Carr, Chairman Carr Establishes New Council on National Security Within Agency
(rel. Mar. 13, 2025), https://docs.fcc.gov/public/attachments/DOC-410155A1.pdf.

24 Countering Chinese State-Sponsored Actors Compromise of Networks Worldwide to Feed Global Espionage
System, CISA Cybersecurity Advisory, https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-239a (last
revised Sept. 3, 2025).


https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-239a

Additionally, providers are actively engaging in sector-specific and inter-sector information-
sharing to ensure the timely dissemination and receipt of actionable cyber threat intelligence.?
Together, communications infrastructure owners and operators help the government prepare for
and respond to sector outages.?® For instance, leading providers are establishing and will
actively participate in the Communications Cybersecurity Information Sharing and Analysis
Center (“C2 ISAC”), the next-generation Information Sharing and Analysis Center model
designed to facilitate real-time threat intelligence sharing among members. Participation
includes contributing anonymized indicators of compromise (“IOCs”), sharing defensive best
practices, and participating in joint analytic cells or fusion teams where appropriate.

Furthermore, the communications industry established new information-sharing and
collaboration mechanisms among private service providers, in addition to the existing
partnerships with government agencies and bilateral information sharing arrangements. For
example, leading industry providers have established a formal forum for collaboration, bringing
together the Chief Information Security Officers (“CISOs”) from the largest carriers in the
United States and Canada. This series of strategic meetings commenced in April 2025.
Beginning this fall, the group will expand to include CISOs from other like-minded countries,
further broadening its scope and influence. As a result, engagement and coordination at both the
CISO and senior staff levels have significantly increased across the sector. In addition to the
communications CISOs meeting regularly, the CISOs are planning to launch a complementary
effort to CISA’s Comm-ISAC that will focus exclusively on cybersecurity in the
communications sector.

FBI Collaboration: The FBI has been a traditional locus of collaboration on cybersecurity
threats and attacks and has a long history of working with the communications sector. As a
leader in threat response, “the FBI works seamlessly with domestic and international partners to
defend U.S. networks, attribute malicious activity, sanction bad behavior, and take the fight to
our adversaries overseas.”?’

The FBI was a partner in the Salt Typhoon response, alongside the NSA and CISA.
Understandably, the FBI and the Intelligence Community did not release extensive public
statements but noted in November 2024 that it was investigating the People’s Republic of
China’s “targeting of commercial telecommunications infrastructure” and that the FBI and CISA
were able “to render technical assistance, rapidly share information to assist other potential

25 The Cybersecurity Information Sharing Act of 2015 expired as of September 30, 2025. A short extension of this
law is contemplated in the continuing resolution that is before Congress. CISA 2015 supports many of the activities
described in this letter and the Associations look forward to its reauthorization.

26 CISA, Communications Sector Overview, https://www.cisa.gov/topics/critical-infrastructure-security-and-
resilience/critical-infrastructure-sectors/communications-sector (last visited Oct. 16, 2025).

27 Director Kash Patel Statement Before the U.S. House of Representatives Appropriations Committee's
Subcommittee on Commerce, Justice, Science, and Related Agencies, Federal Bureau of Investigation Budget
Request to U.S. House for Fiscal Year 2026, FBI (May 7, 2025) https://www.fbi.gov/news/speeches-and-
testimony/federal-bureau-of-investigation-budget-request-for-fiscal-year-2026.


https://www.fbi.gov/news/speeches-and-testimony/federal-bureau-of-investigation-budget-request-for-fiscal-year-2026
https://www.fbi.gov/news/speeches-and-testimony/federal-bureau-of-investigation-budget-request-for-fiscal-year-2026

victims, and work to strengthen cyber defenses across the commercial communications sector.”?

Furthermore, the Internet Crime Complaint Center (“IC3”’) published a public service
announcement on behalf of the FBI to seek information about PRC-affiliated activity publicly
tracked as Salt Typhoon and the compromise of multiple U.S. telecommunications companies.?’
These partnerships and interactions help providers address the threat from sophisticated nation-
state actors and generate operational guidance and defensive tactics that can be used across the
ecosystem.

In the case of Salt Typhoon, collaboration and its fruits have been made public and widely
shared.®® That guidance “details specific tactics, techniques, and procedures (TTPs) these actors
have been found using for initial exploitation, persistence, collection, and exfiltration. I0Cs and
common vulnerabilities and exposures (CVEs) exploited by the APT actors are also detailed.”!
And the guidance “provides threat hunting guidance and specific mitigations that organizations
are encouraged to implement to search for malicious activity and reduce the threat of Chinese
state-sponsored and other APT actors.”*?

Ultimately, along with ongoing risk-based evaluation and scenario-based exercises, these steps
illustrate communications providers’ meaningful collaborative actions and measures to enhance
the cybersecurity posture of the industry in response to Salt Typhoon-type attacks. The
government-industry partnership model of collaboration has enabled communications providers
to respond swiftly and agilely to Salt Typhoon, reduce vulnerabilities exposed by the attack, and
bolster network cyber defenses in the future to deter repeat incursions.

28 Joint Statement from FBI and CISA on the People's Republic of China Targeting of Commercial
Telecommunications Infrastructure, FBI (Nov. 13, 2024), https://www.fbi.gov/news/press-releases/joint-statement-
from-fbi-and-cisa-on-the-peoples-republic-of-china-targeting-of-commercial-telecommunications-infrastructure.

Y 1C3, FBI Seeking Tips about PRC-Targeting of US Telecommunications, Public Service Announcement, Alert No.
1-042425-2-PSA, (Apr. 24, 2025), https://www.ic3.gov/PSA/2025/PSA250424-2.

30 National Security Agency/Central Security Service, NS4 and Others Provide Guidance to Counter China State-
Sponsored Actors Targeting Critical Infrastructure Organizations, Press Release (Aug. 27, 2025),
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4287371/nsa-and-others-
provide-guidance-to-counter-china-state-sponsored-actors-targeti/; see Countering Chinese State-Sponsored Actors
Compromise of Networks Worldwide to Feed Global Espionage System, CISA Cybersecurity Advisory,
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-239a (last revised Sept. 3, 2025).
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III.  Following Salt Typhoon, Providers Have Further Augmented Their Network
Security Functions and Implemented Hardening Measures Based on Learnings
from the Incident, and Will Continue to Work Collaboratively to Strengthen the
Collective Defense Against Cyber Threats.

As the Commission has recognized in other settings addressing cybersecurity and network
security through risk management plans based on the NIST CSF 2.0, there is no one program or
list of appropriate measures or solutions that can apply to all operators, given differences in
network designs, supply chains, and operational considerations. However, broadly speaking,
communications providers extensively embraced certain network protections prior to Salt
Typhoon, and subsequently have augmented and expanded key practices to address the new
threat landscape and position themselves for the future.

Historically, prior to Salt Typhoon, leading service providers had implemented numerous
internal measures to continually enhance their resilience to sophisticated cyber threats. These
measures included:

e Developing and implementing incident response frameworks and conducting red-teaming
exercises to identify and mitigate network vulnerabilities,

e Participating in cybersecurity partnerships with federal law enforcement, other
government agencies, and industry partners,

e Implementing layered security architectures for their core networks, and

e Contributing to sector-based cyber threat intelligence information-sharing groups and
maintaining 24/7 security operations centers dedicated to real-time threat detection.

In the wake of Salt Typhoon, service providers in the United States have further hardened their
networks not only to incorporate learnings from the Salt Typhoon incident but also to enhance
providers’ cybersecurity threat posture, improve intelligence sharing and timely engagement
with government partners, and anticipate and address other APTs. These initiatives,
implemented in the network where practicable and commensurate with the risk, have included:

o Accelerating Patching Cycles: Providers have focused additional resources on ongoing
efforts to accelerate patching cycles.

o Updating and Reviewing Access Controls for Critical Systems: Providers have initiated
independent audits of network access protocols and refreshing credentialing procedures
for critical administrative systems, given that APT actors often take steps to protect their
established access in a network. Other actions include resetting passwords, session
tokens, and authentication devices, and identifying trusted sources for network device
connections.>?

33 Jeff Simon, An Update on Recent Cyberattacks Targeting the US Wireless Companies, T-Mobile (Nov. 27, 2024),
https://www.t-mobile.com/news/un-carrier/update-cyberattacks-targeting-us-wireless-companies.
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Reviewing Remote Access Configurations: Providers are reviewing remote access
configurations to determine if there are any unauthorized modifications of configurations
or transport protocols.

Enhancing Threat Hunting Activities: Providers are better positioning themselves to
hunt for threat actor protocol patterns in their systems and are monitoring network traffic
for abnormal volumes of file transfers that may indicate actors are staging data prior to
exfiltration. For example, as a result of the specific activities of the Salt Typhoon actors,
leading providers monitor for management services running on non-standard ports.

Establishing Log Review Processes and Systems: Providers have established processes
and systems to review logs forwarded from network devices for indications of potential
malicious behavior, such as evidence of clearing locally stored logs, disabling log
creation or log forwarding, allowing remote access via non-standard methods or to new
locations, and changes to configuration of devices via non-standard methods or from
unexpected locations. Leading providers also set up additional alerts for unusual router
administration access, commands, or other anomalous activity.

Disabling Unnecessary Outbound Connections: Providers are disabling unnecessary
outbound connections from management interfaces to limit possible lateral movement
activity between network devices.

Analyzing Indicators of Compromise (“IOCs”): Providers are reviewing IOCs and are
sharing them with relevant government and third-party partners.

Strengthening Contractual Obligations: Providers have strengthened contractual
obligations with third-party vendors to include more stringent cybersecurity controls.

Collaborating with Standards Organizations: Furthering the public-private partnership
that propels cybersecurity preparedness, providers are working with relevant standards
organizations to align and implement Zero Trust approaches.>*

Investing in Zero Trust Approaches: Providers are making additional investments in
network visibility tools, segmentation, and identity and access management to align and
implement Zero Trust approaches.

Preparing for Evolving Threats: Embracing their roles as proactive risk mitigators,
providers are looking ahead to evolving threats and mitigations, including integrating
Artificial Intelligence and Machine Learning into network defense, and planning and
executing migration to quantum-safe cryptography.

34 atis, Enhanced 5G and Zero Trust Cloud and Operational Security Aspects, at 29 (July 2025),
https://atis.org/resources/enhanced-5g-and-zero-trust-cloud-and-operational-security-aspects/.

3 Id. See also CSCC, The Engineer Who Cried Quantum, (July 2023), https://www.comms-scc.org/2023/07/31/the-
engineer-who-cried-quantum/.
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The foregoing examples may be addressed and implemented differently among and within
organizations that manage complex and variable networks with different needs and capabilities. >

Ultimately, industry has devoted extensive personnel and resources to enhancing its
cybersecurity posture in the wake of Salt Typhoon, and it will continue to do so to evolve its
defenses as new threats emerge. Providers take these actions voluntarily, and these actions taken
on their own volition do not waive, limit, or otherwise affect providers’ legal rights. Nor do
these actions represent any concession as to the scope of regulatory or statutory jurisdiction by
any government entity.

IV. Under a Continued Collaborative Framework, Providers Will Remain Committed
to Strengthening Their Defenses and to Collaborating with Government on Cyber
Preparedness and Partnerships.

The ongoing collaborative and government-wide engagement in the post-Salt Typhoon
environment highlights the effectiveness of the public-private partnership that has defined
cybersecurity preparedness for decades. Cyber investments are iterative and ever-changing. To
preserve this meaningful partnership, the Commission should rescind the Declaratory Ruling,
which would otherwise hinder the progress that continues to be made daily by service providers
and collaborating government entities.

Security remains a proactive focus in the rollout of advanced networks, and providers remain
committed to bolstering security through their partnerships with the federal government. In
tandem with the Commission’s critical role within the broader cybersecurity preparedness
ecosystem, providers actively engage in sector-specific and inter-sector information-sharing and
collaboration to ensure the timely dissemination and receipt of actionable cyber threat
intelligence. As discussed above, the FCC plays a unique role within this broader public-private
partnership. For example, the Commission serves an important but balanced role in
administering Congress’s supply chain requirements.?’ Furthermore, the Commission plays a

36 The above activities are broadly consistent with joint guidance provided by CISA, the NSA, and FBI, in
partnership with the Australian Signals Directorate’s Australian Cyber Security Centre, the Canadian Centre for
Cyber Security, and New Zealand’s National Cyber Security Centre. See Enhanced Visibility and Hardening
Guidance for Communications Infrastructure (Dec. 04, 2024), https://www.cisa.gov/resources-
tools/resources/enhanced-visibility-and-hardening-guidance-communications-infrastructure.

37 See e.g., Secure and Trusted Communications Networks Reimbursement Program Sixth Report, Submitted to the
Senate Committee on Commerce, Science, and Transportation and House of Representatives Committee on Energy
and Commerce, FCC Wireline Competition Bureau (June 30, 2025), https://docs.fcc.gov/public/attachments/DOC-
412591A1.pdf (explaining that the Secure and Trusted Communications Networks Act of 2019 instructed the FCC
to create the Secure and Trusted Communications Networks Reimbursement Program for eligible advanced
communications service providers and to provide reports to Congress).
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discrete but central role in addressing national security issues relating to foreign ownership.>®
Moreover, the Commission convenes industry through CSRIC and other vehicles.>’

Moving forward, companies continue to aggressively invest in their defenses. Salt Typhoon and
the related Volt Typhoon are nation-state, adversary-affiliated APTs with unlimited resources
against which private sector companies alone cannot defend themselves. Working alongside the
numerous government agencies committed to cybersecurity, including the FCC as one of these
federal partners, will empower the private sector to continue strengthening its defenses.

Ultimately, the collaborative “whole of government” approach to cybersecurity preparedness,
existing for decades and fortified after the Salt Typhoon incident, reinforces providers’ resilience
to sophisticated cyber threats. As discussed above, this collaborative public-private partnership
bolsters the intelligence community’s efforts to mitigate operational risks, protect consumers,
and foster national security. The Declaratory Ruling would significantly undermine this system
and make our networks less safe. The Commission should rescind it. The Associations
appreciate the Commission’s continued willingness to engage and collaborate on these important
issues.

Respectfully Submitted,

T . Yo, .
Thomas M. Johnson, Jr.
Megan L. Brown
Joshua S. Turner
WILEY REIN LLP

2050 M Street, NW
Washington, DC 20036
(202) 719-7000
tmjohnson@wiley.law

Counsel for CTIA — The Wireless Association,
NCTA — The Internet & Television
Association, and USTelecom — The
Broadband Association

38 See e.g., In the Matter of Review of Foreign Ownership Policies for Broadcast, Common Carrier and
Aeronautical Radio Licensees under Section 310(b)(4) of the Communications Act of 1934, as Amended, GN Docket
No. 25-149, 40 FCC Rcd. 3516, 9 1 (rel. Apr. 29, 2025) (highlighting that the FCC “supports robust foreign
investment in U.S. companies and networks” while “recogniz[ing] that certain foreign investment, particularly from
foreign adversary countries, may raise national security risks and other concerns.”).

3 See e.g., Communications Security, Reliability, and Interoperability Council, FCC, https://www.fcc.gov/about-
fce/advisory-committees/communications-security-reliability-and-interoperability-council-0 (last visited Oct. 16,
2025).
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