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WASHINGTON – The Cybersecurity and Infrastructure Security Agency

(CISA) released today the updated Insider Threat Mitigation Guide

</resources-tools/resources/insider-threat-mitigation-guide> which provides security
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support consistent with our statutory mission. The guide gives

organizations a current look at insider threats and practical steps to

develop or enhance an insider threat program. Delivered in a more

streamlined format, the updated guide addresses evolving

considerations such as the rise in hybrid and remote work, and

advances in artificial intelligence (AI). 

First published in 2020, the Insider Threat Mitigation Guide supports

security and human resource professionals who manage insider threat

programs, as well as leaders at every level of an organization. The guide

was updated to acknowledge the growing impact insider threats have

on critical infrastructure, the dynamic and evolving operational

landscape, and provide new use cases to help organizations address

new challenges. Any organization, regardless of the maturity level of its

security, can leverage the guide to bolster their threat mitigation

program. 

“Insider threats continue to evolve as technology becomes more

advanced. We urge organizations to establish a mitigation program that

protects key assets, prevent violence, reduce losses, safeguard sensitive

data, and save lives,” said Acting Executive Assistant Director for

Infrastructure Security Scott Breor. “CISA appreciates the industry

and government partner feedback that informed this timely update.



CISA encourages organizations to review this updated guide, assess

their program, and recommended steps to bolster their threat

mitigation program.” 

This updated guide gives employees an understanding of behavioral

indicators that may signal a risk. Key updates in the guide include: 

New case studies, statistics, and section consolidation designed to
enhance the original content, streamline information delivery, and
ensure continued relevance. 

Expanded insights on emerging workplace trends such as increased
hybrid and remote work, AI used to manipulate or deceive, and new
content on access control, visitor screening, and mitigating the risk
of adverse employee separations. 

Access to newly released CISA resources supporting preparedness
and early risk detection. 

For more information, please visit Insider Threat Mitigation Resources

and Tools </topics/physical-security/insider-threat-mitigation/resources-and-tools>. 

###

About CISA

As the nation’s cyber defense agency and national coordinator for

critical infrastructure security, the Cybersecurity and Infrastructure

Security Agency leads the national effort to manage, uncover, and
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reduce risk to our digital and physical infrastructure Americans rely on

every hour of every day. 

Visit CISA.gov <https://www.cisa.gov/> for more information and follow us on X

<https://x.com/cisagov>, Facebook <https://www.facebook.com/cisa/>, LinkedIn

<https://www.linkedin.com/company/cisagov/mycompany/>, Instagram

<https://www.instagram.com/cisagov>. 
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