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Expert Insights

Trusted Confidante to Star Witness: 
Federal Judge Rules Client’s AI-Generated 
Legal Strategy is Discoverable
By John T. Spangenberger

As users increasingly turn to AI platforms 
to stand in as therapists, companions, and 
now attorneys, many users’ assumptions of 
privacy are starkly at odds with the reality 
of the American legal system’s preference 
for broad discovery. 

District Court Judge Jed S. Rakoff of the 
Southern District of New York ruled 
that a defendant’s conversations with a 
generative artificial intelligence platform 
(“AI platform”) were not exempt from 
discovery under the attorney-client 
privilege or the attorney work product 
doctrine merely because they involved 
discussion of a legal defense strategy 
(United States v. Heppner, No. 25-cr-00503-
JSR (S.D.N.Y. Feb. 17, 2026).

The case is not a close one. As Judge 
Rakoff notes, “AI’s novelty does not mean 
that its use is not subject to longstanding 
legal principles, such as those governing 
the attorney-client privilege and the work 
product doctrine.” 

As AI platforms explode in popularity, 
users should assume that even the most 
sensitive conversations with AI platforms 
are open to discovery. Users should also 
be extremely wary about sharing any 
intellectual property with AI platforms, 
which may destroy confidentiality and 
surrender trade secrets or patent rights to 
the public domain. 

Overview

Defendant Bradley Heppner was indicted 
on various criminal fraud charges. After 
discussing the matter with counsel, the 
defendant—without being directed to do 
so by counsel—input information that he 
learned from counsel into an AI platform 
to generate documents outlining a defense 
strategy. The defendant shared the 
defense-strategy documents output by the 
AI platform with counsel and subsequently 
asserted privilege over these documents. 
The Court denied the privilege assertion 
and ordered that the documents be 
produced.

Analysis

As a general rule, “‘all relevant proof is 
essential’ for a complete record and for 
‘confidence in the fair administration 
of justice.’” Courts are hesitant to bar 
evidence from disclosure and thus narrowly 
construe privilege exceptions. 

Furthermore, sharing non-privileged 
communications with counsel does not 
transform non-privileged communications 
into privileged communications.  

Attorney-client privilege is inapplicable. 
Attorney-client privilege applies 
to, and protects from disclosure, 
“communications (1) between a client and 

his or her attorney (2) that are intended to 
be, and in fact were, kept confidential (3) 
for the purpose of obtaining or providing 
legal advice.” The first two elements, and 
possibly the third, are not satisfied by 
communications between a defendant and 
an AI platform.

As to the first element, AI platforms are 
not attorneys. Although the defendant may 
have discussed legal issues with the AI 
platform, discussing legal issues between 
two non-attorneys is not protected by 
attorney-client privilege.

As to the second element, the defendant’s 
communications with the AI platform were 
not kept confidential. The AI platform’s 
privacy policy explicitly notes that data is 
collected on users’ inputs and outputs to 
and from the AI platform, and that the AI 
platform’s model is trained on this data. 
The policy also notes that the data may 
be disclosed to third parties, including 
governmental regulatory authorities. 
Accordingly, the communications were not 
confidential. 

As to the third element—which is a closer 
question—the defendant did not use the AI 
platform to obtain legal advice. When if the 
AI platform could give legal advice, the AI 
platform responded that it is “not a lawyer 
and can’t provide formal legal advice 
or recommendations.” Accordingly, the 
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defendant was not using the AI platform to 
obtain legal advice.

Attorney work product doctrine is 
inapplicable. The attorney work product 
doctrine applies to, and protects from 
disclosure, “materials prepared by or at 
the behest of counsel in anticipation of 
litigation or for trial.” 

The materials were not prepared by or 
at the behest of counsel here, where the 
defendant used the AI platform of his own 
volition. Although the defendant later 
shared the materials with counsel, non-
privileged communications do not become 
privileged merely because they are in the 
attorney’s possession. 

Key Takeaways

1.	 Assume that communications with 
an AI platform are not privileged. 
Many AI platforms are designed 
to provide anthropomorphized 
responses—and are often criticized for 
“speaking” in an overly obsequious, 

affirming manner. Perhaps because 
of the human-like nature of these AI 
platforms’ responses, many users think 
of and treat AI platforms as a trusted 
confidante. Users should be wary to 
remember that, despite the human-like 
responses generated by AI platforms, 
communications with an AI platform are 
subject to the same broad discovery 
rules as other communications and 
documents. 

2.	 Assume that communications with 
an AI platform are not confidential. 
While some enterprise versions of 
AI platforms may keep user data 
confidential, many free-tier AI platforms 
use and share users’ data. Users should 
be extremely wary about sharing any 
intellectual property with AI platforms 
without first consulting with counsel. 
Sharing intellectual property with an 
AI platform may surrender trade secret 
protection to the public domain and 
may bar inventors from obtaining patent 
protection for ideas shared with the AI 
platform. 

3.	 Different results may arise with an 
attorney-in-the-loop. The defendant 
used the AI platform of his own volition 
without instruction from counsel. 
Questions remain as to whether the 
attorney work product doctrine might 
be invoked for communications between 
an AI platform and (1) an attorney or (2) 
an agent acting at the behest of counsel. 
The result may have been different if 
the defendant had been instructed by 
counsel to use the AI platform. 
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