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Amendments:
The Board is adopting amendments to:

(1) Replace AS 2310, The Confirmation Process, and retitle the standard as The
Auditor’s Use of Confirmation; and

(2) Amend related PCAOB auditing standards.
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l. EXECUTIVE SUMMARY

We are replacing AS 2310, The Confirmation Process, in its entirety with a new standard,
AS 2310, The Auditor’s Use of Confirmation (“new standard”) to strengthen and modernize the
requirements for the confirmation process. As described in the new standard, the confirmation
process involves selecting one or more items to be confirmed, sending a confirmation request
directly to a confirming party (e.g., a financial institution), evaluating the information received,
and addressing nonresponses and incomplete responses to obtain audit evidence about one or
more financial statement assertions. If properly designed and executed by an auditor, the
confirmation process may provide important evidence that the auditor obtains as part of an
audit of a company’s financial statements.

Why the Board is Adopting These Changes Now

AS 2310 is an important standard for audit quality and investor protection, as the audit
confirmation process touches nearly every audit. The standard was initially written over 30
years ago and has had minimal amendments since its adoption by the PCAOB in 2003.

We are adopting the new standard after substantial outreach, including several rounds
of public comment. The PCAOB previously considered updating AS 2310 by issuing a concept
release in 2009 and a proposal in 2010 for a new auditing standard that would supersede AS
2310. While the PCAOB did not amend or replace AS 2310 at that time, subsequent
developments — including the increasing use of electronic communications and third-party
intermediaries in the confirmation process — led us to conclude that enhancements to AS 2310
and modifications to the approach proposed in 2010 could improve the quality of audit
evidence obtained by auditors. In addition, we have observed continued inspection findings
related to auditors’ use of confirmation, as well as enforcement actions involving failures to
adhere to requirements in the existing auditing standard regarding confirmation, such as the
requirement for the auditor to maintain control over the confirmation process.

Accordingly, having considered these developments and input from commenters, we
revisited the previously proposed changes and issued a new proposed standard to replace AS
2310, along with conforming amendments to other PCAOB auditing standards, in December
2022. Commenters generally supported our objective of improving the confirmation process,
and suggested areas to further improve the new standard, modify proposed requirements that
would not likely improve audit quality, and clarify the application of the new standard. In
adopting the new standard and related amendments, we have taken into account all of these
comments, as well as observations from PCAOB oversight activities.

Key Provisions of the New Standard

The new standard and related amendments are intended to enhance the PCAOB’s
requirements on the use of confirmation by describing principles-based requirements that
apply to all methods of confirmation, including paper-based and electronic means of
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communications. In addition, the new standard is more expressly integrated with the PCAOB’s
risk assessment standards by incorporating certain risk-based considerations and emphasizing
the auditor’s responsibilities for obtaining relevant and reliable audit evidence through the
confirmation process. Among other things, the new standard:

e Includes a new requirement regarding confirming cash and cash equivalents held by
third parties (“cash”), or otherwise obtaining relevant and reliable audit evidence by
directly accessing information maintained by a knowledgeable external source;

e Carries forward the existing requirement regarding confirming accounts receivable,
while addressing situations where it would not be feasible for the auditor to perform
confirmation procedures or obtain relevant and reliable audit evidence for accounts
receivable by directly accessing information maintained by a knowledgeable external
source;

e States that the use of negative confirmation requests alone does not provide
sufficient appropriate audit evidence (and includes examples of situations where the
auditor may use negative confirmation requests to supplement other substantive
audit procedures);

e Emphasizes the auditor’s responsibility to maintain control over the confirmation
process and provides that the auditor is responsible for selecting the items to be
confirmed, sending confirmation requests, and receiving confirmation responses;
and

e Identifies situations in which alternative procedures should be performed by the
auditor (and includes examples of such alternative procedures that may provide
relevant and reliable audit evidence for a selected item).

The new standard and related amendments will apply to all audits conducted under
PCAOB standards. Subject to approval by the Securities and Exchange Commission (“SEC” or
“Commission”), the new standard and related amendments will take effect for audits of
financial statements for fiscal years ending on or after June 15, 2025.

This release provides background on the Board’s standard-setting project, discusses the
new standard and related amendments, and includes an economic analysis that further
considers the need for standard setting and the anticipated economic impact of the new
standard. This release also includes two appendices. Appendix 1 sets forth the text of the new
standard. Appendix 2 includes conforming amendments to related PCAOB auditing standards.

Il. BACKGROUND

Information obtained by the auditor directly from knowledgeable external sources,
including through confirmation, can be an important source of evidence obtained as part of an
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audit of a company’s financial statements.! Confirmation has long been used by auditors. For
example, one early auditing treatise noted the importance of confirmation for cash deposits,
accounts receivable, and demand notes.? In addition, confirmation of accounts receivable has
been a required audit procedure in the United States since 1939, when the American Institute
of Accountants? adopted Statement on Auditing Procedure No. 1 (“SAP No. 1”) as a direct
response to the McKesson & Robbins fraud case, which involved fraudulently reported
inventories and accounts receivable that the independent auditors failed to detect after
performing other procedures that did not involve confirmation.*

SAP No. 1 required confirmation of accounts receivable by direct communication with
customers in all independent audits of financial statements, subject to the auditor’s ability to
overcome the presumption to confirm accounts receivable for certain reasons. Following the
adoption of SAP No. 1, the accounting profession also adopted a requirement in 1942, which
remained in effect until the early 1970s, that auditors should disclose in the auditor’s report
when confirmation of accounts receivable was not performed. The AICPA’s subsequent
revisions to its auditing standards included the promulgation of AU sec. 330, The Confirmation
Process, which was adopted in 1991 and took effect in 1992. The PCAOB adopted AU sec. 330
(now AS 2310) as an interim standard in 2003.°

The amendments in this release to the standards for the auditor’s use of confirmation
are intended to improve audit quality through principles-based requirements that apply to all
methods of confirmation and are more expressly integrated with the Board’s risk assessment
standards. These enhancements should also lead to improvements in practice, commensurate
with the associated risk, among audit firms of all sizes. The expected increase in audit quality

! See, e.g., paragraph .08 of AS 1105, Audit Evidence (providing that, in general, “[e]vidence

obtained from a knowledgeable source that is independent of the company is more reliable than
evidence obtained only from internal company sources”).

2 Robert H. Montgomery, Auditing Theory and Practice 91 (confirmation of cash deposits), 263

(confirmation of accounts receivable), and 353 (confirmation of demand notes) (1912).

3 The American Institute of Accountants was the predecessor to the American Institute of CPAs

(“AICPA”).
4 See In the Matter of McKesson & Robbins, Inc., SEC Rel. No. 34-2707 (Dec. 5, 1940).

5 Shortly after the Board’s inception, the Board adopted the existing standards of the AICPA, as in

existence on Apr. 16, 2003, as the Board’s interim auditing standards. See Establishment of Interim
Professional Auditing Standards, PCAOB Rel. No. 2003-006 (Apr. 18, 2003). AU sec. 330 was one of these
auditing standards. As of Dec. 31, 2016, the PCAOB reorganized its auditing standards using a topical
structure and a single, integrated number system, at which time AU sec. 330 was designated AS 2310.
See Reorganization of PCAOB Auditing Standards and Related Amendments to PCAOB Standards and
Rules, PCAOB Rel. No. 2015-002 (Mar. 31, 2015).
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should also enhance the credibility of information provided in a company’s financial
statements.

A. Rulemaking History

The final amendments to the auditing standards reflect public comments on a concept
release and two proposals. In April 2009, the PCAOB issued a concept release seeking public
comment on the potential direction of a standard-setting project that could result in
amendments to the PCAOB’s existing standard on the confirmation process or a new auditing
standard that would supersede the existing standard.® The 2009 Concept Release discussed
existing requirements and posed questions about potential amendments to those
requirements.

In July 2010, the PCAOB proposed an auditing standard that, if adopted, would have
superseded the existing confirmation standard.” The 2010 Proposal was informed by comments
on the 2009 Concept Release and was intended to strengthen the existing standard by, among
other things, expanding certain requirements and introducing new requirements. In general,
commenters on the 2010 Proposal supported updating the existing standard to address
relevant developments in audit practice, including greater use of e-mailed confirmation
requests and responses and the involvement of third-party intermediaries. At the same time,
some commenters asserted that the proposed requirements in the 2010 Proposal were unduly
prescriptive (i.e., included too many presumptively mandatory requirements) and would result
in a significant increase in the volume of confirmation requests without a corresponding
increase in the quality of audit evidence obtained by the auditor. The PCAOB did not adopt the
2010 Proposal.

In December 2022, we issued a proposed auditing standard to improve the quality of
audits when confirmation is used by the auditor and to reflect changes in the means of
communication and in business practice since the standard was originally issued.® The 2022
Proposal was informed by comments on the 2009 Concept Release and 2010 Proposal and
specified the auditor’s responsibilities regarding the confirmation process. We received 46
comment letters on the 2022 Proposal from commenters across a range of affiliations. Those
comments are discussed throughout this release. Commenters on the 2022 Proposal generally
expressed support for the project’s objective and suggested ways to revise or clarify the

6 Concept Release on Possible Revisions to the PCAOB’s Standard on Audit Confirmations, PCAOB
Rel. No. 2009-002 (Apr. 14, 2009) (“2009 Concept Release”).

7 Proposed Auditing Standard Related to Confirmation and Related Amendments to PCAOB
Standards, PCAOB Rel. No. 2010-003 (July 13, 2010) (“2010 Proposal”).

8 Proposed Auditing Standard —The Auditor’s Use of Confirmation, and Other Proposed

Amendments to PCAOB Standards, PCAOB Rel. No. 2022-009 (Dec. 20, 2022) (“2022 Proposal”). In this
release, the term “proposed standard” refers to the proposed auditing standard relating to the auditor’s
use of confirmation as described in the 2022 Proposal.
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proposed standard. We considered the comments on the 2022 Proposal, as well as on the 2009
Concept Release and the 2010 Proposal, in developing the final amendments.® We also
considered observations from PCAOB oversight activities.

B. Existing Standard

This section discusses key provisions of the existing PCAOB auditing standard on the
confirmation process.

In 2003, the PCAOB adopted the standard now known as AS 2310 (at that time, AU sec.
330), when it adopted the AICPA’s standards then in existence. Existing AS 2310 indicates that
confirmation is the process of obtaining and evaluating a direct communication from a third
party in response to a request for information about a particular item affecting financial
statement assertions.!? For example, an auditor might request a company’s customers to
confirm balances owed at a certain date, or request confirmation of a company’s accounts or
loans payable to a bank at a certain date.

Key provisions of existing AS 2310 include the following:

e A presumption that the auditor will request confirmation of accounts receivable. The
standard states that confirmation of accounts receivable is a generally accepted
auditing procedure and provides the situations in which the auditor may overcome
the presumption.

e Procedures for designing the confirmation request, including the requirement that
the auditor direct the confirmation request to a third party who the auditor believes
is knowledgeable about the information to be confirmed.

e Procedures relating to the use of both positive and negative confirmation requests.
A positive confirmation request directs the recipient to send a response back to the
auditor stating the recipient’s agreement or disagreement with information stated in
the request, or furnishing requested information. A negative confirmation request
directs the recipient to respond back to the auditor only when the recipient
disagrees with information in the auditor’s request. The standard states that
“[n]egative confirmation requests may be used to reduce audit risk to an acceptable

9 The comment letters received on the 2009 Concept Release, 2010 Proposal, and 2022 Proposal

are available in the docket for this rulemaking on the PCAOB’s website (https://pcaocbus.org/Rulemaking
/Pages/Docket028Comments.aspx).

10 Under PCAOB standards, financial statement assertions can be classified into the following

categories: existence or occurrence, completeness, valuation or allocation, rights and obligations, and
presentation and disclosure. See, e.g., AS 1105.11.
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level when (a) the combined assessed level of inherent and control risk is low, (b) a
large number of small balances is involved, and (c) the auditor has no reason to
believe that the recipients of the requests are unlikely to give them consideration.”*!
If negative confirmation requests are used, the auditor should consider performing
other substantive procedures to supplement their use.?

e A requirement for the auditor to maintain control over confirmation requests and
responses by establishing direct communication between the intended recipient and
the auditor.

e Procedures to consider when the auditor does not receive a written confirmation
response via return mail, including how the auditor should evaluate the reliability of
oral and facsimile responses to written confirmation requests. The standard
provides that, when confirmation responses are in other than a written format
mailed to the auditor, additional evidence may be necessary to establish the validity
of the respondent.

e A requirement that the auditor should perform alternative procedures when the
auditor has not received a response to a positive confirmation request.

e Requirements for the auditor’s evaluation of the results of confirmation procedures
and any alternative procedures performed by the auditor. These provisions include
the requirement that, if the combined evidence provided by confirmation,
alternative procedures, and other procedures is not sufficient, the auditor should
request additional confirmations or extend other tests, such as tests of details or
analytical procedures.

C. Current Practice

This section discusses our understanding of current practice based on, among other
things, observations from oversight activities of the Board and SEC enforcement actions.

1. Overview of Current Practice

The audit confirmation process touches nearly every financial statement audit
conducted under PCAOB auditing standards. This is due in part to the presumption in existing
AS 2310 that the auditor will confirm accounts receivable, which include claims against
customers that have arisen from the sale of goods or services in the normal course of business
and a financial institution’s loans, unless certain exemptions apply. In addition, audit

1 See AS 2310.20.
12 Id.
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methodologies of many larger audit firms affiliated with global networks recommend or require
confirming cash accounts. In the past, the use of confirmation was a common practice for
auditing a financial institution’s customer deposits. In recent years, however, there has been an
increased wariness about phishing attempts by unauthorized parties aimed at obtaining
sensitive personal or financial information of customers. As a result, some customers might not
understand or trust an unsolicited confirmation request from an auditor and, indeed, many
financial institutions and other companies now advise customers not to reply to unsolicited
correspondence concerning their accounts or other customer relationships.*3

Existing AS 2310 was written at a time when paper-based confirmation requests and
responses were the prevailing means of communication. Since then, e-mailed confirmation
requests and responses, and the use of technology-enabled confirmation tools, including the
use of intermediaries to facilitate the confirmation process, have become commonplace. For
example, numerous financial institutions in the United States, and an increasing number of
international banks, mandate the use of an intermediary as part of the confirmation process
and will not otherwise respond to an auditor’s confirmation request.

As noted above, existing AS 2310 provides that the auditor should maintain control
over the confirmation process. In practice, complying with this requirement involves the
auditor directly sending the confirmation request to the confirming party via mail or e-mail,
without involving company personnel. The auditor’s confirmation request generally specifies
that any correspondence should be sent directly to the auditor’s location (or e-mail address) to
minimize the risk of interference by company personnel. When an intermediary facilitates
direct electronic communications between the auditor and the confirming party, the auditor is
still required to maintain control over the confirmation process. Procedures performed by audit
firms to address this requirement vary depending on facts and circumstances. Some auditors
have used a report on controls at a service organization (“SOC report”) to evaluate the design
and operating effectiveness of the intermediary’s controls relevant to sending and receiving
confirmations.

Under the existing standard, auditors can use positive confirmation requests and,
provided certain conditions are met, negative confirmation requests. A positive confirmation
request either asks the recipient to respond directly to the auditor about whether the recipient
agrees with information that is stated in the request or asks the recipient to provide the
requested information by filling in a blank form. In comparison, a negative confirmation request
directs the recipient to respond only when the recipient disagrees with the information
included in the request. In practice, negative confirmation requests have typically been used to
obtain audit evidence related to the completeness of deposit liabilities and other accounts of a
similar nature and, less frequently, to obtain evidence related to the existence of accounts

13 Section Il of this release discusses situations that involve using audit procedures other than

confirmation and situations where companies adopt the policy of responding to electronic confirmation
requests from auditors only through an intermediary.
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receivable. In some cases, auditors use a combination of positive and negative confirmation
requests.

2. Observations from Inspections and Enforcement Actions

This section discusses observations from PCAOB oversight activities and SEC
enforcement actions, including (1) PCAOB inspections of registered public accounting firms
(“firms”) and (2) enforcement actions relating to deficient confirmation procedures performed
by the auditor. These observations have informed our view that providing greater clarity as we
strengthen the requirements could result in improved compliance by auditors.

Inspections. Over the past several years, PCAOB inspections indicated that some
auditors did not fulfill their responsibilities under the existing standard when performing
confirmation procedures. The shortcomings have been noted at large and small domestic firms,
and at large firms with domestic and international practices. For example, some auditors did
not: (1) consider performing procedures to verify the source of confirmation responses
received electronically; (2) perform sufficient alternative procedures; (3) restrict the use of
negative confirmation requests to situations where the risk of material misstatement was
assessed as low; or (4) maintain appropriate control over the confirmation process, including
instances where company personnel were involved in either sending or receiving confirmations.

The PCAOB has also continued to monitor developments relating to the use of
confirmation through its other oversight and research activities. For example, in 2021, the
PCAOB staff issued a Spotlight discussing, among other things, the use of technology in the
confirmation process.'* In addition, in 2022, the PCAOB staff issued a Spotlight that specifically
discussed observations and reminders on the use of a service provider in the confirmation
process.!?

Enforcement actions. Over the years, there have been a number of enforcement actions
by the PCAOB and the SEC alleging that auditors failed to comply with PCAOB standards related
to the confirmation process. Enforcement actions have been brought against large and small
firms, and against U.S. and non-U.S. firms.

For example, PCAOB enforcement cases have involved allegations that auditors failed
to: (1) perform appropriate confirmation procedures to address a fraud risk;'® (2) adequately

14

See Spotlight: Data and Technology Research Project Update (May 2021), available at
https://pcaobus.org/resources/staff-publications.

B See Spotlight: Observations and Reminders on the Use of a Service Provider in the Confirmation

Process (Mar. 2022), available at https://pcaocbus.org/resources/staff-publications.

16 See, e.g., In the Matter of Marcum LLP, PCAOB Rel. No. 105-2020-012 (Sept. 24, 2020); In the
Matter of Whitley Penn LLP, PCAOB Rel. No. 105-2020-002 (Mar. 24, 2020); In the Matter of PMB Helin
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respond to contradictory audit evidence obtained from confirmation procedures;’ (3) perform
appropriate confirmation procedures and alternative procedures for accounts receivable;*® or
(4) maintain proper control over the confirmation process.?

In several confirmation-related enforcement cases, the SEC alleged that the deficient
confirmation procedures by the auditors involved companies that had engaged in widespread
fraud, where properly performed confirmation procedures might have led to the detection of
the fraudulent activity.?° Further, in a number of proceedings, the SEC alleged that confirmation
procedures were not properly designed?? or, more frequently, that the auditors failed to
adequately evaluate responses to confirmation requests and perform alternative or additional
procedures in light of exceptions, nonresponses, or responses that should have raised issues as
to their reliability or the existence of undisclosed related parties.?2 Several of these proceedings
were brought in recent years, suggesting that problems persist in this area.

Donovan, LLP, PCAOB Rel. No. 105-2019-031 (Dec. 17, 2019); In the Matter of Ronald R. Chadwick, P.C.,
PCAOB Rel. No. 105-2015-009 (Apr. 28, 2015).

17 See, e.g., In the Matter of Marcum LLP, PCAOB Rel. No. 105-2020-012 (Sept. 24, 2020); In the
Matter of Ronald R. Chadwick, P.C., PCAOB Rel. No. 105-2015-009 (Apr. 28, 2015); In the Matter of Price
Waterhouse, Bangalore, PCAOB Rel. No. 105-2011-002 (Apr. 5, 2011).

18 See, e.g., In the Matter of Whitley Penn LLP, PCAOB Rel. No. 105-2020-002 (Mar. 24, 2020); In
the Matter of PMB Helin Donovan, LLP, PCAOB Rel. No. 105-2019-031 (Dec. 17, 2019); In the Matter of
Wander Rodrigues Teles, PCAOB Rel. No. 105-2017-007 (Mar. 20, 2017); In the Matter of Ronald R.
Chadwick, P.C., PCAOB Rel. No. 105-2015-009 (Apr. 28, 2015); In the Matter of Price Waterhouse,
Bangalore, PCAOB Rel. No. 105-2011-002 (Apr. 5, 2011).

» See, e.g., In the Matter of Marcum LLP, PCAOB Rel. No. 105-2020-012 (Sept. 24, 2020); In the
Matter of Price Waterhouse, Bangalore, PCAOB Rel. No. 105-2011-002 (Apr. 5, 2011).
2 See, e.g., In the Matter of CohnReznick LLP, SEC Rel. N0.34-95066 (June 8, 2022); In the Matter

of Ravindranathan Raghunathan, CPA, SEC Rel. No. 34-93133 (Sept. 27, 2021); In the Matter of Mancera,
S.C., SEC Rel. No. 34-90699 (Dec. 17, 2020); In the Matter of Schulman Lobel Zand Katzen Williams &
Blackman, LLP A/K/A Schulman Lobel LLP, SEC Rel. No. 34-88653 (Apr. 15, 2020); In the Matter of
William Joseph Kouser Jr., CPA, SEC Rel. No. 34-80370 (Apr. 4, 2017).

2 See, e.g., In the Matter of RSM US LLP, SEC Rel. No. 34-95948 (Sept. 30, 2022); In the Matter of
Ravindranathan Raghunathan, CPA, SEC Rel. No. 34-93133 (Sept. 27, 2021); In the Matter of Winter,
Kloman, Moter & Repp, S.C., SEC Rel. No. 34-83168 (May 4, 2018); In the Matter of Edward Richardson,
Jr., CPA, SEC Rel. No. 34-80918 (June 14, 2017).

2 See, e.g., In the Matter of Jason Jianxun Tang, CPA, SEC Rel. No. 34-96347 (Nov. 17, 2022); In the
Matter of Steven Kirn, CPA, SEC Rel. No. 34-95949 (Sept. 30, 2022); In the Matter of Friedman LLP, SEC
Rel. No. 34-95887 (Sept. 23, 2022); In the Matter of Mancera, S.C., SEC Rel. No. 34-90699 (Dec. 17,
2020); In the Matter of Schulman Lobel Zand Katzen Williams & Blackman, LLP A/K/A Schulman Lobel
LLP, SEC Rel. No. 34-88653 (Apr. 15, 2020); In the Matter of Anton & Chia, LLP, SEC Rel. No. 34-87033
(Sept. 20, 2019); In the Matter of Edward Richardson, Jr., CPA, SEC Rel. No. 34-80918 (June 14, 2017); In
the Matter of William Joseph Kouser Jr., CPA, SEC Rel. No. 34-80370 (Apr. 4, 2017).
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D. Reasons to Improve Auditing Standards

The amendments to PCAOB standards being adopted are intended to enhance audit
quality by clarifying and strengthening the requirements for the auditor’s use of confirmation.
The final amendments are also more expressly integrated with the PCAOB’s risk assessment
standards by incorporating certain risk-based considerations and emphasizing the auditor’s
responsibilities for obtaining relevant and reliable audit evidence through the confirmation
process. We believe that these improvements will enhance both audit quality and the
credibility of the information provided in a company’s financial statements.

1. Areas of Improvement

We have identified two important areas where improvements are warranted to existing
standards, discussed below: (1) updating the standards to reflect developments in practice and
(2) clarifying the auditor’s responsibilities to evaluate the reliability of evidence obtained
through confirmation responses.

i. Updating the Standards to Reflect Developments in Practice

The new standard supports the auditor’s use of electronic forms of communication
between the auditor and the confirming party. Since the AICPA standard on the confirmation
process adopted by the PCAOB took effect in 1992, there has been a significant change in the
auditing environment and the means by which an auditor communicates with confirming
parties. E-mails and other forms of electronic communications between auditors and
confirming parties have become ubiquitous, and third-party intermediaries now often facilitate
the electronic transmission of confirmation requests and responses between auditors and
confirming parties.

In addition, we believe our auditing standards should allow for continued innovation by
auditors in the ways they obtain audit evidence. Traditionally, auditors have used confirmation
in circumstances where reliable evidence about financial statement assertions could be
obtained directly from a third party that transacts with the company (e.g., to confirm the
existence of cash or accounts receivable). Generally, audit evidence obtained directly from
knowledgeable external sources, including through confirmation, has been viewed as more
reliable than evidence obtained through other audit procedures available to the auditor,?3

23 The confirmation process involves obtaining audit evidence from a confirming party. Under

PCAOB standards, in general, evidence obtained from a knowledgeable source that is independent from
the company is more reliable than evidence obtained only from internal company sources. See, e.g.,
AS 1105.08.
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especially where the auditor identified a risk of fraud, chose not to test controls, or determined
that controls could not be relied on.?*

The staff’s research indicates that some audit firms may have developed or may yet
develop audit techniques that enable the auditor to obtain relevant and reliable audit evidence
for the same assertions by performing substantive audit procedures that do not include
confirmation, as discussed in more detail below. To reflect these developments, the new
standard allows the performance of other procedures in lieu of confirmation for cash and
accounts receivable in situations where the auditor can obtain relevant and reliable audit
evidence by directly accessing information maintained by knowledgeable external sources.
Further, the new standard acknowledges that, in certain situations, it may not be feasible for
the auditor to obtain audit evidence for accounts receivable directly from a knowledgeable
external source and provides that in those situations the auditor should obtain external
information indirectly by performing other substantive procedures, including tests of details.

ii. Clarifying the Auditor’s Responsibilities to Evaluate the Reliability of
Confirmation Responses

While information obtained through the confirmation process can be an important
source of audit evidence, the confirmation process must be properly executed for the evidence
obtained to be relevant and reliable. The enforcement actions discussed in Section II.C and
other recent high-profile financial reporting frauds have also called attention to the importance
of well-executed confirmation procedures, including the confirmation of cash.?® In addition,
PCAOB oversight activities have identified instances in which auditors did not obtain sufficient
appropriate audit evidence when using confirmation. Accordingly, the new standard includes a
new requirement to confirm certain cash balances and clarifies the auditor’s responsibilities to

24 See, e.g., Staff Audit Practice Alert No. 8, Audit Risks in Certain Emerging Markets (Oct. 3, 2011)
(“SAPA No. 8”) at 11 (stating that, when an auditor has identified fraud risks relating to a company’s
bank accounts or amounts due from customers, “it is important for the auditor to confirm amounts
included in the company’s financial statements directly with a knowledgeable individual from the bank
or customer who is objective and free from bias with respect to the audited entity rather than rely solely
on information provided by the company’s management”). The requirements of the new standard are
consistent with the guidance in SAPA No. 8, which auditors should continue to consider when using
confirmations to address fraud risks in emerging markets.

= See, e.g., In the Matter of Mancera, S.C., SEC Rel. No. 34-90699 (Dec. 17, 2020) (failure by
auditors to properly evaluate confirmation responses to requests for information on cash balances of a
Mexican homebuilder subsequently found to have engaged in a “multi-billion dollar financial fraud”).
See also Olaf Storbeck, Tabby Kinder, and Stefania Palma, EY failed to check Wirecard bank statements
for 3 years, Financial Times (June 26, 2020) (potential failure by auditors to confirm cash balances
purportedly held by Wirecard AG, a German company whose securities were not registered with the
SEC, directly with a Singapore-based bank).
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evaluate the reliability of evidence obtained through confirmation responses (and, when
necessary, to obtain audit evidence through alternative procedures).

2. Comments on the Reasons for Standard Setting

Many commenters on the 2022 Proposal broadly expressed support for revisions to our
standard on the auditor’s use of confirmation to reflect developments in practice since the
AICPA standard on the confirmation process adopted by the PCAOB took effect in 1992. A
number of commenters also agreed that the standard on the auditor’s use of confirmation
should be more closely aligned with the Board’s risk assessment standards. In addition, some
commenters stated that updates to the PCAOB’s standard on the auditor’s use of confirmation
would be generally consistent with their prior recommendations to the Board that we
modernize our interim auditing standards. Other commenters suggested that we should also
engage in additional outreach with investors or that we consider other mechanisms to engage
with stakeholders prior to the adoption of standards, such as roundtables and pre-
implementation “field testing” of proposed standards.

In addition, several commenters expressed support for the proposition that the PCAOB's
auditing standards should allow for continued innovation by auditors in the ways they obtain
audit evidence. These commenters generally stated that standards should be written to evolve
with future technologies, including new methods of confirmation that may arise from
technological changes in auditing in the future. A few commenters stated that the 2022
Proposal provided flexibility to respond to the current use of technology in the audit process, or
left enough room for judgment-based application for further advances in technology. In
comparison, some commenters stated that the proposed standard was not sufficiently forward
looking. Several commenters cautioned against more explicitly addressing the use of
technology (i.e., by adding prescriptive requirements), noting that doing so might not allow the
standard to age effectively with time and innovation.

Several commenters broadly expressed support for the Board’s goal, as described in the
2022 Proposal, of improving the quality of audit evidence obtained by auditors when using
confirmation. One of these commenters stated that it was critical that confirmation requests
are properly designed and that confirmation responses are appropriately evaluated, especially
when there are confirmation exceptions or concerns about their reliability. In addition, other
commenters generally expressed support for the proposed requirements and stated they would
lead to improvements in audit quality. A number of commenters, primarily firms and firm-
related groups, asserted that certain requirements in the 2022 Proposal were unduly
prescriptive and that the final standard should be more principles-based and risk-based to allow
for more auditor judgment. In comparison, an investor-related group suggested that we remind
auditors that, in exercising professional judgment, their judgments must be reasonable, careful,
documented, and otherwise in compliance with applicable professional requirements.
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In adopting the new standard, we have considered these comments on the 2022
Proposal, as well as the comments received on the 2010 Proposal and the 2009 Concept
Release. Based on the information available to the Board — including the current regulatory
baseline, observations from our oversight activities, academic literature, and comments —we
believe that investors will benefit from strengthened and clarified auditing standards in this
area. To the extent that commenters provided comments or expressed concerns about specific
aspects of the proposed revisions to our existing standard on the auditor’s use of confirmation,
our consideration of these comments is discussed further in Section Ill and elsewhere in this
release. While we do not expect that the new standard will eliminate inspection deficiencies
observed in practice, it is intended to clarify the auditor’s responsibilities and align the
requirements for the use of confirmation more closely with the PCAOB’s risk assessment
standards.

The new standard also reflects several changes that were made after our consideration
of comments received about the potential impact of the proposed new standard on auditors,
issuers, and intermediaries. In addition, some commenters called for a broader alignment of
PCAOB standards with standards issued by other standard setters, namely the International
Auditing and Assurance Standards Board (“IAASB”) and the AICPA’s Auditing Standards Board
(“ASB”). A few commenters stated that PCAOB standards should be harmonized with IAASB
standards, in the interest of global comparability, and, in the view of one commenter, with ASB
standards. A few commenters stated that we should provide robust and detailed explanations
of differences between PCAOB standards and the standards of other standard setters. One
commenter indicated that the dual standard-setting structure in the United States (i.e., the
existence of both PCAOB and ASB standards) creates issues that could erode audit quality.

We carefully considered the approaches of other standard setters when developing the
2022 Proposal, and the new standard reflects the approach that we believe best protects
investors and furthers the public interest. As a result, certain differences will continue to exist
between our new standard and those of other standard setters, including a number of
provisions that we believe are appropriate and consistent with our statutory mandate to
protect the interests of investors and further the public interest.

. DISCUSSION OF FINAL RULES
A. Overview of New Standard

The new standard replaces existing AS 2310 in its entirety. The provisions of the new
standard the Board is adopting are intended to strengthen existing requirements for the
auditor’s use of confirmation. Key aspects of the new standard:

e Include principles-based requirements that are designed to apply to all methods of
confirmation. The new standard is designed to enhance requirements that apply to
longstanding methods, such as the use of paper-based confirmation requests and
responses sent via regular mail; methods that involve electronic means of
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communications, such as the use of e-mail or an intermediary to facilitate direct
electronic transmission of confirmation requests and responses; and methods that
are yet to emerge, thus encouraging audit innovation.

Expressly integrate the requirements for the auditor’s use of confirmation with the
requirements of the Board'’s risk assessment standards, including AS 1105. The new
standard specifies certain risk-based considerations and emphasizes the auditor’s
responsibilities for obtaining relevant and reliable audit evidence when performing
confirmation procedures.

Emphasize the use of confirmation procedures in certain situations. The new
standard adds a new requirement that the auditor should perform confirmation
procedures for cash held by third parties, carries forward an existing requirement
that the auditor should perform confirmation procedures for accounts receivable,
and adds a new provision that the auditor may otherwise obtain audit evidence by
directly accessing information maintained by a knowledgeable external source for
cash and accounts receivable. In addition, the new standard carries forward an
existing requirement to consider confirming the terms of certain other transactions.

Address situations in which it would not be feasible for the auditor to obtain
information directly from a knowledgeable external source. The new standard
provides that if it would not be feasible for the auditor to obtain audit evidence
directly from a knowledgeable external source for accounts receivable, the auditor
should perform other substantive audit procedures, including tests of details, that
involve obtaining audit evidence from external sources indirectly.

Communicate to the audit committee certain audit responses to significant risks.
Under the new standard, for significant risks associated with cash or accounts
receivable, the auditor is required to communicate with the audit committee when
the auditor did not perform confirmation procedures or otherwise obtain audit
evidence by directly accessing information maintained by a knowledgeable external
source.

Reflect the relatively insignificant amount of audit evidence obtained when using
negative confirmation requests. Under the new standard, the use of negative
confirmation requests may provide sufficient appropriate audit evidence only when
combined with other substantive audit procedures. The new standard includes
examples of situations in which the use of negative confirmation requests in
combination with other substantive audit procedures may provide sufficient
appropriate audit evidence.

Emphasize the auditor’s responsibility to maintain control over the confirmation
process. The new standard states that the auditor should select the items to be
confirmed, send confirmation requests, and receive confirmation responses.
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e Provide more specific direction for circumstances where the auditor is unable to
obtain relevant and reliable audit evidence through confirmation. The new standard
identifies situations where other procedures should be performed by the auditor as
an alternative to confirmation. The new standard also includes examples of
alternative procedures that individually or in combination may provide relevant and
reliable audit evidence.

B. Introduction and Objective
See paragraphs .01 and .02 of the new standard in Appendix 1

The 2022 Proposal included requirements for the auditor’s use of confirmation. As
discussed in the proposal, the confirmation process involves selecting one or more items to be
confirmed, sending a confirmation request directly to a confirming party, evaluating the
information received, and addressing nonresponses and incomplete responses to obtain audit
evidence about one or more financial statement assertions. Confirmation is one of the specific
audit procedures described in PCAOB standards that an auditor could perform when addressing
a risk of material misstatement.?® As is the case with other audit procedures, information
obtained through confirmation may support and corroborate management’s assertions or it
may contradict such assertions.?’

Under the 2022 Proposal, the auditor’s objective in designing and executing the
confirmation process was to obtain relevant and reliable audit evidence about one or more
relevant financial statement assertions of a significant account or disclosure.?® Existing AS 2310
does not include an objective.

As discussed below, we have modified the introduction and objective in the proposed
standard in several respects.

A number of commenters stated that the objective of the proposed standard was clear.
One commenter stated that the objective should be to provide requirements and guidance in
situations where the auditor, as a result of its risk-assessment procedures, determines that
confirmation procedures provide an appropriate response to one or more assertions related to
an identified risk of material misstatement. Another commenter asserted that the objective in

% See, e.g., AS 1105.14 and .18.
27 See AS 1105.02.

28 An account or disclosure is a significant account or disclosure if there is a reasonable possibility

that the account or disclosure could contain a misstatement that, individually or when aggregated with
others, has a material effect on the financial statements, considering the risks of both overstatement
and understatement. See footnote 33 of AS 2110, /dentifying and Assessing Risks of Material
Misstatement; paragraph .A10 of AS 2201, An Audit of Internal Control Over Financial Reporting That Is
Integrated with An Audit of Financial Statements.
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the proposed standard did not result in greater clarity than the proposed objective in the 2010
Proposal and created a wider gap between the PCAOB’s standards and the equivalent standard
of the IAASB.

Having considered these comments, the Board has revised the introduction to provide
that the new standard establishes requirements regarding obtaining audit evidence from a
knowledgeable external source through the auditor’s use of confirmation. The introduction
further states that the new standard includes additional requirements regarding obtaining audit
evidence for cash, accounts receivable, and terms of certain transactions. We believe that this
language more clearly aligns with the approach to the auditor’s use of confirmation in the new
standard and the inclusion of specific requirements in the new standard with respect to cash,
accounts receivable, and terms of certain transactions.

In addition, we have added the phrase “from a knowledgeable external source” to the
objective, such that the new standard provides that the objective of the auditor in designing
and executing the confirmation process is to obtain relevant and reliable audit evidence from a
knowledgeable external source about one or more relevant financial statement assertions of a
significant account or disclosure. This language underscores that, when properly designed and
executed, the confirmation process involves obtaining audit evidence regarding specific items
from a knowledgeable external source. A knowledgeable external source, as referred to in the
new standard, generally is a third party who the auditor believes has knowledge of the
information that may be used as audit evidence. To the extent that this objective differs from
the objective in standards adopted by other standard-setting bodies on the auditor’s use of
confirmation, we believe it appropriately reflects the Board’s approach in the new standard and
is consistent with our statutory mandate to protect the interests of investors and further the
public interest. The next section of this release further discusses the relationship of the
confirmation process to the auditor’s identification and assessment of, and response to, the
risks of material misstatement.

C. Relationship of the Confirmation Process to the Auditor’s
Identification and Assessment of and Response to the Risks of
Material Misstatement

See paragraphs .03 - .07 of the new standard in Appendix 1

When an auditor uses confirmation, the auditor should be mindful of, and comply with,
the existing obligation to exercise due professional care in all matters relating to the audit.?®

2 See AS 1015, Due Professional Care in the Performance of Work. We currently have a separate

standard-setting project to reorganize and consolidate a group of interim standards adopted by the
Board in April 2003, including AS 1015. See Proposed Auditing Standard — General Responsibilities of the
Auditor in Conducting an Audit and Proposed Amendments to PCAOB Standards, PCAOB Rel. No. 2023-
001 (Mar. 28, 2023).
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Due professional care requires the auditor to exercise professional skepticism, which is an
attitude that includes a questioning mind and a critical assessment of audit evidence.
Professional skepticism should be exercised throughout the audit process,*® including when
identifying information to confirm, identifying confirming parties, evaluating confirmation
responses, and addressing nonresponses. The requirements related to exercising professional
skepticism, in combination with requirements in other PCAOB standards, are designed to
reduce the risk of confirmation bias, a phenomenon wherein decision makers have been shown
to actively seek out and assign more weight to evidence that confirms their hypothesis, and
ignore or assign less weight to evidence that could disconfirm their hypothesis.3!

The 2022 Proposal described how the proposed standard would work in conjunction
with the PCAOB standards on risk assessment. AS 2110 establishes requirements regarding the
process of identifying and addressing the risks of material misstatement of the financial
statements, and AS 2301, The Auditor’s Responses to the Risks of Material Misstatement,
establishes requirements regarding designing and implementing appropriate responses to the
risks of material misstatement. Fundamental to the PCAOB’s risk assessment standards is the
concept that as risk increases, so does the amount of evidence that the auditor should obtain.3?
Further, evidence obtained from a knowledgeable external source generally is more reliable
than evidence obtained only from internal company sources.>?

Where the auditor uses confirmation as part of the auditor’s response, the 2022
Proposal addressed the auditor’s responsibilities for designing and executing the confirmation
process to obtain relevant and reliable audit evidence. When properly designed and executed,
the confirmation process can be an effective and efficient way of obtaining relevant and
reliable external audit evidence, including in situations where the auditor identifies an elevated
risk of material misstatement due to error or fraud.

The 2022 Proposal also recognized that performing confirmation procedures can
effectively and efficiently provide evidential matter about certain financial statement
assertions, including existence, occurrence, completeness, and rights and obligations. For
example, confirmation may provide audit evidence related to the existence of cash, accounts
receivable, and financial instruments, or the completeness of debt. However, the confirmation
process generally provides less relevant evidence about the valuation assertion (e.g., the
confirming party may not intend to repay in full the amount owed, or the custodian may not
know the value of shares held in custody). Confirmation could also be used to obtain audit
evidence about the terms of contractual arrangements (e.g., by verifying supplier discounts or

30 See AS 1015.07-.08.

31 For a discussion of confirmation bias, see, e.g., Raymond S. Nickerson, Confirmation Bias: A
Ubiquitous Phenomenon in Many Guises, 2 Review of General Psychology 175 (1998).
32 See AS 1105.05.

33 See AS 1105.08.
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concessions, corroborating sales practices, or substantiating oral arrangements and
guarantees). Information in confirmation responses may indicate the existence of related
parties, or relationships or transactions with related parties, previously undisclosed to the
auditor.

We also observed in the 2022 Proposal that, in some situations, an auditor may
determine that evidence obtained through confirmation may constitute sufficient appropriate
audit evidence for a particular assertion, while in other situations performing other audit
procedures in addition to confirmation may be necessary to obtain sufficient appropriate audit
evidence. For example, for significant unusual sales transactions and the resulting accounts
receivable balances, an auditor might confirm significant terms of the transactions and the
receivable balances with the transaction counterparties and perform additional substantive
procedures, such as examination of shipping documents and subsequent cash receipts.
Determining the nature, timing, and extent of confirmation procedures, and any other
additional audit procedures, is part of designing and implementing the auditor’s response to
the assessed risk of material misstatement.

We are adopting the provisions in the 2022 Proposal that address the relationship of the
confirmation process to the auditor’s identification and assessment of and response to the risks
of material misstatement, with certain modifications discussed below.

Overall, commenters expressed support for aligning the proposed standard on
confirmation with the PCAOB’s existing risk assessment standards. Several commenters stated
that they had not identified changes needed to the proposed standard to align further with the
PCAOB's risk assessment standards. Other commenters, as discussed below, called for various
changes to the proposed provisions:

e Several commenters suggested that there could be further alignment of the 2022
Proposal with the risk assessment standards to enable the level of risk to drive the
nature of the audit response. A number of commenters asserted that the 2022 Proposal
included certain prescriptive requirements for the confirmation process, regardless of
the assessed level of risk, and that those provisions could detract from the auditor’s
ability to apply professional judgment to determine the appropriate audit response.
Consistent with the objective of the new standard, the requirements under the new
standard apply to a significant account or disclosure.?* The new standard thus does not
establish a presumption to confirm cash or accounts receivable if the auditor has not
determined cash or accounts receivable to be a significant account. The auditor may
choose to perform confirmation procedures, however, in situations other than those
specifically addressed in paragraphs .24 through .30 of the new standard. The new
standard does not otherwise prescribe the timing or extent of confirmation procedures,

3 AS 2110.59e directs the auditor to identify significant accounts and disclosures and their

relevant assertions.
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which are discussed as part of the auditor’s response to the risks of material
misstatement in AS 2301.

Several commenters stated that paragraphs .06 and .07 of the proposed standard overly
emphasized confirmation as being the most persuasive substantive audit procedure,
with any other procedure thereby viewed as being less persuasive. One commenter
asserted that that the 2022 Proposal appeared to be premised on an assumption that
third-party confirmations represent “first best” audit evidence, regardless of the facts
and circumstances. In addition, one commenter questioned whether the Board
intended for confirmation to be used whenever possible to obtain evidence. Having
considered these comments, we have made several changes in the new standard to
clarify certain provisions. In the new standard, we have revised paragraph .06, which
discusses obtaining audit evidence from knowledgeable external sources, to emphasize
the source of the audit evidence, rather than the type of audit procedure performed.
We understand that advances in technology, as well as changes in attitudes towards
confirmation (e.g., the potential hesitation of confirming parties to reply to a
confirmation request from auditors because of the concern of falling victim to a phishing
attack), have led auditors to perform other types of audit procedures that can provide
relevant and reliable external evidence.

Some commenters stated that the proposed standard could give rise to unrealistic
expectations about confirmation procedures effectively addressing the risk of material
misstatement due to fraud in all circumstances. While we do not believe that the new
standard creates an unrealistic expectation about audit evidence obtained through
confirmation, the appropriate focus of the auditor should be the obligation to obtain
relevant and reliable audit evidence. Accordingly, we have not adopted paragraph .07 of
the proposed standard, which had provided that “in situations involving fraud risks and
significant unusual transactions, audit evidence obtained through the confirmation
process generally is more persuasive than audit evidence obtained solely through other
procedures.”

Several commenters recommended that the standard address the current and
anticipated use of technology to enable auditors to obtain sufficient appropriate audit
evidence through performing audit procedures other than confirmation. Some
commenters provided examples of using technology-based procedures in lieu of
confirmations, including accessing company balances directly at the relevant financial
institution and testing internal data against external data sources using audit data
analytics. We have considered these comments in developing the new standard. In
particular, as discussed in Section lll.G below, the new standard includes a presumption
for the auditor to confirm cash and accounts receivable, or otherwise obtain relevant
and reliable audit evidence for these accounts by directly accessing information
maintained by a knowledgeable external source.
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e One commenter suggested that the note to paragraph .05 of the proposed standard
should also direct the auditor to take into account internal controls over cash, including
segregation of duties, when there are side agreements to revenue transactions. We did
not make this change in the new standard. We note that internal control considerations
are addressed by existing PCAOB standards, which require obtaining an understanding
of the company’s controls when assessing the risk of material misstatement and
identifying and testing certain controls when the auditor plans to rely on controls to
respond to the assessed risk.3> The auditor would consider controls over cash when
performing these procedures.

e With respect to the examples of assertions in paragraph .06 of the proposed standard,
one commenter asserted that a final standard should more fully explain that a
confirmation generally serves to test the assertion of existence, but does not serve to
test other assertions such as valuation, including collectability. We did not incorporate
such language in the new standard because we believe that limiting the use of
confirmation to the existence assertion would be overly prescriptive and might disallow
use of confirmation in other situations where the auditor has determined that
confirmation could be used to obtain relevant and reliable information to test other
assertions.

As discussed in Section Il1.G of this release, we continue to believe that confirmation
procedures generally would provide relevant and reliable audit evidence for cash and accounts
receivable. Accordingly, under the new standard the auditor should perform confirmation
procedures or otherwise obtain relevant and reliable audit evidence by directly accessing
information maintained by a knowledgeable external source when the auditor determines that
these accounts are significant accounts. In addition, the new standard specifies that when the
auditor has identified a significant risk of material misstatement associated with either a
complex transaction or a significant unusual transaction, the auditor should consider confirming
those terms of the transaction that are associated with a significant risk of material
misstatement, including a fraud risk.

Other Use of Confirmation Procedures. The 2022 Proposal requested commenters’ views
on whether there were additional accounts or financial statement assertions for which the
auditor should be required to perform confirmation procedures. In addition, the 2022 Proposal
requested views on whether the proposal was sufficiently flexible to accommodate situations
where an auditor chooses to confirm information about newer types of assets (e.g., digital
assets based on blockchain or similar technologies).

Two investor-related groups identified specific types of additional transactions that
should be subject to confirmation, including transactions (1) with unusual terms and conditions,
(2) with related parties, (3) where the auditor has concern about whether side letters may exist,

35 See, e.g., AS 2110 and AS 2301.
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(4) where financing is obtained, including bank debt or supplier-provided financing, (5) involving
certain sales practices, such as bill-and-hold arrangements or supplier discounts or concessions,
(6) involving certain oral arrangements or guarantees, or (7) involving sales, lending, or liability
for custodianship of digital assets. Another commenter suggested that confirmation of accounts
payable should be considered, but not required, when auditors assess controls over the
recording of liabilities to be ineffective. This commenter also suggested that we state that the
use of confirmation is not limited to the circumstances discussed in the proposed standard.

In comparison, many firms and firm-related groups stated that the proposed standard
should not prescribe additional other presumptive requirements to use confirmation. These
commenters noted that doing so would be unduly prescriptive. Several commenters stated that
the proposed standard provided for an appropriate amount of auditor judgment in determining
when to perform confirmation procedures in situations other than those specifically addressed
in the standard. In addition, several commenters indicated that the 2022 Proposal offered
sufficient flexibility to accommodate situations where an auditor confirms information about
newer types of assets.

Several commenters asserted that the effectiveness of confirmation procedures is
negatively affected by the fact that third parties are not obligated, under legislation or
regulation, to reply to an auditor’s confirmation request.

The new standard does not specify additional accounts or transactions for which
confirmation procedures are presumptively required beyond those in the 2022 Proposal. The
PCAOB’s risk assessment standards are foundational and are used by the auditor to determine
the appropriate response to identified risks of material misstatement. We believe that
confirmation can be an important tool for addressing certain risks for cash and accounts
receivable, and for obtaining audit evidence about other financial relationships, and certain
terms of complex transactions or significant unusual transactions, as discussed in Section Ill.G
below. However, identifying additional accounts or scenarios that require the auditor to use
confirmation, without regard to the specific facts and circumstances of the audit including the
assessed risk of material misstatement and whether other audit procedures would provide
sufficient appropriate audit evidence, would be overly prescriptive.

The auditor’s responsibilities relevant to the use of confirmation are also addressed in
several other PCAOB standards. AS 2315, Audit Sampling, which discusses planning, performing,
and evaluating audit samples, is used if the auditor uses sampling in the confirmation process.
AS 2510, Auditing Inventories, addresses confirmation of inventories in the hands of public
warehouses or other outside custodians. Additionally, the new standard does not address
auditor responsibilities regarding inquiries concerning litigation, claims, and assessments, which
are addressed in AS 2505, Inquiry of a Client’s Lawyer Concerning Litigation, Claims, and
Assessments.
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D. Designing Confirmation Requests

See paragraphs .08 - .13 of the new standard in Appendix 1

A properly designed and executed confirmation process may provide relevant and
reliable audit evidence. Auditor responsibilities regarding designing a confirmation request are
described in paragraphs .08 - .13, as follows:

e Paragraph .08 discusses identifying information to confirm;

e Paragraphs .09 through .11 discuss identifying the confirming parties for
confirmation requests; and

e Paragraphs .12 through .13 discuss using negative confirmation requests.

The new standard does not prescribe a particular format for a confirmation request. For
example, requests could be paper-based or electronic, specifying the information to be
confirmed or providing a blank response form, or sent with or without the involvement of an
intermediary that facilitates electronic transmission. As a practical matter, the auditor
determines the format of a confirmation request to increase the likelihood that the request is
received and clearly understood by the confirming party, taking into consideration, among
other things, the facts and circumstances of the company and the confirming party.

1. ldentifying Information to Confirm

The 2022 Proposal provided that the auditor should, as part of designing confirmation
requests, identify information related to the relevant assertions that the auditor plans to verify
with confirming parties or (when using a blank form) obtain from confirming parties. Such
information could include transaction amounts, transaction dates, significant terms of
transactions, and balances due to or from the confirming party as of a specific date. In addition,
the 2022 Proposal discussed that using a blank confirmation request generally provides more
reliable audit evidence than using a confirmation request that includes information the auditor
is seeking to confirm (e.g., a customer account balance). In the latter scenario, it is possible that
a confirming party could agree to the information without verifying it against the confirming
party’s records.

We are adopting the proposed requirement relating to identifying information to
confirm with certain modifications discussed below.

Several commenters indicated that the provisions of the 2022 Proposal related to
identifying information to confirm were clear and appropriate. A few commenters requested
retaining a statement analogous to a statement in existing AS 2310 to emphasize in the
standard that responding to blank form confirmation requests generally requires additional
effort, which might lower the response rates and lead auditors to perform alternative
procedures. One commenter expressed concern that fraudsters could use fake confirmation
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requests and, in particular, fake blank form confirmation requests, to defraud bank customers
(e.g., by soliciting their bank details).

Existing AS 2310 includes details regarding the form of confirmation requests, which
includes general information regarding blank form positive confirmation requests. This
information has been included in the new standard in a note to paragraph .08. Further, after
considering the comments received, the new standard includes language not included in the
proposed standard that is similar to language in existing AS 2310. This language explains that
responding to blank form confirmation requests generally requires additional effort, which
might lower the response rates and lead auditors to perform alternative procedures for more
selected items. Despite the possibility of lower response rates, responses to blank form
confirmation requests may provide more reliable audit evidence than responses to
confirmation requests using pre-filled forms.

Paragraph .17 of the proposed standard also included a reminder of an existing
requirement in AS 1105.10, pursuant to which the auditor should test the accuracy and
completeness of information produced by the company that the auditor uses as audit evidence.
The reminder emphasized that, in the confirmation process, the requirement in AS 1105.10
applies to the information produced by the company (e.g., populations from which items are
selected for confirmation, such as detailed account listings, vendor listings, and contractual
agreements) that the auditor uses in selecting the items to confirm.

Several firms and firm-related groups indicated that the existing requirement in AS
1105.10 for the auditor to evaluate information produced by a company as audit evidence was
sufficient and that paragraph .17 of the proposed standard was duplicative. A few commenters
stated that confirmation requests are often designed to test the accuracy of a given account
balance or disclosure and, accordingly, that the requirement should only focus on testing
completeness. Finally, a few commenters suggested that the standard, consistent with AS
1105.10, should allow for the auditor to test controls over the accuracy and completeness of
information produced by the company that the auditor uses in selecting items to confirm.

After considering these comments, in order to avoid duplication with other PCAOB
standards, the new standard does not include paragraph .17 of the proposed standard.

2. Identifying Confirming Parties for Confirmation Requests

The 2022 Proposal provided that, to obtain reliable audit evidence from the
confirmation process, the auditor should direct the confirmation requests to third parties
(individuals or organizations) who are knowledgeable about the information to be confirmed.
That provision was similar to existing AS 2310.26, which directs the auditor to send
confirmation requests to third parties who the auditor believes are knowledgeable about the
information to be confirmed, such as a counterparty who is knowledgeable about a transaction
or arrangement.
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When designing confirmation requests, an auditor may become aware of information
about a potential confirming party’s motivation, ability, or willingness to respond, or about the
potential confirming party’s objectivity and freedom from bias with respect to the audited
entity. Because this type of information can affect the reliability of audit evidence provided by
the confirming party to the auditor, the 2022 Proposal, similar to existing AS 2310.27, provided
that the auditor should consider any such information that comes to the auditor’s attention
when selecting the confirming parties. The note to paragraph .19 of the proposed standard
further emphasized that such information may indicate that the potential confirming party has
incentives or pressures to provide responses that are inaccurate or otherwise misleading.3®

The 2022 Proposal also provided that the auditor should consider the source of any such
information. For example, if management indicates to the auditor that a potential confirming
party is unlikely to respond to a confirmation request, management may have other reasons to
avoid a confirmation request being sent (e.g., concealing management’s fraudulent
understatement of the amount the company owes to that party).

In addition, the 2022 Proposal provided more specific direction than existing AS 2310 for
situations in which the auditor is unable to identify a confirming party who, in response to a
confirmation request, would provide relevant and reliable audit evidence about a selected
item. In such a scenario, the 2022 Proposal prescribed that the auditor should perform
alternative procedures.

The 2022 Proposal also provided that the auditor should determine that confirmation
requests are properly addressed, thus increasing the likelihood that they are received by the
confirming party. The 2022 Proposal did not prescribe the nature or extent of procedures to be
performed by the auditor when making this determination, thereby allowing the auditor to
tailor the procedures to the facts and circumstances of the audit. For example, in practice,
some auditors compare some or all confirming party addresses, which are typically provided by
the company, to physical addresses or e-mail domains included on the confirming party’s
website.

36 See also paragraph .10 of AS 2401, Consideration of Fraud in a Financial Statement Audit (stating

that fraud may be concealed through collusion among management, employees, or third parties, and
that an auditor may receive a false confirmation from a third party that is in collusion with
management); SAPA No. 8 at 12 (stating that, when using confirmation to address fraud risks in
emerging markets, “the auditor should evaluate who the intended recipient of the confirmation request
is and whether the company’s management has an influence over this individual to provide false or
misleading information to the auditor” and that “[f]or example, if the company is the only or a
significant customer or supplier of the confirming entity, the staff of that entity may be more susceptible
to pressure from the company’s management to falsify documentation provided to the auditor”).
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Alternatively, when using an intermediary to facilitate direct electronic transmission of
confirmation requests and responses, Appendix B of the proposed standard required the
auditor to obtain an understanding of the intermediary’s controls that address the risk of
interception and alteration of the confirmation requests and responses and determine whether
the relevant controls used by the intermediary are designed and operating effectively. We
noted in the 2022 Proposal that, where an auditor determines that controls that address the
risk of interception and alteration also include controls related to validating the addresses of
confirming parties, the auditor may be able to determine that audit procedures performed in
accordance with Appendix B are sufficient to determine that confirmation requests are properly
addressed. In situations where the auditor determines that the intermediary’s controls that
address the risk of interception and alteration do not also include controls related to validating
the addresses of confirming parties, we also noted that the auditor would need to perform
other procedures to comply with the requirements of the proposed standard.

We are adopting the requirements relating to identifying confirming parties for
confirmation requests as proposed, with certain modifications discussed below.

Several commenters indicated that the provisions of the proposed standard related to
identifying confirming parties were sufficiently clear and appropriate. One commenter
indicated that the Board should require the auditor to send confirmation requests directly to an
individual, rather than allow the auditor to choose between sending the request either to an
individual or an organization. In this commenter’s view, sending a confirmation request directly
to an individual could increase the reliability of audit evidence obtained through the
confirmation process. One commenter indicated that we should amend paragraph .18 of the
proposed standard to read “the auditor should direct confirmation requests to confirming
parties (individuals or organizations) who are expected to be knowledgeable about the
information to be confirmed and determine that the confirmation requests are appropriately
addressed.”

Because auditors often may have no or limited interaction with the personnel of
confirming organizations, they may not be able to select an individual addressee for the
confirmation request. As a result, we believe that allowing the auditor to address a
confirmation request to an organization that is knowledgeable about the information to be
confirmed is practicable and appropriate. Paragraph .20 of the proposed standard stated that
the auditor should perform alternative procedures when the auditor is unable to identify a
confirming party who, in response to a confirmation request, would provide relevant and
reliable audit evidence about the selected item.

We have modified this language, which appears in paragraph .11 of the new standard,
to emphasize that if the auditor is unable to identify a confirming party for a selected item who
would provide relevant and reliable audit evidence in response to a confirmation request,
including considering any information about the potential confirming party discussed in
paragraph .10, the auditor should perform alternative procedures in accordance with
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Appendix C. In addition, we have added a note to paragraph .11 of the new standard to
reiterate that AS 1105.08 provides that the reliability of evidence depends on the nature and
source of the evidence and the circumstances under which it is obtained.

These revisions are intended to underscore that auditors should consider information
that may indicate that a potential confirming party has incentives or pressures to provide
responses that are inaccurate or misleading, and remind auditors that the reliability of audit
evidence depends not only on its nature and source, but also the circumstances under which it
is obtained. For example, restrictions on access to a potential confirming party that cause the
auditor to identify and send a confirmation request to a different confirming party or to
perform alternative procedures may themselves raise questions as to the reliability of the audit
evidence that the auditor subsequently obtains from the other confirming party or through
performing alternative procedures. In addition, the revisions to paragraph .11 clarify that the
paragraph applies to a confirming party for an individual item selected for confirmation, rather
than more broadly to a group of confirming parties that might provide audit evidence with
respect to relevant assertions for an entire account, such as accounts receivable.

Several commenters on the 2022 Proposal also indicated that the requirement to send a
confirmation request directly to the confirming party and determine that the request is
properly addressed was sufficiently clear and appropriate. One of these commenters indicated
that the standard should address procedures to verify the recipient’s mailing or e-mail address
while the other commenters indicated there was no need to include specific procedures in the
standard. Another commenter requested more guidance around verifying e-mail addresses.
One commenter indicated that there should be no specific requirement to check addresses, as
such a requirement would not, in the commenter’s view, deter those intent on deceiving
auditors. Lastly, one commenter requested clarification as to whether an auditor should send
either an initial confirmation request or a second request when the auditor is aware of
information that indicates that the confirming party would be unlikely to respond.

The Board continues to believe that requiring auditors to determine that confirmation
requests are appropriately addressed is critically important to the effectiveness of the
confirmation process. We have noted above some of the ways in which an auditor might
comply with this requirement but are not including such examples in the text of the new
standard to avoid the possible misinterpretation that the examples describe the only steps an
auditor could take in determining whether a confirmation request is properly addressed.

With respect to one commenter’s suggestion that we clarify whether an auditor should
send a confirmation request if the auditor is aware of information indicating that the
confirming party would not respond, we believe the new standard is sufficiently clear.
Paragraph .10 of the new standard states, in part, that if the auditor is aware of information
about a potential confirming party’s “willingness to respond,” the auditor should consider this
information, including its source, in selecting the confirming parties. Further, paragraph .11 of
the new standard states that, if the auditor is unable to identify a confirming party for a
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selected item who would provide relevant and reliable audit evidence in response to a
confirmation request, the auditor should perform alternative procedures for the selected item
in accordance with Appendix C of the new standard.

3. Using Negative Confirmation Requests

There are “positive” and “negative” types of confirmation requests. A positive
confirmation request is a confirmation request in which the auditor requests a confirmation
response. With a negative confirmation request, the auditor requests a confirmation response
only if the confirming party disagrees with the information provided in the request. The auditor
generally obtains significantly less audit evidence when using negative confirmation requests
than when using positive confirmation requests. A confirming party might not respond to a
negative confirmation request because it did not receive or open the request, or alternatively
the confirming party might have read the request and agreed with the information included
therein.

Because of the limited evidence provided when using negative confirmation requests,
the 2022 Proposal provided that the auditor may not use negative confirmation requests as the
sole substantive procedure for addressing the risk of material misstatement to a financial
statement assertion. Instead, the 2022 Proposal provided that the auditor may use negative
confirmation requests only to supplement audit evidence provided by other substantive
procedures (e.g., examining subsequent cash receipts, including comparing the receipts with
the amounts of respective invoices being paid; examining shipping documents; examining
subsequent cash disbursements; or sending positive confirmation requests). In addition,
Appendix B to the proposed standard provided examples of situations in which the use of
negative confirmation requests, in combination with the performance of other substantive
audit procedures, may provide sufficient appropriate audit evidence. In contrast, under existing
AS 2310, the auditor may use negative confirmation requests where certain criteria are present
and should consider performing other substantive procedures to supplement their use.

We are adopting the requirements for using negative confirmation requests as
proposed. Most commenters on this aspect of the 2022 Proposal expressed support for the
proposed prohibition on using negative confirmation requests as the sole substantive
procedure with a number of commenters stating that negative confirmation requests alone do
not provide sufficient appropriate audit evidence.

Another commenter suggested that the word “generally” should be removed from
paragraph .21 of the proposed standard to emphasize that a negative confirmation is not as
persuasive as a positive confirmation. This commenter indicated that, in situations where the
use of negative confirmation requests, in combination with the performance of other
substantive audit procedures, may provide sufficient appropriate audit evidence, auditors
should be required to specifically document their consideration of certain examples included in
paragraph .B1 of the proposed standard.
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Lastly, a few commenters indicated that additional guidance on the use of negative
confirmations, and specifically on the use of substantive analytical procedures to supplement
the use of negative confirmations, was needed while another commenter indicated that the
examples in Appendix B would assist auditors in applying the requirements related to the use of
negative confirmation requests.

After considering the comments on the 2022 Proposal, we have determined that the
requirements in the 2022 Proposal relating to the use of negative confirmation requests are
both appropriate and sufficiently clear. For ease of reference, the examples of situations in
which the use of negative confirmation requests, in combination with the performance of other
substantive audit procedures, may provide sufficient appropriate audit evidence now appear in
paragraph .13 of the new standard rather than Appendix B. We are not including in the new
standard additional examples of other substantive procedures that may be used to supplement
negative confirmation requests, as some commenters had suggested. While such procedures
may be appropriate in some circumstances, including such examples in the new standard could
be misperceived as establishing a formal checklist, whereas determining the necessary nature,
timing, and extent of audit procedures that provide sufficient appropriate audit evidence would
depend on the facts and circumstances of each audit.

Paragraph .12 of the new standard retains the word “generally” (i.e., “[g]enerally, the
auditor obtains significantly less audit evidence when using negative confirmation requests
than when using positive confirmation requests”) to acknowledge that in some circumstances
using positive confirmations may not provide the auditor with the amount of evidence that the
auditor planned to obtain (e.g., if the auditor does not receive responses to some or all positive
confirmation requests).

E. Maintaining Control Over the Confirmation Process

See paragraphs .14 - .17 and .B1 - .B2 of the new standard in Appendix 1

1. The Requirement for the Auditor to Maintain Control over the Confirmation
Process

The 2022 Proposal included a provision, consistent with AS 2310, that the auditor
should maintain control over the confirmation process to minimize the likelihood that
information exchanged between the auditor and the confirming party is intercepted and
altered. This is because the reliability of audit evidence provided by confirmation depends in
large part on the auditor’s ability to control the integrity of confirmation requests and
responses. The 2022 Proposal also provided that, as part of maintaining control, the auditor
should send confirmation requests directly to the confirming party and receive confirmation
responses directly from the confirming party.

We are adopting the requirements for maintaining control over the confirmation
process as proposed, with one modification.
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Commenters on this topic largely agreed that the auditor should maintain control over
the confirmation process. One commenter stated that setting forth the requirement to
maintain control over the confirmation process and the requirement to send confirmation
requests directly to the confirming party in separate paragraphs might suggest that there are
different responsibilities for the auditor. This commenter recommended combining the
requirements to clarify that the auditor’s responsibility is to send the confirmation directly
while maintaining control of the process.

After considering the comments on the 2022 Proposal, we have determined that the
proposed requirements are both appropriate and sufficiently clear, and we are adopting them
as proposed, with the addition of a new paragraph that clarifies how an external auditor can
use internal auditors in a direct assistance capacity as part of the confirmation process, as
further discussed in Section IIl.E.3 below. Paragraph .14 of the new standard establishes the
auditor’s responsibility for maintaining control over the confirmation process, and the other
paragraphs in this section of the new standard specify auditor responsibilities regarding certain
aspects of maintaining control, as discussed below. For example, consistent with the definition
of “confirmation process,”3” paragraph .15 of the new standard requires that the auditor select
the items to be confirmed, send the confirmation requests and receive the confirmation
responses. Selecting an item involves the auditor identifying the information to be included on
the confirmation request. Paragraph .16 of the new standard specifies that maintaining control
over the confirmation process by the auditor involves sending the confirmation request directly
to and obtaining the confirmation response directly from the confirming party.

2. Using an Intermediary to Facilitate Direct Electronic Transmission of
Confirmation Requests and Responses

i. Background and Requirements

As discussed in Section II1.C, certain financial institutions and other companies have
adopted the policy of responding to electronic confirmation requests from auditors only
through another party that they, or the auditor, engage as an intermediary to facilitate the
direct transmission of information between the auditor and the confirming party. We
understand that such policies are intended to facilitate the timeliness and quality of
confirmation responses provided by the confirming party to the auditor.

While the involvement of intermediaries is not discussed in existing AS 2310, the use of
an intermediary does not relieve the auditor of the responsibility under PCAOB standards to
maintain control over confirmation requests and responses. Because an intermediary’s
involvement may affect the integrity of information transmitted between the confirming party

37 The term “confirmation process” is defined in paragraph .A3 of the new standard as “[t]he

process that involves selecting one of more items to be confirmed, sending a confirmation request
directly to a confirming party, evaluating the information received, and addressing nonresponses and
incomplete responses to obtain audit evidence about one or more financial statement assertions.”
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and the auditor, the 2022 Proposal provided that the auditor should evaluate the implications
of such involvement for the reliability of confirmation requests and responses. Specifically,
paragraphs .B2 and .B3 of the proposed standard provided that:

e The auditor’s evaluation should address certain aspects of the intermediary’s
controls that address the risk of interception and alteration of communications
between the auditor and the confirming party;

e The auditor’s evaluation should assess whether circumstances exist that give the
company the ability to override the intermediary’s controls (e.g., through financial
or other relationships); and

e The auditor should not use an intermediary if information obtained by the auditor
indicates that (i) the intermediary has not implemented controls that are necessary
to address the risk of interception and alteration of the confirmation requests and
responses, (ii) the necessary controls are not designed or operating effectively, or
(iii) circumstances exist that give the company the ability to override the
intermediary’s controls.

We are adopting the proposed requirements substantially as proposed, with certain
modifications discussed below.

A few commenters on the 2022 Proposal indicated that it is not clear what an
“intermediary” is and requested clarification. We are not adding a definition of the term
“intermediary” in the new standard as we simply intend to use the term in describing a
particular scenario under the new standard where a third party is engaged by the auditor or a
confirming party to facilitate direct electronic transmission of confirmation requests and
responses between the auditor and the confirming party. We believe that our intent in using
the term “intermediary” is sufficiently clear.

Overall, several commenters indicated that the requirements in the 2022 Proposal to
evaluate the implications of using an intermediary to facilitate direct electronic transmission of
confirmation requests and responses were appropriate. However, as discussed below, a
number of these commenters and other commenters stated that additional clarity may be
required to ensure that the proposed revisions are operational in practice, or otherwise
requested additional guidance. Conversely, a few commenters expressed the view that
requirements in the 2022 Proposal regarding the implications of using an intermediary were
not appropriate or sufficiently clear. One of those commenters asserted that the requirement
to assess the intermediary would result in significant additional work for auditors and that it is
not currently common practice to directly assess intermediaries in this manner. As discussed in
Section IV of the 2022 Proposal, firm methodologies reviewed by the staff generally include
guidance on maintaining control over the confirmation process, using intermediaries to
facilitate the electronic transmission of confirmation requests and responses, and assessing
controls at the intermediaries. The evidence from the staff’s review does not suggest that the
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requirements in Appendix B of the new standard would create significant additional work for
auditors, nor did the commenters provide evidence to the contrary.

Separately, as the 2022 Proposal provided that the auditor should not use an
intermediary if information obtained by the auditor indicates that certain conditions are
present, several commenters stated that the presence of indicators would not necessarily mean
that the intermediary is not fit for use. For example, these commenters stated that in a
situation where an intermediary’s control is not designed or operating effectively, an auditor
may be able to obtain an understanding of whether a specific control failure impacts the
confirmation process and perform tests of other controls or other procedures at the
intermediary to address the control failure.

Having considered the comments, we are clarifying in paragraph .B2 of the new
standard that the auditor should not use an intermediary to send confirmation requests or
receive confirmation responses if the auditor determines that (1) the intermediary has not
implemented controls that are designed or operating effectively to address the risk of
interception and alteration of the confirmation requests and responses and the auditor cannot
address such risk by performing other procedures beyond inquiry, or (2) circumstances exist
that give the company the ability to override the intermediary’s controls. In the 2022 Proposal,
the prohibition was based on an indication, rather than determination, that such circumstances
exist.

For example, when performing an evaluation required by paragraphs .17 and .B1 of the
new standard, an auditor could obtain a SOC report stating that a particular access control at an
intermediary is not designed or operating effectively. The auditor may then be able to identify
and test other controls that could mitigate the control failure described in the SOC report. In
this scenario, if the auditor determines that the identified controls are designed and operating
effectively and mitigate the control failure, or the auditor has performed other procedures such
as obtaining computer systems event logs generated by the intermediary that provide evidence
there was no unauthorized access during the relevant period, the information in the SOC report
in this scenario would not necessarily mean that the auditor is not allowed to use the
intermediary under the new standard.

In addition, several commenters asserted that, if an auditor were not allowed to use an
intermediary under proposed paragraph .B3 and the confirming party had a policy requiring the
use of an intermediary for receiving and responding to auditor confirmation requests, an
auditor may be unable to comply with the proposed requirement to confirm cash, even if
relevant and reliable audit evidence were otherwise available. Considering these comments, we
have modified paragraph .B2 of the new standard to state that in circumstances where the
auditor, under paragraph .B2, should not use an intermediary to send confirmation requests or
receive confirmation responses, the auditor should send confirmation requests without the use
of an intermediary or, if unable to do so, perform alternative procedures in accordance with
Appendix C of the new standard. We believe that this modification and the adoption of a
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provision regarding obtaining audit evidence by directly accessing information maintained by a
knowledgeable external source (see discussion in Section Ill.G), address commenters’ concerns
that an auditor may not be able to comply with the requirement to confirm cash.

Certain commenters asked for additional guidance on what procedures an auditor
should or could perform to comply with the requirements in Appendix B. Having considered
these comments, we determined that the new standard, consistent with the 2022 Proposal, will
not specify how the auditor should perform the particular procedures required by paragraphs
.B1 and .B2 regarding evaluating the implications of using an intermediary. The new standard
thus allows auditors to customize their approach based on the facts and circumstances of the
audit engagement and the audit firm. For example, in obtaining an understanding of the
intermediary’s controls that address the risk of interception and alteration of confirmation
requests and responses and determining whether they are designed and operating effectively,
the auditor could (i) use, where available, a SOC report that evaluates the design and operating
effectiveness of the relevant controls at the intermediary; or (ii) test the intermediary’s controls
that address the risk of interception and alteration directly.3®

Some commenters asked for guidance related to an acceptable window of time to be
covered by “bridge letters.”3° Where an auditor uses an independent service auditor’s report
on a service organization’s controls, such procedures may involve using a bridge letter. The new
standard does not specify an appropriate window of time to be covered by a bridge letter or a
permissible window of time between the date covered by a bridge letter and the period when
the auditor uses the intermediary to facilitate direct electronic transmission of confirmation
requests and responses. Auditors should use their professional judgment based upon the facts
and circumstances of the audit to determine the nature of procedures required to comply with
paragraph .B1 of the new standard, including the note to paragraph .B1(b).

One commenter stated that paragraph .B2(b) of the proposed standard should have a
specific documentation requirement. We believe that adding a specific documentation
requirement is not necessary, as the auditor is required to document compliance with PCAOB
standards under existing documentation requirements.*°

Lastly, the new standard modifies the language of the 2022 Proposal to provide in the
note to paragraph .B1(b) of the new standard that, if the auditor performs procedures to
determine that the controls used by the intermediary to address the risk of interception and
alteration are designed and operating effectively at an interim date, the auditor should

38 See Spotlight: Observations and Reminders on the Use of a Service Provider in the Confirmation
Process (Mar. 2022), available at https://pcaobus.org/resources/staff-publications.

3 Some intermediaries provide a “bridge letter” or “gap letter” issued by the independent service

auditor that addresses the period from the date of the service auditor’s SOC report through a
subsequent date, typically the most recent calendar year end.

40

See, e.g., paragraph .05 of AS 1215, Audit Documentation.
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evaluate whether the results of the procedures can be used “during the period in which the
auditor uses the intermediary” — rather than at “period end,” as described in the proposed
standard — or whether additional procedures need to be performed to update the results. We
believe that the modified provision more accurately describes the timeframe during which the
results of the procedures may be used by an auditor. In addition, the modified provision
clarifies that the auditor should consider the nature and extent of any changes in the
intermediary’s process and controls during the period between the auditor’s procedures and
the period the auditor uses the intermediary.

ii. Interaction of New Standard and Proposed QC 1000

In November 2022 the Board issued for public comment a proposed quality control
standard, referred to as proposed QC 1000, A Firm’s System of Quality Control.** Proposed QC
1000 addresses resources used by a registered public accounting firm that are sourced from
third-party providers. An intermediary that facilitates direct electronic transmission of
confirmation requests and responses is one example of a “third-party provider” under
proposed QC 1000.

Under proposed QC 1000, a firm would consider the nature and extent of resources or
services obtained from third-party providers in its risk assessment process and whether the use
of third-party providers poses any quality risks to the firm in achieving its quality objectives.
One of the required quality objectives relates to obtaining an understanding of how such
resources or services are developed and maintained and whether they need to be
supplemented and adapted as necessary, such that their use enables the performance of the
firm’s engagements in accordance with applicable professional and legal requirements and the
firm’s policies and procedures.*?

As noted above, the proposed standard on the auditor’s use of confirmation included
specific procedures related to the use of an intermediary, which included obtaining an
understanding of the intermediary’s controls that address the risk of interception and alteration
of a confirmation request and response and determining whether such controls are designed
and operating effectively.

A few commenters on the 2022 Proposal observed that firms may obtain and evaluate
SOC reports centrally, rather than requiring that individual engagement teams obtain and
evaluate the reports. One of these commenters suggested clarifying in the standard that the
evaluations required by Appendix B may be performed, and the documentation may be
retained centrally, as part of the firm’s quality control system. Another of these commenters
suggested that the requirements related to the use of an intermediary be removed entirely

4 See A Firm's System of Quality Control and Other Proposed Amendments to PCAOB Standards,
Rules, and Forms, PCAOB Rel. No. 2022-006 (Nov. 18, 2022).

42

See paragraph .44.j of proposed QC 1000.
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from the proposed confirmation standard and instead be dealt with solely in the proposed
quality control standards. One commenter stated that, depending on the identified quality
risks, procedures performed in accordance with QC 1000 need not align with the financial
statement period-end of each audit engagement performed by the firm, which the commenter
asserted was implied by paragraph .B2(b) and a related note in the proposed standard. Lastly, a
few commenters indicated that it would be beneficial to explicitly link the provisions of the
confirmation standard regarding the use of an intermediary with QC 1000.

Having considered these comments, the Board believes that the requirements in the
new standard related to the auditor’s use of intermediaries, with the modifications discussed
above to the requirements in the proposed standard, are sufficiently clear and appropriate. The
auditor’s evaluation of the intermediary’s controls could be performed by an engagement
team, an audit firm’s national office, or a combination of both. Where the national office
performs procedures relating to the intermediary (either as part of the firm’s quality control
activities or specifically to comply with the new standard), the engagement team would still
need to consider the procedures performed by the national office and include in its audit
documentation considerations specific to the individual audit engagement. For example, if a
national office evaluated an intermediary’s controls at an interim date, the engagement team
would need to, in accordance with the note accompanying paragraph .B1(b) of the new
standard, evaluate whether the results of the interim procedures could be used during the
period in which the auditor uses the intermediary to facilitate direct electronic transmission of
confirmation requests and responses or whether they needed to be updated.

3. Using Internal Audit in the Confirmation Process

The 2022 Proposal identified certain activities in the confirmation process where the
auditor may not use the assistance of the company’s internal audit function. Under the 2022
Proposal, the auditor was not permitted to use internal auditors for selecting items to be
confirmed, sending confirmation requests, and receiving confirmation responses, because using
internal audit in a direct assistance capacity for such activities would not be consistent with the
auditor’s responsibility to maintain control over the confirmation process.

Existing AS 2310 does not include analogous provisions. It states instead that the
auditor’s need to maintain control does not preclude the use of internal auditors and that AS
2605, Consideration of the Internal Audit Function, provides guidance on considering the work
of internal auditors and on using internal auditors to provide direct assistance to the auditor.3

We are adopting the proposed requirements substantially as proposed, with certain
modifications discussed below.

43 See footnote 3 of AS 2310.
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A number of commenters, including investor-related groups, firms, and firm-related
groups, agreed with the requirements proposed in the 2022 Proposal as being in line with the
auditor’s responsibility to maintain control over the confirmation process. Additionally, a few
commenters observed that it is not current practice for auditors to use internal audit in a direct
assistance capacity for selecting items to be confirmed, sending confirmation requests, or
receiving confirmation responses and, therefore, that the requirements in the 2022 Proposal
would not result in a significant change in practice. Conversely, one commenter stated that the
proposed restrictions would impact current practice as it relates to direct assistance.

A significant number of commenters, including internal auditors and companies with
internal audit functions, took exception to the provision in the 2022 Proposal to limit the
external auditor’s use of internal auditors in a direct assistance capacity in the confirmation
process, and in some instances asserted that such limitations would be inconsistent with AS
2605. Many of these commenters also challenged the statement in the 2022 Proposal that
“[ilnvolving internal auditors or other company employees in these activities [selecting items to
be confirmed, sending confirmation requests, and receiving confirmation responses] would
create a risk that information exchanged between the auditor and the confirming party is
intercepted and altered.” These commenters asserted that this language called into question
internal auditors’ competence, objectivity, and independence. Additionally, a few commenters
expressed concern with the prescriptiveness of the proposed restrictions on the use of internal
auditors in the confirmation process.

Having considered the comments received, we note that the discussion in the 2022
Proposal was not intended to cast doubt on the qualifications, competence, or objectivity of
internal auditors. Internal auditors can and often do play an important role in enhancing the
quality of a company’s financial reporting. At the same time, we continue to believe that in
order to maintain control over the confirmation process the auditor should select items to be
confirmed, send confirmation requests, and receive confirmation responses.

In addition, after considering the comments received, we are (i) relocating the
requirements related to the auditor’s use of internal audit in the confirmation process to the
section of the new standard on maintaining control over the confirmation process and (ii)
rephrasing the requirements in terms of the auditor’s affirmative responsibilities, by describing
procedures the auditor is required to perform. In contrast, the proposed standard described
procedures that internal auditors were not allowed to perform. As stated in footnote 7 of the
new standard, auditors are permitted to use internal auditors in accordance with AS 2605,
except for selecting items to confirm, sending confirmation requests, and receiving
confirmation responses. The new standard does not impose any new limitations on how the
internal auditors’ work may affect the external auditor’s audit procedures.** Instead, the new

a4 AS 2605.12 states that “the internal auditor’s work may affect the nature, timing, and extent of

the audit,” including “procedures the auditor performs when obtaining an understanding of the entity’s
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standard clarifies how an external auditor can use internal auditors in a direct assistance
capacity as part of the confirmation process.*

F. Evaluating Confirmation Responses and Confirmation Exceptions, and
Addressing Nonresponses and Incomplete Responses

See paragraphs .18 - .23 of the new standard in Appendix 1
1. Overall Approach

Under the 2022 Proposal, the auditor’s responsibilities related to the confirmation
process included evaluating the information received in confirmation responses and addressing
nonresponses and incomplete responses. The 2022 Proposal provided that if the auditor is
unable to determine whether the confirmation response is reliable, or in the case of a
nonresponse or an incomplete response (i.e., one that does not provide the audit evidence the
auditor seeks to obtain), the auditor should perform alternative procedures.*® The 2022
Proposal built upon requirements in existing AS 2310 that discuss addressing information
obtained from the performance of confirmation procedures.

The relevant requirements in the new standard include certain modifications to the
approach in the 2022 Proposal, as discussed in the sections below.

2. Evaluating the Reliability of Confirmation Responses

The 2022 Proposal was intended to provide additional direction beyond what is set forth
in existing AS 2310 to assist the auditor’s evaluation of the reliability of confirmation responses.
Specifically, the 2022 Proposal (i) described information that the auditor should take into
account when performing the evaluation, and (ii) provided examples of indicators that a
confirmation response may have been intercepted or altered and thus may not be reliable. In
particular, the 2022 Proposal provided that the auditor should take into account any
information about events, conditions, or other information the auditor becomes aware of in
assessing the reliability of the confirmation response.

Under existing PCAOB standards, the auditor is not expected to be an expert in
document authentication but, if conditions indicate that a document (e.g., a confirmation
response) may not be authentic or may have been altered, the auditor should modify the
planned audit procedures or perform additional audit procedures to respond to those

i

internal control (paragraph .13),” “procedures the auditor performs when assessing risk (paragraphs .14
through .16),” and “substantive procedures the auditor performs (paragraph .17).”

45 AS 2605.27 discusses how the auditor may use internal auditors to provide direct assistance.

46 Alternative procedures, including the relevant exception described in Appendix C of the new
standard, are discussed in Section Ill.H of this release.



PCAOB Release No. 2023-008
September 28, 2023
Page 40

conditions and should evaluate the effect, if any, on the other aspects of the audit.*’ The 2022
Proposal did not alter these requirements, but specified for the confirmation process that, if
the auditor were unable to determine that the confirmation response is reliable, the auditor’s
response should include performing alternative procedures.

The requirements for evaluating the reliability of confirmation responses are being
adopted substantially as proposed.

Several commenters indicated that the provisions of the 2022 Proposal related to
evaluating the reliability of confirmation responses were clear and appropriate. One
commenter proposed modifications to the proposed requirements, including replacing the
words “taking into account” with “considering” in paragraph .25 of the proposed standard to
reflect the commenter’s perceived intent of the Board. One commenter asserted that
paragraph .25 of the proposed standard could result in onerous documentation requirements
in situations where there is a clear reason why a particular indicator is not necessarily indicative
of interception or alteration of a confirmation request or confirmation response (e.g., a
confirmation request is sent to a general e-mail account but returned from an e-mail account
belonging to an individual monitoring the general e-mail account). Another commenter
proposed that we remove one of the examples of indicators that a confirmation response may
have been intercepted or altered because it appeared to create a de facto requirement that an
auditor treat a confirmation response as not reliable if the original confirmation request is not
returned with the confirmation response.

In addition, one commenter suggested modifying proposed paragraph .26 of the
proposed standard to provide that the auditor should perform alternative procedures if the
auditor became aware of any of the factors identified in paragraph .25 and was unable to
overcome those factors to determine that the confirmation response is reliable. Another
commenter stated that the proposed standard should acknowledge that, in certain specified
circumstances, an unreliable confirmation would likely result in a scope limitation.

Having considered the comments received, we note that assessing the reliability of
confirmation responses is a critical component of the confirmation process. If indicators of
interception or alteration are present, it is important for the auditor to address them. When the
auditor follows up on a particular indicator, an auditor may determine that the confirmation
requests and responses have not been intercepted or altered. For example, an auditor could
verify that a difference in the confirming party’s e-mail address between the confirmation
request and confirmation response occurred because the confirming party responds to
confirmation requests from one central e-mail address. The note to paragraph .18 of the new
standard (paragraph .25 of the proposed standard) provides examples of information that the
auditor should take into account if the auditor becomes aware of it. Under PCAOB standards,
the auditor would document the procedures performed in response to information that

4 See AS 1105.09.
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indicates that a confirmation request or response may have been intercepted or altered. To
minimize any confusion, we replaced the word “indicator” in the note with the phrase
“information that indicates,” which has the same meaning.

In addition, to clarify that the auditor performs alternative procedures for the selected
item if the auditor is unable to determine that a confirmation response regarding that item is
reliable, we have added the phrase “for the selected item” after the words “alternative
procedures” in paragraph .19 of the new standard. We also revised the reference in paragraph
.26 of the proposed standard to performing alternative procedures “as discussed in paragraph
.31” to “in accordance with Appendix C” in paragraph .19 of the new standard to reflect that
alternative procedures for a selected item may not be necessary under certain circumstances,
as discussed in Section Ill.H below, and to reflect the relocation of the more detailed discussion
of alternative procedures from the body of the standard to Appendix C.

AS 3105, Departures from Unqualified Opinions and Other Reporting Circumstances, sets
forth requirements regarding limitations on the scope of an audit,*® including scope limitations
relating to confirmation procedures with respect to accounts receivable.*® One example of such
a scope limitation would be the auditor’s inability to confirm accounts receivable balances
combined with an inability to perform other procedures in respect of accounts receivable to
obtain sufficient appropriate audit evidence. The new standard does not repeat such existing
requirements, as doing so would merely duplicate those requirements.

3. Evaluating Confirmation Exceptions and Addressing Nonresponses and
Incomplete Responses

For various reasons, information in a confirmation response received by the auditor
could differ from other information in the company’s records obtained by the auditor. The 2022
Proposal provided that the auditor should evaluate the confirmation exceptions and determine
their implications for certain aspects of the audit, as discussed below. The direction in the 2022
Proposal was more detailed than in existing AS 2310.

In particular, the 2022 Proposal provided that the auditor should evaluate whether
confirmation exceptions individually or in the aggregate indicate a misstatement that should be
evaluated in accordance with AS 2810. The 2022 Proposal did not, however, require
investigating all confirmation exceptions to determine the cause of each confirmation
exception. The 2022 Proposal also included a provision that the auditor should evaluate
whether the confirmation exceptions individually, or in the aggregate, indicate a deficiency in
the company’s internal control over financial reporting (“ICFR”).

48 See AS 3105.05-.15.
49 See AS 3105.07.
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With regards to nonresponses and potential nonresponses, the 2022 Proposal provided
that the auditor should send a second positive confirmation request to the confirming party
unless the auditor has become aware of information that indicates that the confirming party
would be unlikely to respond to the auditor. Additionally, the 2022 Proposal specified that if a
confirmation response is returned by the confirming party to anyone other than the auditor,
the auditor should contact the confirming party and request that the response be re-sent
directly to the auditor. If the auditor does not subsequently receive a confirmation response
from the intended confirming party, the 2022 Proposal provided that the auditor should treat
the situation as a nonresponse.

Further, in contrast with existing AS 2310, which does not address the auditor’s
responsibilities regarding incomplete responses, the 2022 Proposal provided that the auditor
should perform alternative procedures if a confirmation response is not received or is
incomplete.

We are adopting the requirements for evaluating confirmation exceptions and
addressing nonresponses as proposed, with certain modifications discussed below.

Some commenters indicated that the proposed provisions regarding evaluating
confirmation exceptions and addressing nonresponses were sufficiently clear and appropriate.
A few commenters stated that we should include requirements that limit an auditor’s ability to
assess confirmation exceptions as merely “isolated exceptions.” Similarly, one commenter
asserted that we should require auditors to resolve any confirmation exceptions by examining
other third-party evidence such as purchase orders. In light of these comments, we have added
a new note to paragraph .20 of the new standard that states that determining that a
confirmation exception does not represent a misstatement that should be evaluated in
accordance with AS 2810 generally involves examining external information, which may include
information that the company received from knowledgeable external sources.

In our view, in many circumstances examining external evidence under the above
provision is necessary, as doing so is consistent with both the goal of obtaining relevant and
reliable audit evidence and the type of audit evidence sought from confirmation. For example,
an auditor might send a confirmation request for a selected item to a knowledgeable
confirming party regarding a $20,000 accounts receivable invoice and the confirming party (i.e.,
the customer) indicates that the outstanding balance for this invoice at the date specified in the
confirmation request is $18,000. Having investigated the $2,000 difference, the auditor learns
that it does not represent a misstatement, as the customer overpaid for a different invoice but
applied the overpayment to the invoice selected for confirmation and the company applied the
overpayment differently. In this scenario, determining that there is not a $2,000 misstatement
for the selected item would involve the auditor examining audit evidence from knowledgeable
external sources, such as applicable purchase orders and customer cash payments, in addition
to information generated by the company, such as customer invoices.
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The note to paragraph .20 of the new standard uses the word “generally” to
acknowledge that in some circumstances examining external audit evidence may not be
necessary. For example, an auditor may have included an incorrect figure in the confirmation
request and later determined that the amount confirmed by the confirming party agrees to the
amount in the company’s general ledger. Determining that such a confirmation exception does
not represent a misstatement to be evaluated in accordance with AS 2810 would not require
examining audit evidence from external sources.

One commenter suggested that we consider reminding auditors that, when using audit
sampling, the auditor should project the misstatement results of the sample to the items from
which the sample was selected in accordance with AS 2315. We considered this comment, but
did not add a reminder regarding projecting the results of a sample as the new standard states
in footnote 4 that AS 2315 addresses evaluating audit samples.

One commenter suggested that we restructure paragraph .27 of the proposed standard,
as the auditor generally considers whether a confirmation exception is a misstatement and
then determines whether there is a deficiency in internal control. In consideration of this
comment, we have restructured paragraph .20 of the new standard to align with the typical
order in which the auditor considers the two matters discussed therein (i.e., an auditor typically
considers whether a confirmation exception indicates a misstatement that should be evaluated
in accordance with AS 2810, Evaluating Audit Results, and then considers whether the
confirmation exception represents a deficiency in the company’s ICFR).

One commenter expressed the view that we should not require auditors to evaluate
whether a confirmation exception constitutes a control deficiency if the exception was a result
of a clerical error or caused by a timing difference. We continue to believe that requiring the
auditor to evaluate exceptions in such circumstances is appropriate and the auditor should
consider whether all confirmation exceptions are control deficiencies. A clerical error or timing
difference could be indicative of a deficiency in a company’s ICFR.

One commenter indicated that the proposed requirement about sending a second
positive confirmation request unless the auditor has become aware of information that
indicates that the confirming party would be unlikely to respond to the auditor was sufficiently
clear and appropriate. However, several firms commented that the requirement was too
prescriptive, with one commenter asserting that the requirement could result in unnecessary
and potentially ineffective administrative effort. Additionally, a few commenters expressed
concern that following up on a confirmation request would not constitute sending a second
confirmation request under the proposed standard, but asserted that it should be so treated.

We considered the comments about the requirement to send a second positive
confirmation request. The use of confirmation is not required under the new standard other
than for cash and accounts receivable when they are significant accounts or disclosures. Under
the new standard, for cash and accounts receivable, the auditor may perform other audit
procedures to obtain audit evidence by directly accessing information maintained by a



PCAOB Release No. 2023-008
September 28, 2023
Page 44

knowledgeable external source. Further, for accounts receivable, in certain situations the new
standard allows the auditor to obtain external information indirectly (see discussion of cash and
accounts receivable in Section 111.G).

Because the auditor may have a choice of the audit procedure to perform, we believe
that the auditor will select confirmation in those situations where confirming parties will be
more likely to respond to the auditor. In situations where a confirming party does not respond
to a confirmation request, we have concluded it is appropriate to require the auditor, in the
case of a nonresponse to a positive confirmation request, to follow up with the confirming
party. The requirement to follow up with the confirming party is included in paragraph .21 of
the new standard. The new standard does not prescribe a form of the auditor’s follow-up. For
example, following up using the same form of communication as in the original confirmation
request (e.g., e-mail, direct electronic transmission facilitated by an intermediary) would be
appropriate under the new standard. In the case of an electronic confirmation request, a
follow-up request could be in the form of a reminder or automated reminder.

If the auditor subsequently receives a confirmation response, the new standard
provides that the auditor should evaluate that response in accordance with paragraphs .18-.19
and evaluate any confirmation exception in accordance with paragraph .20. If the auditor’s
follow-up does not elicit a confirmation response, paragraph .23 of the new standard instructs
the auditor to perform alternative procedures for the selected item in accordance with
Appendix C of the new standard.

To clarify that the auditor performs alternative procedures for the selected item, we
have added the phrase “for the selected item” after the words “alternative procedures” in
paragraph .23 of the new standard. We also revised the reference in paragraph .30 of the
proposed standard to performing alternative procedures “as discussed in paragraph .31” to
refer to “in accordance with Appendix C” in paragraph .19 of the new standard to reflect that
alternative procedures for a selected item may not be necessary under certain circumstances,
as discussed in Section Ill.H below, and to reflect the relocation of the more detailed discussion
of alternative procedures from the body of the standard to Appendix C.

G. Additional Considerations for Cash, Accounts Receivable, and Terms
of Certain Transactions

See paragraphs .24 - .30 of the new standard in Appendix 1

In general, evidence obtained from a knowledgeable external source is more reliable
than evidence obtained only from internal company sources. When cash or accounts receivable
are significant accounts, there is a presumption in the new standard that the auditor should
obtain audit evidence from a knowledgeable external source by performing confirmation
procedures or using other means to obtain audit evidence by directly accessing information
maintained by knowledgeable external sources. In addition, the new standard addresses other
situations in which the auditor should consider the use of confirmation.
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We discuss below the provisions of the new standard relating to confirming cash held by
third parties, confirming accounts receivable, performing other audit procedures for accounts
receivable when obtaining audit evidence directly from a knowledgeable external source would
not be feasible, communicating with the audit committee in certain situations, and confirming
the terms of certain other transactions. To improve the flow of the requirements in the new
standard, these provisions have been placed after the general provisions that describe the
auditor’s responsibilities related to the confirmation process (i.e., after paragraphs .08-.23).

Figure 1 depicts the relationship of the requirements in the new standard for cash and
accounts receivable when they are significant accounts (paragraphs .24-.28) to the general
provisions of the new standard applicable to the confirmation process (paragraphs .08-.23).>°

50 The information in Figure 1 is intended to be for illustrative purposes and is not a substitute for

the new standard; only the new standard provides the auditor with the definitive requirements.
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Figure 1 - Additional Considerations for Cash and Accounts Receivable
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1. Cash Held by Third Parties
i. Confirming Cash

The 2022 Proposal provided that the auditor should perform confirmation procedures
when auditing cash and cash equivalents held by a third party. Existing AS 2310 does not
address auditor responsibilities for confirming cash.

We noted in the 2022 Proposal that an auditor need not necessarily confirm all cash
accounts in all cases. Under PCAOB standards, the alternative means of selecting items for
testing are selecting all items, selecting specific items, and audit sampling.>* An auditor selects
individual cash items to confirm following the relevant direction in PCAOB standards, including
identifying and assessing the risk of misstatement and developing an audit response.>? The
particular means or combination of means of selecting cash items to confirm depend on, for
example, the characteristics of the cash items and the evidence necessary to address the
assessed risk of material misstatement.>3

The 2022 Proposal emphasized that, in selecting the individual items of cash to confirm,
the auditor should take into account the auditor’s understanding of the company’s cash
management and treasury function, and the substance of the company’s arrangements and
transactions with third parties. For example, an auditor might select bank accounts with
balances over a certain amount, accounts with a high volume of transactions, accounts opened
or closed during the period under audit, or accounts the auditor identifies as particularly risk-
prone. Alternatively, the auditor might determine it is appropriate to confirm all cash accounts.
The auditor also follows the direction in PCAOB standards when determining whether
performing procedures in addition to confirmation is necessary to address the assessed risk of
material misstatement relating to cash.>*

We are adopting the proposed requirements to confirm cash, with certain modifications
discussed below.

A number of commenters supported the proposed requirement for the auditor to
confirm cash held by third parties. Some of these commenters stated that confirming cash has
long been an audit best practice and that requiring cash confirmation would lead to more
consistency in practice. In addition, several commenters stated that the standard was
sufficiently risk-based (i.e., by allowing the auditor to select cash accounts and other financial
relationships to confirm based on the risk of material misstatement associated with cash).

51 See AS 1105.22.
52 See, e.g., AS 2110 and AS 2301.
53 See AS 1105.23 and AS 2301.03.

54 See, e.g., AS 2301.09.
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Several commenters asserted that a requirement to confirm cash was not sufficiently
risk-based, despite the provisions in the 2022 Proposal that described that the auditor should
take into account their understanding of the company’s operations in making selections of
individual cash items to confirm. In particular, several commenters stated that the proposed
standard would require an auditor to confirm cash without regard to the level of risk that the
auditor had determined for cash in their risk assessment or when other audit procedures could
produce sufficient appropriate audit evidence. Other commenters expressed the view that the
requirement to confirm cash, as well as accounts receivable, should be removed, with some of
these commenters suggesting that the auditor should be able to determine the audit procedure
that would be most effective in obtaining relevant and reliable audit evidence, without
confirmation being the “default” procedure.

The Board continues to believe t